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Lay Abstract

Digital Twins (DTs) are virtual replicas of real-world Physical Systems (PSs), such
as mobile devices, vehicles, or smart cities. These digital counterparts are hosted
by network servers. They mirror the state and behavior of their physical versions in
real time, allowing them to interact with other devices or applications on behalf of
their PSs. For a DT to effectively mirror and reflect any changes in its PS, it must
consistently remain synchronized through timely updates, which consume the network
resources. As a result, the placement of DTs on network servers affects the quality of
the DTs. The problem becomes challenging when placing the DTs of a large number
of PSs, and is further complicated when the PSs are mobile. This thesis tackles some

key challenges towards optimal DT placements.

1. Optimizing Synchronization Timing and Placement: We investigate how to op-
timally place DTs within the network infrastructure to minimize synchroniza-
tion delay. To achieve this, we develop algorithms that efficiently assign DT's
to servers, balancing the need for timely updates, quick application responses,

and the amount of network resources.

2. Enhancing DT Migration in Vehicular Systems: Vehicles are constantly on the

move. Therefor, the PS-DT synchronization delay varies with the PS locations,
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and at some point, it is better to migrate the DT to a different server. We
develop algorithms that decide when to initiate the migration to minimize costs

associated with the migration.
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Abstract

Digital Twins (DTs) are software representations of physical systems (PSs) that inter-
act with other entities on behalf of their real-world counterparts. To ensure accurate
representation and effective interaction, DTs must remain synchronized with their
PSs through timely updates—a process known as DT synchronization. This the-
sis addresses key challenges related to DT synchronization to optimize performance
metrics, including the synchronization period and Age of Information (Aol).

In the first part, we address the challenge of optimally placing DTs on execution
servers (ESs) to minimize both the data request-response delay experienced by appli-
cations and the synchronization period between PSs and their D'Ts; while satisfying
communication and computation constraints. We formulate the DT placement prob-
lem in two ways. First, we model it as an integer quadratic program (IQP) aiming
to minimize the maximum application response delay subject to maximum data age
target constraints at the DT's and the application server. Due to the NP-completeness
of the problem, we develop practical polynomial-time approximation algorithms that
offer trade-offs between application latency and data age targets. Second, we tackle
the Minimum Synchronization Period (MSP) problem by modeling it as a multi-
commodity quickest flow evacuation problem, considering synchronization data and

processing tasks as network flows with flow dependent edge delays. This innovative



approach allows us to use well-established techniques from flow network theory to
efficiently find the quickest flow solution. An unsplittable flow rounding procedure
ensures that each DT is assigned to a single ES. Simulation results demonstrate the
effectiveness of our proposed algorithms in both methods, compared to optimal solu-
tions serving as lower bounds.

In the second part, we address DT migration in vehicular systems, where maintain-
ing acceptable Aol is challenging due to high mobility and frequent handoffs between
cellular domains. We formulate the optimal initiation time for migrating a vehicle’s
DT as a Markov decision process, aiming to minimize the time-averaged Aol at the
DT. An online optimal migration initiation algorithm is proposed using dynamic pro-
gramming and optimal stopping problem. We also develop a more computationally
intensive adaptive version of this algorithm, which recalculates the decision policy
at each time step for improved performance. Additionally, we introduce a best-in-
expectation algorithm that offers a balance between computational efficiency and Aol
performance. These algorithms are compared with heuristic approaches, such as im-
mediate migration and migration at handoff, as well as an offline algorithm providing
a theoretical lower bound on the average Aol. Performance evaluations show that
our proposed algorithms significantly enhance the efficiency of DT migrations while

minimizing the time-averaged Aol compared to other methods.
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Chapter 1

Introduction

1.1 Overview

Digital Twins (DTs) have emerged as a transformative technology in modern net-
worked systems, offering virtual representations of physical systems (PSs) that can
interact with third-party applications on behalf of their physical counterparts. By
enabling applications to interface with DTs rather than directly with PSs, network
traffic loads can be significantly reduced, especially when managing a large number
of applications. Hosting DT's on dedicated servers allows for complex data processing
and the execution of sophisticated computing models to generate diverse informa-
tion required by various services and applications [78]. For these reasons, DTs have
received a lot of recent attention in both academia and industry [62].

A DT is essentially a software-based implementation that mirrors a real PS; evolv-
ing alongside it throughout its operational lifetime [36, 35]. The utility of DTs has

been demonstrated across numerous scenarios, notably in the Internet of Things (IoT)
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and smart cities [52, 58, 29], manufacturing and industrial applications [74], and wire-
less communication networking [82, 24, 47]. DTs are particularly well-suited for ToT
applications due to their ability to handle real-time data flow and processing. For
example, a dynamic DT of vehicles and roadside units (RSUs) has been developed
to capture time-varying resource demand information [93]. In vehicular networks,
DTs consider the dynamic network topology to capture social features and map them
into virtual spaces [68]. In industrial settings, DTs of warchouses are used to obtain
real-time data and visual feedback on cargo information [16]. In the realm of cloud
computing, DT-based network architectures have been proposed to replace traditional
end-to-end communication models with cloud-to-end communication, allowing devices
or users to be represented by their digital counterparts [92]. Integrating DTs with
conventional edge networks has led to the development of digital twin edge networks,
where DT's exchange information collected from their PSs, leverage the computational
resources of edge servers, and generate results that enhance PS performance [90, 87].
In conventional edge computing applications, synchronizing real-time data between
users and edge servers demands significant wireless resources. By mapping mobile
devices to DTs within edge servers, DTs contribute to both latency reduction and
reliability enhancement. Furthermore, DT-based approaches have been utilized to op-
timize mobile network performance by predicting future states and behaviors based
on current conditions [23]. In scenarios involving unmanned aerial vehicles (UAVs),
DTs facilitate optimal resource allocation by acting as intermediaries between vehi-
cles and base stations, particularly when vehicles are outside base station coverage
areas [71]. The twin models of vehicles and base stations created within UAVs help

achieve efficient offloading services and resource distribution among vehicles.
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A critical aspect of DT's is their need for regular updates to reflect changes in their
associated PSs, a process known as DT synchronization [10]. This synchronization
involves periodic communication between the PS and its DT to ensure that any state
changes are accurately represented virtually.

The synchronized information enables the DT to provide features to external ap-
plications that reflect the current state and operation of the PS [78]. For instance,
a DT might indicate whether an electrical circuit is functioning normally or if a
mechanical subsystem requires maintenance. However, the processes of data syn-
chronization and processing at the DT introduce latency, which impacts the Age
of Information (Aol)—the time that has elapsed since the PS-DT update, used to
generate the current DT output, was initiated [50, 89]. To maintain tight synchro-
nization and minimize Aol, DTs are typically located close to their PSs to reduce
data transmission delays [78].

As representations of their PSs; DTs can interact with applications on behalf of
the physical systems. This interaction decouples communications into two parallel
processes: the synchronization between the PSs and their DTs, and the informa-
tion delivery between the DTs and the applications. Such decomposition introduces
flexibility in network resource allocations and helps maintain a low Aol at the ap-
plications. Maintaining a low Aol is critical for applications that require timely and
up-to-date information, such as those in industrial automation, real-time monitoring,
smart manufacturing, [73, 69] and vehicular networks [27].

However, the placement of a DT within the network infrastructure significantly
impacts both the synchronization delay between the PS and the DT and the commu-

nication delay between the DT and the application. Optimal DT placement is thus
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crucial to minimize overall latency and maintain an acceptable Aol. Unlike traditional
proxy server placement problems [48], DT placement must consider not only commu-
nication aspects but also the computational resources required to host the DTs and
process continuous data updates from the PSs. DTs often perform complex functions
beyond simple data relaying—they compress, process, and optimize data received
from their PSs and provide insights based on historical information [2, 1]. These ad-
ditional functionalities necessitate careful consideration of computational capacities
and resource allocation during DT placement.

Dynamic PSs, especially those characterized by high mobility and real-time inter-
actions, present significant challenges in deploying and maintaining DTS. In partic-
ular, in vehicular networks, the challenges associated with DT placement and main-
tenance are amplified due to the high mobility of vehicles. DTs can be created for
individual vehicles [99], human drivers [41], or entire connected vehicle systems [83].
They are leveraged to make driving decisions in autonomous vehicles, enhance human
driving performance, and support various applications for vehicular users. The Aol of
these DTs is adversely affected by the rapid and unpredictable movements of vehicles.
When a vehicle crosses a cellular domain boundary, for instance, the synchronization
latency between the vehicle and its DT can increase significantly [17]. This increased
latency can lead to outdated information being available to applications, potentially
compromising the effectiveness and safety of vehicular systems.

To mitigate this issue, it may be desirable to migrate the DT to a more appropri-
ate server closer to the vehicle’s new location, thereby improving the Aol at the DT.

This process, referred to as digital twin migration, introduces its own set of challenges.
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Determining the optimal time to initiate DT migration is complex and requires bal-
ancing trade-offs between migration costs—such as the time and resources needed to
transfer computation models and historical data—and the benefits of reduced syn-
chronization latency and improved Aol.

Moreover, the Aol at the DT during and after migration must be carefully consid-
ered. Migration can introduce temporary increases in Aol due to the time required
to transfer the DT and re-establish synchronization with the PS. This can result in
periods where applications receive stale or delayed information, which is particularly
problematic in safety-critical systems like vehicular networks. Despite the importance
of these issues, to our knowledge, no prior work has comprehensively studied the ef-
fect of DT migration on Aol at the DT, especially in the context of highly mobile

environments such as vehicular networks.

1.2 Contributions and Thesis Organization

This thesis tackles key challenges in the deployment of digital twins within wireless
communication networks, specifically focusing on two critical areas: DT placement
and migration. The primary objective is to minimize communication and computa-
tion delays and optimize the Aol in dynamic and resource-constrained environments.
These issues are vital for ensuring the real-time performance of DT-based systems in
wireless networks. By addressing these challenges, this work significantly advances
the integration of D'T's in complex communication network. The contributions in the
thesis are summarized below.

Firstly, we formulate the DT placement problem in scenarios where multiple PSs
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communicate with applications through their DTs. Recognizing the real-time re-
quirements and the necessity for timely DT synchronization, we introduce data age
targets for both applications and DTs. Each DT must be assigned to an Execution
Server (ES), and this placement significantly impacts both the synchronization delay
between the PS and DT and the communication delay between the DT and applica-
tions. We define the DT placement problem to minimize the maximum data request
response delay experienced by applications across all PSs, while ensuring that the
Aol at the DT remains within specified targets.

To address this complex problem, we show that the DT placement problem is
NP-complete and formulate it as an integer quadratic program (IQP). Given the
computational intractability of finding exact solutions, we develop polynomial-time
approximation algorithms that provide practical DT placements. These algorithms
offer trade-offs between application response times and adherence to PS data age
targets. We propose various rounding methods for the fractional relaxation of the
problem. Through extensive simulations, we show that our proposed methods, achieve
low application interaction delays while closely meeting the specified data age targets
compared to other alternatives.

Building upon the placement problem, we introduce a dynamic flow network model
to accurately represent the interactions among PSs, DTs, Base Stations (BSs), and
ESs, incorporating delay constraints for DT updates. This model captures both
communication and computational aspects, providing a realistic framework for op-
timizing DT placement strategies. We formulate the DT placement challenge as a
multi-commodity quickest flow problem with flow-dependent transit times. This ex-

tends traditional quickest flow problems by accommodating multiple PS-DT pairs and
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variable delays dependent on flow rates. Our solution framework considers scenarios
where packet routing follows either a single PS-DT path or multiple transmission
paths, optimizing the placement and routing strategies together.

To tackle the complexities introduced by flow-dependent transit times, we employ
a time-expanded network approach. This method transforms the dynamic problem
into a static one by discretizing the planning horizon based on DT delay targets,
allowing us to linearize the problem and apply efficient optimization techniques. We
develop a Linear Programming (LP) model that encapsulates the complexities of
the DT placement problem, including demand fulfillment, flow conservation, and
capacity constraints on both transmission and computational resources. Recognizing
that practical implementations require data flows to be unsplitable—meaning each
DT’s update data should be processed at a single ES—we propose an algorithm
based on a well-known [26] approximation algorithm for unsplittable flows to adjust
the splittable flows from the LP solution to unsplitable ones without increasing the
maximum delay by much.

Furthermore, we focus on optimizing the initiation time for DT migration in ve-
hicular networks to minimize the average Aol at the DT. Given the high mobility of
vehicles and the resulting impact on synchronization latency and Aol, we model the
DT migration initiation problem as an optimal stopping problem. This approach ac-
counts for available statistical information of vehicle movement and aims to minimize
the cost of migration within a stochastic vehicular traffic environment.

Finally, we present an online algorithm that utilizes dynamic programming and
optimal stopping theory to determine the optimal migration initiation time. The al-

gorithm meets migration time deadline constraints while achieving the minimum cost
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of migration. Additionally, we introduce a best-in-expectation algorithm that offers
a sub-optimal yet computationally efficient solution, which is beneficial in scenarios
where the computational complexity of dynamic programming is prohibitive. We com-
pare the performance of these algorithms with two heuristics—immediate migration
and migration at handoff—and demonstrate through simulations that our proposed
methods significantly reduce the average Aol compared to traditional approaches.
The rest of the thesis is organized as follows. Chapter 2 gives a brief background
on digital twin technology, exploring its evolution, applications and delving into the
challenges associated with DT synchronization, placement, and migration. Chapter 3
addresses the problem of DT placement for minimum application request delay with
data age targets. Then, Chapter 4 introduces a dynamic flow networking approach
to tackle the problem of DT placement minimizing the DT synchronization delay. In
Chapter 5, we focus on optimizing the initiation timing for DT migration in vehicular
networks to minimize the average Aol at the DT in a vehicular network. The thesis
is concluded in Chapter 6 with suggestions for possible future work. The work in this

thesis has resulted in the following publications.

e K. Noroozi, T.D. Todd, D. Zhao, G. Karakostas, “Digital Twin Placement
Using Dynamic Flow Network Evacuation”, sumbitted on IEEE International

Conference on Communication, 2025.

e K. Noroozi, T.D. Todd, D. Zhao, George Karakostas, “Age-of-Information in
Vehicular Digital Twin Migration”, sumbitted on IEEE Transactions on Vehic-
ular Technology, 2024.

e M. Vaezi, K. Noroozi, T. D. Todd, D. Zhao and G. Karakostas, “Digital Twin

Placement for Minimum Application Request Delay With Data Age Targets,”
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in IEEE Internet of Things Journal, vol. 10, no. 13, pp. 11547-11557, 1 July1,
2023, doi: 10.1109/J10T.2023.3244424.

e M. Vaezi, K. Noroozi, T. D. Todd, D. Zhao and G. Karakostas, H. Wu,
X. Shen, “Digital Twins From a Networking Perspective,” in IEEE Internet
of Things Journal, vol. 9, no. 23, pp. 23525-23544, 1 Dec.1, 2022, doi:
10.1109/J10T.2022.3200327.
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Chapter 2

Background

2.1 Introduction

This chapter provides a comprehensive background on Digital Twins (DTs) and their
evolution in wireless communication networks. We begin by defining Digital Twins,
outlining their key characteristics, and exploring their applications within wireless
communication networks and other industries. Following this, we delve into the crit-
ical challenges associated with deploying Digital Twins in wireless networks, empha-
sizing the importance of optimal DT placement and how various techniques can be
crucial in addressing this problem. Finally, we highlight the applications and benefits
of Digital Twins in vehicular systems and discuss the specific challenges involved in

DT management within this domain.

10
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2.2 Digital Twins:
Definition, Applications and Challenges

When the concept of DT was first introduced by Michael Grieves for Product Lifecycle
Management (PLM) in 2003, it was intended to be a “digital equivalent to a physical
product” [36]. The first practical adoption was by Tuegel et al. [77], who presented
a digital framework to replicate the structural behavior of an aircraft, facilitating
predictive maintenance, performance optimization, and allowing machines to interact
with each other and humans [9]. As the DT concept gained traction, leading industrial
companies such as Bosch, Siemens, and General Electric expanded its applications to
more general physical objects [12, 7, 8]. In [52], a DT is defined as “a living model
of the physical asset or system, which continually adapts to operational changes
based on the collected online data and information, and can forecast the future of
the corresponding physical counterpart.” This definition underscores the DT’s ability
to mirror the PS’s performance, predict potential issues, and estimate its remaining
lifespan. The physical and virtual systems influence and synchronize with each other
continuously, evolving together over time.

The mutual influence and synchronization between the PS and the DT have been
coupled with the Internet of Things (IoT) for efficient sensing, data collection, and
data processing [52, 58]. Integrating IoT technologies enables DTs to receive real-
time data from sensors embedded in the PS, ensuring continuous updates and accurate

representation of the PS’s state.

11
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2.2.1 Digital Twin Applications

Digital Twins have found applications across a wide range of industries due to their
ability to provide real-time monitoring, predictive analytics, and optimization ca-
pabilities. Some key application areas include, manufacturing, mobile network and
smart cities. In the following, we will elaborate the role of DT in each of these areas.

DTs were first introduced in the manufacturing domain to improve geometry
assurance in early product design phases and to observe and study certain aspects
of products without interference or removing them from service [64]. By deploying
intelligent analysis and predictive performance data within the DT framework, a
virtual factory can be built that is fully optimized, including factory construction,
product production, life prediction, and maintenance of all industrial equipment. This
achieves efficient digital management and cost reduction in manufacturing processes
[85].

Additionally, DT can play a pivotal role in advancing mobile wireless networks.
Advancements in mobile network infrastructure have facilitated support for strict
performance requirements and introduced intelligent services at the network edge.
However, making optimal decisions in such dynamic and heterogeneous networks
is challenging. The deployment of DTs provides real-time monitoring of networks,
supplying perception data for decision-making modules.

In mobile edge computing (MEC) networks, DTs are also utilized for making
offloading decisions by creating DT networks in various configurations [70, 54, 51, 22].
For instance, in [70], the DT network includes a DT for each edge server and a DT
for the entire MEC system. The DT of an edge server serves as a digital replica of

the server, while the DT of the entire MEC system reflects interactions within the

12
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system, such as mobile users’ offloading decisions. By predicting future states of the
MEC network, the DT network assists mobile devices in making better offloading
decisions, reducing latency and system costs. Similarly, in [54], the DT network
includes DTs of individual IoT devices hosted at edge servers. These DTs collect
state information from devices and process it to build constantly updated DT models
based on real-time data. The DTs execute computations needed for devices to make
computation offloading decisions. In [51], each mobile user and edge server has its own
DT, tracking the real-time status of its physical entity. The DT network maintains
the real-time operating state of the network, facilitating computation offloading and
resource allocation decisions. In [22], the DT network includes DTs for each device
and edge server. The information maintained by the DTs constructs the network
topology, monitors network conditions, and optimizes computation offloading and
resource allocation decisions.

Furthermore, the concept of DTs plays a crucial role in the development and
management of smart cities. With the massive amount of data gathered from IoT
sensors, DT's assist in both planning and monitoring urban environments [33]. DT-
integrated smart cities use information from ubiquitous multi-node IoT sensors to
create a virtual city capable of monitoring, simulating, and analyzing various aspects
of urban development and operations [85]. Examples of existing DT-deployed smart
cities include “Virtual Singapore” [84], “Virtual Zurich” [66] and “Virtual Amaravati”
[5]. In these cities, DTs are used to improve infrastructure maintenance, enhance
energy efficiency, optimize transportation systems, and assist in emergency response

scenarios, such as aiding firefighters during emergencies.
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2.2.2 Challenges of Digital Twins

Despite the great potential of DTs, several challenges arise when developing and
integrating them into practical applications. In this thesis, we tackle two of the most
critical challenges:

Real-time synchronization. Maintaining tight synchronization between a PS
and its DT is essential for high-quality DT performance. Achieving this requires mini-
mizing both communication and computation delays. Any transmission delay between
the DT and the PS, or among different parts of a DT, can significantly degrade the
DT’s quality, particularly when relying on the Internet for communication. Protocols
such as Time-Sensitive Networking (TSN) [60] and Deterministic Networking (Det-
Net) [3] are designed to provide bounded end-to-end transmission delays. However,
TSN is limited in scalability since it operates at layer-2 of Open Systems Intercon-
nection (OSI) model, and DetNet requires the underlying network infrastructure to
support its services. Moreover, ensuring reliable ultra-low end-to-end delay through
these protocols necessitates complex control and management technologies [45, 76, 57].
In wireless communications, synchronization delays between the PS and its DT can
be significantly affected by factors such as bandwidth allocation, network congestion,
and routing inefficiencies. Limited bandwidth and variable network conditions can
lead to increased transmission delays, impacting the freshness and accuracy of the
DT. Efficient resource allocation is critical to mitigate these delays and ensure timely
synchronization [88].

Beyond communication delays, computation times for simulation, modeling, and
data processing within DT's can also be substantial. In scenarios where network and

computational resources are constrained, processing large volumes of data to maintain
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real-time DT operations becomes challenging. One approach to mitigate computation
delays is through stage-based DT implementation, where processes are executed in
phases to manage resource consumption more effectively. However, this method may
not suffice for large-scale systems with high data throughput requirements, leaving the
minimization of communication delays in DT synchronization as a critical challenge
[79].

The dynamic nature of PSs adds another layer of complexity to the challenge of
PS-DT communication. As PSs, such as vehicles or mobile devices, move between
different cellular domains, they may transition from one edge server running their
DT models to another. This can lead to increased synchronization delays between
the PS and its DT, or even result in temporary service disconnections due to cellular
hand-offs [17]. To address these issues, effective migration management techniques
are essential. These techniques optimize the transfer process of DTs between edge
servers, minimizing delays and ensuring seamless service continuity. By mitigating
the impact of cellular hand-offs, migration management can significantly enhance
both the performance and reliability of DTs in dynamic wireless environments.

Optimum resource deployment and management. Another major chal-
lenge lies in the optimal deployment and management of network resources required
to implement and maintain DTs. DTs need to continuously track the real-time sta-
tus of the PS and regularly update the system’s features. Supporting DTs requires
network resources, including communication, computing, and caching. For large and
complex systems, determining the amount of each resource needed, their deployment
locations, and their allocation for DTs with the desired performance is a challenging

task. This requires joint management of heterogeneous resources, which becomes even
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more challenging as the network scales [63]. Additionally, different applications have
varying requirements in terms of feature extraction, data freshness, and similarity,
leading to the need for optimizing multiple, often contradictory, objectives.

DTs can also predict network behavior by leveraging models trained on real-time
and historical data. This enables networks to adapt to dynamically changing con-
ditions proactively. However, processing the large volumes of data needed to meet
real-time application requirements presents further challenges in resource manage-
ment and deployment. Furthermore, the proper placement of DTs must consider
the limited and heterogeneous resources at edge servers, especially when mobile de-
vices are involved. These devices can trigger DT migrations between edge servers to
maintain proximity to the PS, further complicating resource management [19].

These challenges underscore the importance of effective DT placement and DT
migration strategies. In the following sections, we will discuss the critical roles of DT
placement and migration management in optimizing DT performance within wireless
networks, as well as introduce the associated challenges in developing and deploying

these optimal strategies.

2.3 Digital Twin Placement

DT placement is a critical aspect of deploying DT's in wireless networks, as it directly
influences both the synchronization delay between each DT and its corresponding PS
and the communication delay between the DT and the external applications. Effec-
tive DT placement must account for various network resources, including computing,

storage, and bandwidth, to ensure optimal performance and resource utilization.
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The placement of DTs affects not only the latency associated with synchroniza-
tion updates between the PS and the DT but also the responsiveness of interactions
between the DT and applications. When DTs are placed closer to the PS, synchro-
nization delays can be minimized, enhancing the freshness of the DT’s data. Con-
versely, placing DTs closer to the users or applications can reduce communication
delays, improving the responsiveness of services that rely on DT data. Therefore, DT
placement strategies must carefully balance these factors to optimize overall system
performance [95].

Moreover, providing DT services requires significant network resources. The DT
placement strategy must consider the computing and storage resources required to
host DTs. Efficient DT placement aims to balance these resource demands while
minimizing delays in synchronization. The complexity of the DT placement problem
increases when DTs interact with third-party applications. In such scenarios, DT's
act on behalf of their PSs to provide information to multiple applications or when
direct interaction with the PS is impractical or costly. In these cases, not only the
timely DT synchronization is pivotal, but the delay in delivering information from
the DT to the applications is also crucial. Therefore, DT placement strategies must
consider the experienced delay between the DT and the applications to ensure timely

and efficient data delivery.

2.3.1 Different Techniques for solving DT Placement

Facing these challenges, DT placement is considered as a multidimensional problem

that requires careful consideration of synchronization delays, communication delays,
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resource constraints, and the dynamic nature of wireless networks. Developing effec-
tive DT placement strategies is essential for realizing the full potential of digital twins
in communication networks and ensuring high-quality services for applications. As a
result, various methods have been proposed to address the DT placement problem,
including optimization algorithms, heuristic approaches, and machine learning-based
techniques. For instance, Lu et al. [55] formulated the adaptive execution server
association problem, which encompasses DT placement, aiming to reduce data trans-
mission delays and enhance user utility. Their approach adapts to dynamic network
conditions, enabling efficient edge association that considers both communication
costs and user requirements. Further exploring DT placement, [95] considers DT
placement problems within a Mobile Edge Computing (MEC) network, accounting
for the mobility of PSs and applications. They jointly consider the freshness of DT
data and the service cost for applications requesting DT data. Their approach in-
volves proposing an algorithm for the DT placement problem that minimizes the sum
of the DT update costs and the total service costs for applications through efficient DT
placements and resource allocation for processing user requests. Gu et al. [37] empha-
size the challenges regarding computational and communication costs, underscoring
the importance of intelligent DT placement strategies that balance communication
and computation costs to optimize network performance.

On the other hand, approaching the DT placement problem from a flow network
perspective can be promising, as this technique has shown potential in other areas like
traffic routing, supply chain management, and network design, demonstrating their
effectiveness in handling complex optimization problems with multiple constraints.

For instance, in [44], the problem of task execution placement is mapped to computing
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nodes onto a graph data structure, where edge weights and capacities encode the
competing demands of data locality, fairness, and starvation-freedom. However, to the
best of our knowledge, approaching the DT placement problem from a flow network
perspective is a novel idea and has not been studied before.

In this thesis, we tackle the challenge of DT placement through two complemen-
tary methods aimed at minimizing the maximum data request response delay for
applications interacting with multiple PSs. First, recognizing that the problem is
NP-complete, and finding exact solutions is computationally infeasible, we design
efficient polynomial-time approximation algorithms. These algorithms provide prac-
tical and effective DT placements under real-world constraints, ensuring that the Aol
remains within specified targets.

Second, we model the PS-DT communication as a dynamic flow network, intro-
ducing the quickest flow problem to capture the time-sensitive nature of data trans-
mission and computation. By proposing an unsplittable flow algorithm, we leverage
well-established theoretical foundations to develop an optimal and scalable solution.
Together, these two methods provide a robust framework for solving the DT place-

ment problem.

2.4 Digital Twin Migration

Building DT-aided networks fundamentally relies on effectively addressing the DT
placement problem. As outlined in the previous section, this involves determining
the optimal association between DTs and edge servers that align with the current
conditions of the PSs, minimize synchronization delays, and account for resource

constraints.
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Figure 2.1: Digital Twin Migration Process

However, maintaining DT's introduces additional complexities due to the mobility
of PSs. As depicted in Figure 2.1, as PSs move within the coverage area of one edge
server or transition to another cellular domain managed by a different edge server,
the DT must be migrated accordingly. This migration process involves transmitting
the DT’s historical information and reconstructing it on the target server, which is
both time-consuming and resource-intensive. Consequently, the placement problem
becomes intertwined with the challenge of determining the optimal timing for DT
migration initiation. Effective migration strategies are essential to ensure seamless
synchronization, minimize service disruptions, and optimize resource utilization in
dynamic network environments. As a result, it is crucial to consider synchronization
latency, resource allocation, and energy consumption in the DT migration process.

Lu et al. in [55] formulated an edge association problem aimed at reducing average
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system latency and improving application utility. Their approach separates the DT
placement and migration problems, addressing migration problem as the selection
of an optimal server for placing DT. Similarly, [94] considers the problem of the
DT migration as finding the optimal server which provide sufficient computational
resources while taking into account the network’s overall cost. However, enhancing
the efficiency of migration and reducing synchronization delays cannot be achieved
without delving deeply into the entire migration process, which typically involves not
only selecting the optimal server but also determining the ideal migration initiation
time, and managing data transfer.

Initiating migration promptly is essential to prevent the consumption of exces-
sive wireless communication bandwidth and computational resources of edge servers
[34], which can lead to high synchronization latency between the DT and the PSs
[72]. Additionally, minimizing the added delay due to cellular hand-offs is crucial to
maintaining seamless DT operations. As a result, migration initiation requires an
understanding of the future of PSs, such as when vehicles cross the cellular domain
boundaries. PSs are often in motion, exhibiting diverse maneuvers like accelera-
tion, lane changes, and complex interactions with their environments. These factors,
coupled with the uncertainty of sensory information and the computational burdens
associated with autonomous vehicles [43], add significant complexity to accurately
predicting future cellular hand-offs. This prediction involves analyzing various fac-
tors, including velocity, direction, and network conditions, to estimate when and
where a PS will move out of the current edge server’s coverage area.

During migration initiation, the current edge server must promptly send the up-

to-date state of the PS and the DT model’s parameters to the target server, e.g.

21


http://www.mcmaster.ca/
https://www.eng.mcmaster.ca/ece

Ph.D. Thesis — K. Noroozi; McMaster University — Electrical and Computer Engineering

real-time sensor data, machine learning model weights, and synchronization data.
Subsequently, historical data can be transferred on a priority basis [91]. Efficiently
managing this data transfer process ensures that synchronization between the PS and
DT is maintained, even during the transition between cellular domains. Seamless
migration of DT is essential to ensure the continuity of PS-DT communication and
to avoid unnecessary power consumption, thereby enhancing both performance and
reliability in dynamic environments.

The significance of DT migration strategies becomes particularly evident when
considering data freshness and minimizing Aol. As highlighted in [50], placing DTs
of PSs in remote cloud environments, while offering abundant computing and storage
resources, may result in DT data that is not as fresh as applications expect. Ad-
ditionally, measuring instantaneous Aol is impractical due to inherent delays in DT
processing. Therefore, this thesis introduces an average Aol computation technique
to measure overall Aol over a period of time, enabling the monitoring of the effects
of optimal migration decisions.

To the best of our knowledge, the integration of both PS future prediction and the
determination of optimal migration initiation timing within migration management
has not been extensively explored in existing literature. This thesis addresses this gap
by proposing a method for predicting PS hand-off times and developing an optimal
online algorithm designed to minimize average Aol during the migration of DTs from
one edge server to another. By doing so, we present a comprehensive approach that

not only optimizes DT placement but also ensures efficient and timely DT migration.
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Chapter 3

Digital Twin Placement with

Synchronization Delay Targets

3.1 Introduction

In this chapter we consider the problem of DT placement when there are multiple
PSs communicating with applications through their DTs. There are data age targets
for both the applications and the DTs, which capture the real-time nature of the
system and the need for DT synchronization. Each DT must be assigned to one
of the available candidate ES locations. When a DT is placed, the PS periodically
updates it so that its state accurately tracks that of its PS. The DT placement
problem is defined so that the maximum data request response delay experienced by
the application over all PSs is minimized, subject to a maximum data age target at
the DT, i.e., the (given) data age target is an upper bound of the Age-of-Information
or “freshness” of the data available at the DT [89]. The main contributions of this

chapter are summarized as follows:
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e A DT to Execution Server (ES) placement problem is formulated to minimize
the maximum application interaction delay when accessing multiple PSs, while
ensuring the timely delivery of PSs’ data to their DTs and then to the applica-

tion.

e The placement problem is an integer quadratic program (IQP), whose fractional
relaxation can be further strengthened into a semidefinite program (SDP). The
problem is shown to be NP-complete. Since an exact polynomial-time solu-
tion is not available, polynomial-time approximation algorithms are introduced
to obtain DT placements, which may not be feasible for the original problem.
However, the algorithms are designed to offer practical solutions that give dif-
ferent performance tradeoffs between application server response times and the

satisfaction of PS data age targets.

e The fractional solution of the relaxed SDP is rounded to obtain the final (inte-
gral) assignments of DTs to ESs. Different rounding alternatives, i.e., Random
Selection, X-Congestion, Z-Congestion, Constraint Slack SDP, and Constraint

Slack QP, are proposed.

e Simulation results are provided that show Z-congestion (and, to a lesser degree,
Constraint Slack SDP) achieves the best application interaction delay, while

coming closer to (given) data age targets than the other alternatives.

The rest of the chapter is organized as follows. Section 3.2 summarizes the recent
work related to DT placement. Section 3.3 defines the system model. The optimum
DT placement problem is formulated in Section 3.4, where the original IQP is trans-

lated into an integer linear programming (ILP) and further relaxed into an SDP.
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Section 3.5 presents our proposed approximation algorithms. Simulation results are

shown in Section 3.6 to demonstrate the performance of the proposed algorithms.

3.2 Related Work

In this section we summarize some work related to DT placement. A more complete
list of related work can be found in [78§].

An algorithm is proposed in [81] for service entity placement in Virtual Reality
(VR) applications. The proposed method aims at minimizing the costs of placing
a service entity on an edge server. Different from DT placement in this work, the
service entity placement in [81] does not contain constraints on the data update rate
by the corresponding PS.

Deep-learning-based algorithms are proposed in [55] for digital twin placement and
migration. Two types of DTs are considered, device DT's and service DTs. The former
is a full replica of a physical device, and the latter is a lightweight DT that extracts
information directly related to a specific application from multiple devices. The
placement of these DTs to the servers is optimized with the objective of minimizing
the average system delay.

The problem of DT placement for IoT devices in edge IoT networks is studied
in[18]. The objective is to minimize the total communication latencies between the
[oT devices and their corresponding DTs. One assumption behind this formulation is
sufficient server capacity so that the data processing time at the D'T's can be neglected.

Different from the above work, our work addresses the DT placement issue by con-

sidering the age-of-information at both the DTs and the application. We employ a
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time-sharing resource allocation model for computational resources at the servers, al-
though this results in an integer quadratic problem that is proven to be NP-complete.
Our objective is to minimize the maximum delay experienced by an application that
is accessing information from multiple DTs. There is prior work such as [75, 81]
where digital twins are optimized to serve particular applications. However, to the
best of our knowledge, ours is the first work that places a maximum data age target

constraint on the data provided by the DTs to the application.

Figure 3.1: Digital Twin Placement Model

3.3 System Model

Figure 3.1 shows an application server (AS) that requires input from multiple PSs
that are connected to the same network. Each PS has an associated DT that it
regularly communicates with so that the latter can interact with the application on
its behalf. Each DT is hosted at one of a set of execution servers, ESs, which are
also shown in the figure. A practical example of this is where the PSs include sensors
located in a manufacturing plant and provide their inputs at regular intervals so that

the application can monitor the performance of the system [2][1].

26


http://www.mcmaster.ca/
https://www.eng.mcmaster.ca/ece

Ph.D. Thesis — K. Noroozi; McMaster University — Electrical and Computer Engineering

AS dar dib

DT,, at ES,,
f @
ty
kncm,n kncm,n kncm,n
PS,,
gdata 11 b T~ jdata 13 ts 2T, 3T, t
m,n m,n

Figure 3.2: DT Update and AS Request Timing

The main objective of this chapter is to determine the placement of the DTs at
the ESs so that the maximum communication delay experienced by the application is
minimized, and at the same time, the data delivered best adheres to a desired data age
target. When placed at an ES, a DT incurs both communication and computational
delays as its PS data is periodically refreshed. Let M = {1,2,..., M} be a set of M
PSs and NV = {1,2,...N} be a set of N ESs. Each PS has an associated DT, i.e.,
DT, for PS,, that must be placed at one of the ESs, e.g., ES,, for n € N.

Figure 3.2 shows a timeline example of PS,,, DT,, (at ES,,), and the AS. Each PS
periodically updates its DT with new data as shown in the bottom two timelines. At
t = 0, the first update (shown by the purple dot) is transferred from PS,, to DT, (at
ES,) in time df®** and is received by the ES server at time ¢;. At DT,,, this update
requires ¢, , seconds of computation from E.S,, before the update is completed. If
k DTs have been assigned to ES, then, as in the colocation constraints in [81], the
processing will be completed after a delay no longer than & - ¢,, ,, seconds, at time ¢,
in the figure. This updating procedure recurs periodically for each PS, i.e., for PS,,

it repeats every T, seconds. At t = T,, and t = 2T,,, the second and third PS,,
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updates (at the blue and green dots, respectively) are shown in Figure 3.2.
The top timeline (AS) in Figure 3.2 shows the application generating a request
for input from DT,,. This request arrives at the DT d%*" seconds later, and the

m,n
requested data are returned to the AS after a further delay of d;?, seconds. These
time durations are also shown by the arrows in Figure 3.1. A DT always responds
to application requests immediately with the most recently updated version of the
requested data. In Figure 3.2, the first application request arrives at the DT at t = t4,
and therefore, the DT passes the results based on processing the first update to the
application server since the second update has not completed.

One of the data age requirements is that the P.S,, data available at DT, must be
synchronized every T, seconds, which implies that the time needed for m’s data to

be transmitted to and processed by DT, should not be more than T}, seconds. That

is,
A% + k- e < T, (3.3.1)

where k, is the total number of DTs hosted by ES,.

The application may query multiple DTs in order to obtain the information that
it needs. It has its own data age target, denoted by A*, which is the desired maximum
age target over all the queried PSs, i.e., if the target is satisfied, then when data arrives
from all the queried DTs, the time since the data was generated at all the PSs will
be at most A* seconds. We also assume that there are known upper bounds on data
transfer latencies between ES,, and the application server and each PS [61]. These
bounds can be guaranteed, e.g., by resource allocation via contractual terms with the

network provider, and by power control when the PS has a wireless connection to the
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network [86][28].

Figure 3.2 shows the worst case for the age of the PS,, data delivered to the
application when the data request from the AS arrives just before the next PS,,-to-
DT, data update cycle has completed, i.e., t, < t5 and t5 — t4; = 0. This coincides
with the time Tm+dgﬁfﬁ +k,, - Cin.pn in the figure, when the processing of data generated
at time 7T,, (the blue one) is almost (but not quite) ready at DT,,. As a result, the
application receives the data generated at time ¢ = 0 (the purple one in the figure)
T, + dfgf,f + k- Cmpn + d;F, seconds later. According to the discussion above, this
worst-case time cannot be larger than A* if the application data age target is to be
achieved, i.e.,

T + A% + k- C + diP, < A (3.3.2)

mmn —

As in [61], we assume that network latencies are known or can be estimated.
Since the loading imposed on the network is assumed to be small, we also assume
that they are independent of the DT placement, i.e., the aggregate loading of the PSs
communicating with the ESs is assumed to be far less than the actual capacity of the
underlying links connecting the ESs, as in [81].

Note that for a given set of upper bounds in (3.3.1) and (3.3.2), there may not
exist a feasible placement of DTs to ESs, i.e., at least one of these constraints will
be violated no matter where the DTs are placed. We show below that detecting the
infeasibility of the given input (and, therefore, calculating an optimal placement, if
such a placement exists) is NP-complete (see Theorem 3.4.1). Therefore, our proposed
algorithms may violate a number of the constraints.The algorithms, however, work

towards incurring the smallest possible violation of (3.3.1) and (3.3.2), and, therefore,
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they work even if the original input is infeasible. Nevertheless, in order to study their
performance, we compare them only on feasible instances in Section 3.6, since we do
not want to combine their own potential inefficiencies with inefficiencies inherent in

the input itself.

3.4 Problem Formulation

We define binary decision variables X,,, € {0,1} for m = 1,2,...,M and n =
1,2,...,N with X,,, = 1 if DT, is placed on ES n and X,,,, = 0 otherwise. Then

conditions (3.3.1) and (3.3.2) become

M
Al 4 e Xmn Y Xin < T, (3.4.1)
k=1
and
M
Xonn (Tm + A Y X + d;;gn> < A, (3.4.2)
k=1
respectively.

By addressing the problem of placing the DTs of M PSs on N ESs, our objective is
that the maximum data request response delay experienced by the application over all
PSs is minimized, while its data age requirement, and the refreshing rate requirement

of all DT's are satisfied. This is formulated as the following Integer Quadratic Program
(IQP):

miny . 7 s.t. (IQP)
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S (ddnn 4 d )X < 7, Yo € M (3.4.3)
M
dgff + CnnXmn ZX’“‘ <T,, YmeMneN (3.4.4)
k=1
M
X (Ton + Crn Y X + i 4 d2P ) < A* ¥, n (3.4.5)
k=1
SN Xpm=1, Vme M (3.4.6)
Xpn € {0,1}, Vme M,n e N (3.4.7)
T >0, (3.4.8)

where the LHS of constraint (3.4.3) is the delay experienced by the application when
requesting the PS m data, 7 is the maximum of such delays over all m, and we seek
to minimize 7. Constraint (3.4.6) ensures that a DT is assigned to one ES only, for
all M DTs.

Constraint (3.4.4) can be rewritten as

data
T —d5y

Cm,n

M
gxrﬂlﬂl zzjkﬁ:],gxrkvn/ f;

(3.4.9)

and constraint (3.4.5) as

M
A" = XL + diit + i,
Xm,n Z Xk,n S ’ ( : : ), (3410)
k=1

Cmn

for all m,n. Now, both constraint (3.4.9) and (3.4.10) share the same LHS and can
be merged into one constraint
M

Xm,n Z Xk,n < Um,n (3411)

k=1
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where

(3.4.12)

Um,n )

Cm.n Cm,n

{ . {Tm—dﬁ?ts A*—(deﬁf%d%n)}J
= | min : : ’

Hence, values for X satisfy (3.4.4), (3.4.5) iff these values satisfy (3.4.11). The new

formulation can be written as:

miny , 7 s.t. (IQP)

SO (ddown 4 der )X, < 7 Ym € M (3.4.13)
M

Xm,n Zxk,n < Um,n, Vm € M, neN (3414)
k=1

Yoy Xonn =1, ¥m € M (3.4.15)

Xmn €4{0,1}, Vme M,n e N (3.4.16)

720 (3.4.17)

For a specific 7, all variables X, ,, in (3.4.13) with coefficients dfrffj;” +dp, > T are
forced to be 0 because of (3.4.15). Therefore, we can perform a binary search in
range [0, max, ,{d%%" + d* }] for the minimum feasible 7. Every value of 7, in
effect, defines a bipartite graph G = (A, B, E) with the nodes in A corresponding
to DTs, the nodes in B corresponding to ESs, and edges (m,n) € E only when
df,fffl” +dyP, < 7. Therefore, for any value of 7, we can simplify problem (IQP’) to
the question of feasibility of constraints (3.4.14)-(3.4.16) on a bipartite graph (where
Xmn = 0 whenever (m,n) ¢ E). We adopt this approach when we study the 7 value
and the violation of feasibility of (3.4.14) in Section 3.6. Problem (3.4.14)-(3.4.16)

on a bipartite graph is an NP-complete problem, as shown by the following theorem.
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Theorem 3.4.1. Deciding the feasibility of (3.4.14)-(3.4.16) on a bipartite graph is

an NP-complete problem.

Proof. The problem is clearly in NP, since, given a {0, 1}-assignment for variables
X, checking the feasibility of constraints (3.4.14), (3.4.15) can be done in polyno-
mial time.

We reduce SATISFIABILITY (i.e., given a CNF (Conjunctive Normal Form) for-
mula, asking whether there is a satisfying truth assignment for its variables) to our
problem. Given a CNF formula with n variables and m clauses, we construct a bi-
partite graph as follows: The left-side set of nodes A consists of n + m nodes, i.e.,
one node for each variable or clause. On the right-side B there are 2n nodes, i.e., a
pair of nodes for every pair of literals x;, z; corresponding to the ¢-th variable. For
every clause [, there is an edge between [ € A and the node of every literal used by [
in B. For example, for clause | = (x5 V &5 V x3) there are edges (I, z2), (I, Z5), (I, zs).
For each such edge (m,n) we set u,y,, := co. Also, for the i-th variable node in A,
we add edges (7, ;), (4, 7;), with w; ,, = u; 5 := 1. By construction, if X, ,, = 1, then
Xy, = 0 for any clause [ that uses literal z;, due to (3.4.11) for m = i,n = x;, i.e.,
only variables X}, ; will be allowed to take value 1, for clauses k that use literal @;;
the case X,z = 1 is symmetric.

Now it is easy to see that the given CNF formula is satisfiable iff there is a
{0, 1}-assignment to variables X that also satisfies (3.4.14)-(3.4.16). If the formula
is satisfiable, then set X;, = 1,X;; = 0if ; = 0, or X;,, = 0, X, = 1if
r; = 1. Also, each clause [ must contain a literal z; or x; that is set to 1, and so
we can set X;,, = 1 or X;; = 1, without violating any of the constraints. We set

all other variables X,,,, := 0. It is easy to verify that this assignment satisfies all
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constraints (3.4.14)-(3.4.16). Conversely, if there is a value assignment to variables
Xn.n that satisfies (3.4.14)-(3.4.16), then this assignment forces X;,, = 1, X, =0
or X;,, =0,X;; = 1for each i-th variable; we translate this assignment to x; = 0 or
x; = 1, respectively. The assignment of each clause node [ to exactly one node of its
literal(s) in the bipartite graph, is consistent with our truth assignment, and satisfies

each clause. 0

The problem is clearly in NP, since, given a {0, 1}-assignment for variables X, ,,
checking the feasibility of constraints (3.4.14), (3.4.15) can be done in polynomial
time. As a result of Theorem 3.4.1, we do not expect that there is a polynomial-time
algorithm that exactly solves (IQP?).

We can linearize problem (IQP’) as follows. We use a binary variable Z7, € {0, 1}
to replace the product Xy, X,,, and add the following valid constraints:

Zim =Zpys Yk,meMneN
Znm = Xmn, YmeMneN
Zim < Xy, Vh,me MneN

X + Xiw — 21y < 1, Vk,me M,ne N

The new problem formulation is an integer linear programming (ILP) given as follows:

)I{Ilér‘lr T 8.t. (ILP)
S (denn 4+ d ) X < T, VM € M (3.4.18)
Sk 2l S Ump, YmEMneN (3.4.19)
S Xppm =1, Ym e M (3.4.20)
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Ly =2y YVe,me Mine N (3.4.21)
20 = X, Ym € Myn € N (3.4.22)
Zym < Xy, YVe,me Mine N (3.4.23)
Xonm + Ximn — 2 <1, Veome Min e N (3.4.24)
Xonm> Zigm €140,1}, VE,me Myn e N (3.4.25)
>0 (3.4.26)

With these added constraints, any integral feasible solution sets 2}, = Xy X n, Yk, m, n.
Note that for (3.4.22), Z; . = X2, = X

We can strengthen problem (ILP) by observing that when X,,,’s have integral
values, the matrices Z" are positive semi-definite (PSD) for all n, since Z" = X"X"",
where X" is the n-th column of matrix X = [X,,,]. Therefore we can add the

following constraint into problem (ILP)

Z" € PSD, Vn e N, (3.4.27)

If we relax (3.4.25) to X, 22

m,k

>0, Vk,m € M,n € N, (ILP) becomes

the following problem

min 7 s.t. (SDP-relaxed)

X, Z,

(3.4.18) — (3.4.24), (3.4.26), (3.4.27)

Xons Zin 20, Ve,me M,neN. (3.4.28)

This relaxed problem will be referred to as the SDP-relazed problem. It is a convex
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SDP program and can be solved in polynomial time by any SDP solver. Note that
constraints X, , < 1and Z}, , <1 are implied by (3.4.20), (3.4.23).

As noted in Section 3.3, it may be the case that for a given input, (SDP-relaxed) is
infeasible. This implies that the integer problem (IQP?), as well as the original prob-
lem (IQP) are also infeasible. In the case when (IQP’) is infeasible, but (SDP-relaxed)
is feasible, our algorithms are not affected, since they round the fractional solution
of (SDP-relaxed). If (SDP-relaxed) is infeasible, (3.4.19) is modified by “inflating”
the upper bounds with At ,, where A > 1. Let Apax = M/ (miny ,,, ). Setting
A = Anax allows the modified (3.4.19) to be always satisfied. By running a binary
search on the interval [1, Ayax], the smallest A can be found such that (SDP-relaxed)
becomes feasible. Our algorithms will work with the fractional solution corresponding
to these new (inflated) upper bounds. Therefore, for the rest of the chapter, we will

assume that (SDP-relaxed) is feasible.

3.5 Approximation Algorithms

The problem formulation of Section 3.4 treats constraint (3.4.11) as a hard constraint
that would be satisfied if an optimal solution to (IQP’) was available. For practical
systems this is not possible since even finding a feasible (not necessarily optimal)
integral solution to problem (IQP’) is NP-complete (Theorem 3.4.1). Therefore, in
this section we introduce polynomial-time approximation algorithms for solving the
DT placement problem. The algorithms we propose will return solutions that are
approximate in terms of the objective 7, and also will violate the merged DT refresh
and application data age constraints (3.4.19).

In Section 3.6 we include comparisons of the proposed algorithms in cases where
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there is an integral optimum, i.e., the original problem instance is feasible for (3.4.3)-
(3.4.8).

Rounding algorithm: We start by describing how to round a fractional solution
of the (SDP-relaxed) problem to an integral assignment of DTs to ESs. This rounding
subroutine will be the main component of the algorithms we propose for solving the
problem or detect its infeasibility (Algorithms 2 & 7).

After obtaining the fractional solution X, Z of the (SDP-relaxed) problem, Algo-
rithm 1 is used to round it to an integral one. In lines 2-6, all the integral X,, ,’s
from the solution to the (SDP-relaxed) problem are fixed, i.e., DT m is assigned to
ES n it X,,,, =1, and it will never be assigned so if X, ,, = 0. After the for-loop, set
SM contains the DTs that are still fractionally assigned to ESs.

While SM # (), the algorithm picks a DT m from SM and a pair of ESs ny, ns
with 0 < X, 5, X, < 1 (line 8). Different selection criteria give different rounding
algorithms, and will be described in detail below.

We set X0, = Xy + Xonngs X, := 0, resulting in at least one more rounded
variable of X (lines 9-13). Note that this update may violate the constraints. There-
fore, the algorithm goes through a series of updates to make the problem to be
feasible again. This includes increasing T,,’s and A* to satisfy constraint (3.4.19)
(lines 16-27) and adjusting the Z}!,  values based on the updated X,,,’s to satisfy
constraints (3.4.23) and (3.4.24) (lines 29-36). Note that fixing constraints (3.4.24)
(line 34) after constraints (3.4.23) (line 31) ensures that the latter will still be satisfied.

Line 15 records the original w,,, as u,,, and line 26 records the updated -

n
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Let

U — Uy,

Au = max el (3.5.1)

*
m,n
s um,n

be the maximum violation of u,,, due to the rounding. The algorithm outputs the
rounded X, Z, and the Au.
As already mentioned, the choice of m,ny,ny in Algorithm 1 (line 8) gives rise to

different rounding algorithms described below.

e Random Selection: Pick uniformly at random a DT m € SM and two ESs

ni,ne € N such that 0 < Xy, Xinne < 1.

e X-Congestion: ) X,,, is used as a measure of the congestion of ES n.
Let ny = argmax, Z%:l Xmn, 1.6, ng is the most congested ES, and m =

arg maxy X n,. Set ny = argmin, X,,, (we break ties arbitrarily).

e Z-Congestion: ), 7' isused as a measure of the congestion of ES n. Let

ng = argmaxy » , . Zi' . Then m,n; are picked as in X-Congestion.

e Constraint Slack SDP: Let m, ny = argmin,, ,{tmn}, i.e., (m,n2) is the DT-
ES pair for which the slack of constraint (3.4.19) is minimum. Note that if any of
these constraints is tight, the minimum slack is 0. Set n; = arg max,, u,, », i.e.,
ny is the ES that has the maximum slack among all the constraints (3.4.19) for
m. The intuition behind this selection of m, nq, and ny is that the algorithm is
trying to take away assignment “weight” from tight (or near tight) constraints,

and assign it to constraints with lots of slack.
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e Constraint Slack QP: Same as Constraint Slack SDP, only now we con-

sider the slack of constraints (3.4.11).

Note that every iteration of the main loop of Algorithm 1 (lines 7-37) rounds at least
one of the O(MN) variables, and each iteration takes O(MN) time for an overall
running time of O(M?N?).

Approximation algorithms: We use Algorithm 1 as a subroutine to develop
algorithms that work towards restricting deviation from fractional u or 7 (Algorithms

2 and 7, respectively).

Algorithm 2 Finding solution with sub-¢, violation

IanIt: Dsorted = {7217 7227 e 77A—M7N}7 €u
1: 74 = min in Dypppeq s.t. (SDP-relaxed) is feasible (binary search in Dgyrteq)

2 T, = min in {7, Tp41,...,Tmn} s.t. {Binary search}
e Xy, Zy = solution of (SDP-relaxed) problem with 7 = 7,
o X, Z, Au= Algorithm 1(Xy, Zy)
e Au<eg,

3: if no 7, then

4:  return INFEASIBLE
5: else

6: return X

7. end 1if
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Algorithm 3 Finding solution with sub-¢, violation

Input: Dyyrrea = {71, 72, -, TN} €7

1:

2:

Tor = fractional optimum of (SDP-relaxed)

Find max s such that 7, < 757 (1 +€;)

: Xy, Zy = solution of (SDP-relaxed) problem with 7 = 7,
: X, Z, Au = Algorithm 1(Xy, Zy)

: if no 7, then

return INFEASIBLE

. else

return X

. end if

m

Let To(if be the optimum 7 of (IQP’). We observe that T(gf

€ M,n € N}. Each of these MN possible values for 7

opt

€ {dr, + dgfffl” :

corresponds to a

restriction of the set of possible assignments of DTs to ESs. More specifically, define

Dsorted = {7-17 T2, - -

., Tan} to be the sorted list of values {d, +d&“" : m € M,n €

N} in ascending order (note that if there are repetitions of values for different m,n

combinations, then |Dgypeq| < M N, but for clarity of the presentation we will assume

that all these values are distinct). By fixing 7 := 75 € Dioptea, (SDP-relaxed) becomes

a feasibility problem as follows: In order to satisfy (3.4.18), X,,,, = 0 for all m and n

with d;?, + d;ff;”l” > 7, must be true. Therefore, the following constraints are added:

.U down S S
men = O,Vm, n: drrg),n + dmm c {TS+1, <o Ty, }
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and are considered together with constraints (3.4.19)-(3.4.25) and (3.4.27). The relax-
ation of this feasibility problem is the new (SDP-relaxed) problem, and a (fractional)
feasible solution can be obtained in polynomial time. If the problem is infeasible,
then we proceed with a different (smaller) value of 7. Recall that we have assumed
that the original (SDP-relaxed) is feasible, so there is at least one value of 7 for which
we will obtain a fractional feasible solution.

In Algorithm 2, first binary search is used in order to discover the smaller 7 €
Dgorteq that maintains the feasibility of the (SDP-relaxed) problem. This is done
after solving at most O(log(M N)) SDPs. Note that Tif > 7y, since the first is the
integral optimum and the second the fractional one. Then binary search is used in
set {T¢, Tf41,...,Tun}, in order to find the smallest 7, for which Au < €, when
the rounding of Algorithm 1 is applied, where ¢, is the desired constraint violation
tolerance. If no such solution is found, the algorithm reports failure (for the given
tolerance).

In Algorithm 2 we were aiming to find a solution with sub-¢, constraint violation.

Similarly, an €, bound can be applied to the objective 7 as follows: Let

T — SP
Ar(z) = 2t (3.5.3)

Topt

TSP

where 757 is the (fractional) optimum of the (SDP-relaxed). After calculating 7.},

opt
the algorithm chooses the largest 7, from the set Dgyeq With A7(75) < €,. The
(SDP-relaxed) problem for 7 = 7 is solved, and the fractional solution is rounded

using Algorithm 1. If no such 7, exists, the algorithm terminates with infeasibility.
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Figure 3.3: Performance of Algorithm 2, ¢, = 10%.

3.6 Simulation Results

In this section we evaluate the performance of our proposed algorithms with via
computer simulation. The algorithms are implemented using the five selection meth-
ods described in Section 3.5. Since the solutions involve different relaxations of the
constraints, the performance comparisons include the resulting constraint violation.
Three sets of computer simulations were done to examine the performance of the

algorithms from different perspectives. Mosek optimization toolbox [59] was used in
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Figure 3.4: Performance of Algorithm 2, €, = 5%.

Matlab for solving the optimization problems. In the presented figures, each point

represents an average of 50 simulation runs. Since constraint (3.4.14) consists of

M x N separate constraints, at each simulation run, the maximum violation of that

set is used in the averaging.

In the experiments we will assume that the ESs are grouped in three groups: one
that is nearest to the PSs and furthest from the AS (group 1), one that is in medium
range from the PSs and AS (group 2), and one that is nearest to the AS and furthest

from the PSs (group 3). The delays are defined accordingly:

e The PS-ES delays d?® will be uniformly distributed in ranges [5ms, 10ms],

[12.5ms, 17.5ms], [20ms, 25ms]| for the three groups, respectively.

e The AS-ES delays d%“" will be uniformly distributed in ranges [0.7ms, 1.1ms],

[0.4ms, 0.8ms], [0.1ms, 0.5ms] for the three groups, respectively.

e The ES-AS delays d“? will be uniformly distributed in ranges [16ms, 20ms],

[10ms, 14ms], [4ms, 8ms]| for the three groups, respectively.
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These delay ranges are chosen by considering the fact that the 5G network backbone
is capable of supporting bit rates ranging from 5G bits/s up to 10G bits/s at stable

and uncongested network conditions [6] and some link processing overhead.
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Figure 3.5: Performance of Algorithm 7, Au versus €,, M = 40.

3.6.1 Simulation set 1

For the first set of simulations, we assigned 2 ESs to group 1, 4 ESs to group 2, and
2 ESs to group 3. The size of the data sent by a PS to its DT in every data update
cycle is 25MB [75], the data size sent from a DT to the application server is 20MB
[75], and the size of the request data from the application server to the DTs is 1MB
[75]. In addition, T}, is uniformly distributed between 60ms and 80ms for each PS,
and A* is 200ms.

First, Algorithm 2 was run by varying the number of PSs. The results are plotted
in figures 3.3a and 3.3b for ¢, = 10% and figures 3.4a and 3.4b for ¢, = 5%. Fig-
ure 3.3a shows that all the methods can keep the Awu value below €, for a certain
range of M values. However, compared to Constraint Slack QP and X-Congestion,

Z-Congestion, Constraint Slack SDP, and Random Selection maintain Au < €, for
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larger M values. The same trend is also seen in Figure 3.4a, although as €, becomes

smaller, the range of M values for which Au < ¢, is smaller for all methods, except

for Z-congestion and Random Selection, which keep A < ¢, for the entire range of

M in the simulations.
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Figure 3.6: Constraint violation of algorithms over a non-uniform distribution of u

Figures 3.3b and 3.4b show A7’ values as the number of PSs change, where A7’

is the relative difference between the resulted 7 value after running Algorithm 2 and
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the optimum integer solution. More specifically, A7’ is defined as

Ar = T Tt (3.6.1)

7—opt

where 7 is the objective value achieved by Algorithm 2, and 7, is obtained by solving
(SDP-relaxed) in Section 3.4. Both figures 3.3b and 3.4b show that when M is too
large for the algorithm to keep Au < €,, the corresponding A7’ is also large. However,
the Z-Congestion and Constraint Slack SDP achieve much smaller A7’ than the other
methods. A comparison between Figures 3.3b and 3.4b shows that a larger ¢, value

helps reduce A7’ as expected.
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Figure 3.7: Performance of Constraint Slack SDP and Z-Congestion, ¢, = 5% and
M = 30.

Next, Algorithm 7 was run with different €, values and for each selection method.
The corresponding maximum constraint violation Aw is given in Figure 3.5 as a
percentage over its original © bound. In general, when e, increases, the algorithm
allows a larger A7 value, which helps reduce the Au value. This tradeoff between

Au and At is well reflected in the Z-Congestion, the Constraint Slack SDP, and the
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Random Selection, but not obviously reflected in the X-Congestion and Constraint
Slack QP. As can be observed from Figure 3.5, Z-Congestion and Constraint Slack
SDP achieve consistently smaller Au values than Random Selection, Constraint Slack
QP and X-Congestion for the entire range of €, values.

Based on the above results, Constraint Slack SDP and Z-Congestion offer better
overall performance than the other selection methods. This is not surprising, since
these two methods use the constraints of (SDP-relaxed) as a guide for rounding
its own fractional solution, while Constraint Slack QP and X-Congestion round the
(SDP-relaxed) fractional solution using the constraints of (IQP’) as their rounding

criterion.

3.6.2 Simulation set 2

To further investigate the performance of the rounding methods, we ran another set
of simulations. The network topology remains the same as in Section 3.6.1. Instead
of specifying the values of T},’s, A*, the w,,,, values are randomly generated from the
distribution of Figure 3.6a, which emulates a normal-like distribution. The results
of running Algorithm 2 and 7 on the generated instances are plotted in Figures 3.6b
and 3.6¢c. Again, Z-Congestion gives consistently lower Au values, when compared

to the other rounding methods.

3.6.3 Simulation set 3

The previous simulation results indicate that Z-Congestion and Constraint Slack
SDP are superior to the others. Therefore, in the last set of simulations, we compare

the performance of Z-Congestion and Constraint Slack SDP on the same network
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model as before but with different number of ESs at each set. More specifically,
let s1, s9, and s3 be the number of ESs in groups 1, 2, and 3, respectively. We
consider different network topologies represented by the following (si, s2,s3) value
combinations: (2,2,4), (4,2,2), (2,4,2), (2,0,6), (6,0,2), (4,0,4), (0,0,8), (0,8,0),
and (8,0,0). These combinations are indexed from 1 to 9, respectively. Based on these
network topologies, the performance results after running Algorithm 7 are given in
figures 3.7 and 3.8 for M = 30 and 40, respectively.

Instead of plotting Au, we plotted AA* and AT, which are defined similarly to
Au. More specifically, AA* is calculated by comparing the A* value after running the
algorithm with the original A* value, and AT is calculated by first comparing the T},
value after running the algorithm with the original T,, value for each m and taking
the worst violation.

As shown in all the figures, Z-Congestion consistently exhibits lower constraint
violation than Constraint Slack SDP because Z-congestion achieves a better load-
balancing among the ESs. This happens because the constraint slacks used by Con-
straint Slack SDP depend on the server characteristics and parameters, while Z-
Congestion ignores them and takes into account solely the load of DTs on the ESs.
We observe that if the DT assignment decisions rely on both server characteristics
and server load, as done by Constraint Slack SDP, the heuristic can be misled into
decisions that leave the ESs unbalanced. Clearly, if all ESs share the same amount
of resources and characteristics, the two heuristics would have the same performance;

however, this is not the case in general, and is not the case in our simulations.
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Figure 3.8: Performance of Constraint Slack SDP and Z-Congestion, ¢, = 5% and

M = 40.
3.7 Summary

In this chapter we have considered the problem of DT placement so that applica-
tion data request timing latency targets are best accommodated. The objective is
to minimize the data request response time at the application server subject to both
the data age from the physical system to the application server, and the data update
period between the physical systems and the DT execution servers. The problem was
first formulated as an integer quadratic program (IQP), which was then transformed
into a semidefinite program (SDP). Given the NP-completeness of the optimization
problem, exact solutions are unavailable for practical systems. Practical polynomial-
time approximation algorithms were introduced for solving the placement problem
that provide different trade-offs between the accommodation of the application input
timing latency and the achievement of data age targets. Through several simula-
tions, it is shown that the Z-Congestion algorithm outperforms the rest in obtaining

minimum constraint violation and timing latency.
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The DT placement problem can also be approached from another perspective us-
ing dynamic network flow models. By viewing the network as a dynamic flow system,
we can capture the time-varying nature of data transmission and synchronization
processes between PSs and DT's. In the next chapter, we will delve into this alterna-
tive viewpoint to solve the optimal DT placement problem, focusing specifically on
minimizing the synchronization delay between the PS and the DT. By leveraging dy-
namic network flow techniques, we aim to develop efficient and scalable solutions that

further enhance the performance of DT systems in dynamic network environments.
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Algorithm 1 Rounding Algorithm

Input: Fractional solution X, Z > 0 of (SDP-relaxed)
L. SM: =M
2: for allm € SM do
3. if X,,, € {0,1} for some n then
SM :=SM\ {m}
end if
end for
while SM # () do
Select(m, ny,ny) {edge-pair selection algorithm}
X = X + Xomia
10 Xpp, =0
11:  if X,,,, =1 then
12: SM :=8SM\ {m}

13:  end if

14: for allm e M,n e N do

15: Upy 7= Umpn

16: if constraint (3.4.19) is violated then
A* — (T +-dgtte4-dit )

17: Uy = cm,,;
Tm,_ddata

18: Up 1= = ;”"

19: if up < LHS < uy then

20: Increase T until ur = LHS

21: else if uy < LHS < ur then

22: Increase A* until uy = LHS

23: else if up,uy < LHS then

24: Increase T and A* until uy = upr = LHS

25: end if

26: U, = min{ug, ur}

27: end if.

28: end for
29: for all k,m € M,n € N do

30: if constraint (3.4.23) is violated then
31: 2 2= X

32: end if

33: if constraint (3.4.24) is violated then
34: 20 20 = X+ Xp — 1

35: end if

36: end for
37: end while
38: Output: X, Z, and Au
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Chapter 4

Digital Twin Placement Using

Dynamic Flow Network Evacuation

4.1 Introduction

The placement of DT's on execution servers so that synchronization deadlines are met
has been studied in [80]. In this case, the DT synchronization periods are assumed
to be provided by the system, i.e., as tolerated latencies in the PS-DT interactions.
In this chapter, we study the problem of placing DTs on execution servers so that
the mazimum synchronization periods of a set of DTs is minimized, while (given)
DT communication and computation requirements are met. Given that large-scale
applications such as smart-cities [30] require the synchronization of many DTs over
a common network and computation infrastructure, their execution server placement
is an important objective. We define the Minimum Synchronization Period (MSP)
problem as that assigning DTs to a set of execution servers so that the maximum

synchronization period amongst all PS-DT pairs is minimized.
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The main idea in this work is to reduce the MSP problem to that of the well-
studied flow evacuation problems. An example of flow evacuation is where a site
(e.g, a building or geographical area) needs to be evacuated of its residents in the
shortest time possible [11]. Treating the synchronization data transmitted from each
PS (and processed by the DT) as the objects to be evacuated, the shortest possible
synchronization period is the minimum time needed to complete the evacuation for all
PS-DT pairs. This correspondence allows us to apply known techniques for solving
the MSP problem. We formulate the problem as a multi-commodity flow graph
evacuation problem [40] as follows: (i) each PS-DT pair defines a commodity with the
PS as the source, (ii) computation delays are modeled as traffic delays on additional
special graph edges, (iii) data transmission and computation are modelled as flow on
the resulting flow network, and (iv) edge delays depend linearly on the amount of
traffic on a given graph edge. The quickest flow is defined as the flow that routes
all demands in the shortest time. Since the flow routing solution may result in a
fractional execution server assignment for a given commodity (PS-DT pair), we then
apply a well-known [25] approximation algorithm to convert the solution to that
of unsplittable flows. This ensures that flow for a given commodity uses a single
execution server assignment. This is done so that the latency is not significantly
increased.

The main contributions of this work are summarized as follows:

e The MSP problem is formulated as a flow problem, modeling the transmission
and computation of each PS-DT pair as a commodity on a flow network with
linear edge delays. This models the problem as that of a quickest flow evacuation

problem, followed by an unsplittable flow rounding procedure that assigns D'T's
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I t2

I3

BESy

IN

Figure 4.1: System model illustrating the components: PSs (in yellow), network
routing nodes (in purple), and ESs along with intermediate nodes (in green). The
delay function on edges e, e; and ey are represented by 6c(fe), e, (fe,), and 0, (fe,)

respectively.

to servers.

e Solutions to the MSP problem are generated both when packet routing follows

a single PS-DT path, and when multiple transmission paths are allowed.

e Discrete event simulation results are presented that demonstrate the quality
of the MSP solutions produced by our algorithm using the optimal fractional

solution of the MSP problem as a lower bound on the optimal integer solution.

The rest of this chapter is organized as follows. The system model is described in
detail in Section 4.2. In Section 4.3, we formulate the MSP problem and describe our
solution approach. Simulation results are provided in Section 4.4 to illustrate and

validate our approach. Finally, we present our conclusions in Section 4.5
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4.2 System Model

Figure 4.1 illustrates a networked system in which multiple PSs are connected to a
set of ESs through communication nodes. We define M = {1,2,..., M} as the set
of indices for the PSs and N' = {1,2,..., N} as the set of indices for the ESs. Each
PS, s;, is associated with a DT, representing by node t; (see yellow nodes in Figure
4.1), which must be placed on one of the ESs, ES;, for j € N. Each DT is regularly
updated with synchronization data by communicating with its associated PS. As PSs
transmit synchronization data through the communication links, the data is routed
and received by the ESs. After undergoing a series of computations, the processed
data becomes accessible to other applications.

Each PS, s;, in the network has specific demands that must be met to ensure the
timely synchronization of DT updates. There are two types of demands, transmission
demand (df) and processing demand (d¥), where d! represents the volume of data
that must be transmitted from s; to the corresponding t;. Moreover, d? specifies the
required CPU cycles necessary for processing the data to synchronize the DT at the
designated ES, E'S;, where it is placed.

Furthermore, a distance delay L. is associated with each network link e, accounting
for the propagation delay over that link. Each transmission edge e has a transmission
rate R., determining the time required to transmit data over that link. Each ES ES;
has a CPU frequency Fj, which influences the computational delay for processing the
synchronization data.

The main objective of this chapter is to determine the optimal placement of DT's
across the available ESs to achieve the minimum overall delay while ensuring that

all DTs corresponding to the various PSs are updated. This involves minimizing
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both the communication delays (due to data transmission and propagation delay)
and computational delays (due to data processing at the ESs) associated with each
DT as it periodically refreshes data from its respective PS.

To achieve our objective, we propose a dynamic flow network model of our sys-
tem to utilize the quickest flow problem for optimizing the placement of DTs. This
approach dynamically routes data flow from PSs through network routing nodes to
ESs, effectively balancing both communication delays and computational demands.
In the following sections, we introduce the dynamic flow network model that serves

as the foundation for this optimization problem.

4.3 Problem formulation and solution

We model the transmission network together with the computation that ESs will need
to perform for their DTs as a dynamic flow network G = (V, E') with V' denoting the
set of the nodes and FE the set of the edges, where the i-th PS-DT pair corresponds
to a commodity ¢ with its own source and sink nodes, and demand df. Figure 4.1
shows such a network.

The set of nodes V is defined as follows:

e For each PS-DT pair ¢ there is a commodity ¢, with source and sink nodes s;
and t; respectively. The demand d; of commodity 7 is set to its transmission

demand d¢, and the i-th PS is placed on node s;.
e For each ES j there is a pair of nodes ES;-I;.

e There is a node for every network routing node.
The set of directed edges E is defined as follows:
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e Network links used for data transmission and appear in blue colour in Fig. 4.1:
The set of these communication edges is denoted by E;, and the delay incurred

by the transmission of f, bits on edge e € F; is given by 0.(f.) = fe/Re + Le.

e Edges connecting each ES; to its corresponding /;: The set of these edges is
denoted by E,. Each edge e = (ES};, ;) models the computation work done
on ES; for the DTs placed on it. More specifically, if the DT for PS-DT

pair (commodity) 4 is placed on ES;, the computation delay it incurs on e is

6L(fY = 32:;, where f! is the fraction of d! arriving at ES;. Since eventually
our solution will collect all d! on the ES j where the i-th DT is placed, in
the end f! € {0,d!}, and 6°(f!) will indeed be equal to the computation delay

incurred on £S; due to DT i. The total delay function for edge e is given by
0 fhy- o fM) = D2, 6L (D).

o Edges (I;,t;) for every ES; and PS-DT pair (commodity) i: There are no delays

on these edges.

Note that there are no edge capacities.

We formulate the problem of placing the DTs and routing their transmission
demands as a quickest flow problem [13]. As is common in dynamic flow problems,
we assume that time is discretized. We denote by f*(#) the flow (of bits) of PS-DT
pair (commodity) ¢ transmitted on edge e at time 6. The corresponding delay incurred
on the edge is 0.(321, f4(F)). In addition, it will be useful in the following to also
define processing flows f“?(0) = %fé’tw}. Then the delay on an edge e = (ES;, [;)
is 0,(fP(0)) = fP(0)/F;, where f? = S°M fi?(6). Since in what follows we will be

dealing only with transmission flows f!  we drop the superscript ¢.
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Figure 4.2: The discretized transit times and capacity of time-space links. (a) The
transit time function d.(f.) for link e, where x, = 2. (b) The time-space links
corresponding to the link e between nodes v and v.

Our problem departs from the classic quickest flow problem by requiring that a
DT is placed on a single ES, i.e., the commodity ¢ flow can enter ¢; only through
a single edge (I;,t;) that forces its DT placement on ES;. We will consider two
versions of the problem: The single-path version requires the commodity ¢ demand to
be routed to t; through a single-path from s;, while the multi-path version allows the

transmission of demand d! to a single ES through multiple network paths.

4.3.1 Algorithm

The proposed algorithm works in two stages: First, it solves the multi-commodity
quickest flow problem on the time-expanded network [32] of the “spatial” flow network
defined above (cf. Figure 4.1). Next it rounds the solution to get unsplittable flow
paths either from each source (single-path version) or just into each sink (multi-path

version).
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Time-Expanded Network: For a time horizon 7', we construct a time-expanded
network G = (Vr, Er) from G as follows.

First, if d.(f.) for an edge e takes integer values x.,z. + 1,2, +2,..., 2.+ J — 1
at flow values ff, 7 =1,...,J, we define breakpoints (jT;?, Ze +j — 1) on the function
graph of é., as shown in Figure 4.2a.

To construct Vi, a copy of the node set V is made for each time 6 = 1,...,T,
so that for each node v, there are now T nodes vy € Vy. To construct Erp, for each
edge e = (u,v) € E, a set of edges ep, = (ug,v,) is constructed, joining uy to the
nodes v, at all later times 7 = 0 + z.,0 + x. + 1,...,T. The capacity of ep g1z, +j—1
for j=1,...,T 41— (0+x) is set to ff (see Figure 4.2b). After constructing Gr,
the original dynamic flow problem on G is reduced to a static flow problem on Gr.

LP formulation: Define f™(0) as the incoming flow for edge e € Er at time
0, when fi(6) lies between two breakpoints f§, and f§ ., it can be written as a
convex combination fi"(0) = X§_ fe. 4+ N 1 f§ .41, where X5+ A§_., = 1. Then

5. (f™(9)) and f"(6) can be calculated as follows:

Z X Se(fin) = Z Xg - (ze +7 = 0), (4.3.1)

T= 9+xe T=0+x,

fzn Z >\ f@ - (432)

T=04+x,

where (4.3.1) is due to the definition of f§ ., provided that

T
> N,=1X,20, T=0+z,....T (4.3.3)

T=0+x,
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and set {)\§_} has at most two neighboring non-zero members. Flow fI*(6) is decom-

posed into flows

f0,7) = X5, fi 1 Veor € Er. (4.3.4)

The same approach applies to the outgoing flow f2%(6) of edge e at time 6, to get
constraints symmetric to (4.3.3).

The calculation of flow values on G is reduced to the calculation of values \j | =
fmo, )/ fg’ﬁ by (4.3.4). Edge flows consist of their commodity components, i.e.,
£m(0) = oI, Fi(0), £(0,7) = YoM, 0, ), £2(0) = oL, o 0), £o(O, ) =
Zi]‘il fouti(6, 7). Recall that we consider only transmitted flow, and processing flow
on any edge ¢ € E, is fi"r(g) = S, ria 9L pini (@), fout() = M & 4 poutii(). Given
a time horizon T, checking whether all demands can be routed within time T is

equivalent to checking the feasibility of the following LP [13]:

O—x,
Z Z znz 7_0 Z Z foutz 0, 7_ _0 (MQFP)
e€in(v) 7=1 ecout(v) T=0+z.
Vo e VA {s,t;},Vie M,V € {1,...,T} (4.3.5)
T 00—z,
oD D M0 =dl, VieM, (4.3.6)
e€in(t;) =1 7=1
T
SN gm0/ fs, <1 Ve€ B0 e {1,...,T} (4.3.7)
T=0+4+x, 1EM
O0—xc
SN feti(r,0)/ feg < 1,Ve € B0 € {1,...,T} (4.3.8)
=1 ie M
dp
Z( F0 )/f9T§1Vee E,0€{l,....T} (4.3.9)
T= 9+mpz 1 Z
O—x,
< L foutsi( 7'9>/ffﬁgl,VeeEp,He{l,...,T} (4.3.10)
=1 =1 l
fil foui >0, Ve e E,\Vie M. (4.3.11)
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Here, in(v) and out(v) denote the sets of edges entering and leaving node v, respec-

tively. Constraints (4.3.5)-(4.3.6) guarantee flow conservation and demand satisfac-
tion. Constraints (4.3.7)-(4.3.8) encode constraint (4.3.3) for flow incoming to e € E;
and the symmetric ones for the outgoing flow, and constraints (4.3.9)-(4.3.10) encode
the same constraints for edges e € E,. Note that equalities have been replaced with
inequalities, and there is no encoding of the requirement that only two neighboring
As can be non-zero, since it is well-known [13] that a solution will satisfy the latter
requirement and constraints (4.3.7)-(4.3.10) with equality.

Fractional placement and routing: The minimum time horizon Ty, for which
(MQFP) is feasible can be found by binary search (start with 7" = 1, and double
T until feasibility is achieved for some value T}, < 27,,;; then do binary search in
(Tonaz/2, Trmaz)), after solving O(log T,,:) instances of (MQFP). Solving (MQFP) can
be done in pseudo-polynomial time O((|V||E|Tmaz)¢) for a constant ¢ depending on
the LP solver; an approximate solution can be found in polynomial time [40], but we
do not apply their techniques here.

After the last step, the minimum time horizon Ty,;, as well as the scheduling of
transmitted flow on the edges of G that satisfies all M demands within time 75, are
computed. Unfortunately, this (multi-path) scheduling will have to use, in general,
more than one ES node for each DT. Therefore, we need to round the flow entering
a terminal ¢; on a single edge (I;,t;), which also implies that all flow for the i-th
PS-DT pair is routed on edge (ES;,I;) as well, i.e., ES; is the placement of DT 3.
In addition, this requirement for unsplittable flow scheduling extends to the whole
flow-path used by commodity 7 in the single-path version of MSP.

Unsplittable flow rounding: The basis of our flow rounding heuristic is the
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single-source unsplittable flow algorithm of [25]. Their algorithm rounds a multi-path
single-source flow to single-path flows from the (common) source to each commodity
terminal, without increasing the total flow on each edge by more than a factor of 2 of
its splittable value. This is done by cancelling flow on cycles formed by two flow paths
between a network node and a terminal, by routing the flow on one of the paths onto
the other path, until the terminal receives its demand through a single edge. Then the
terminal is moved upstream that edge, and the process is repeated until all terminals
arrive at the (common) source. This cycle-cancellation algorithm cannot be applied
directly to the solution of (MQFP), because (i) the multi-path flow is dynamic, and
(ii) there are different sources for different PS-DT pairs (commodities). Therefore,

the proposed algorithm goes through the following steps:

1. Time-expanded network consolidation: We collect all incoming flow of a com-
modity ¢ on the copies eg , € Ep of edge e € E for all 6, 7 on a single flow value
fo=32, fi7(0,7). As a result, the flow timing information is ignored, i.e.,

we revert to a static flow allocation on the original network G.

2. Cycle cancellation: We apply the cycle-cancellation of [25] separately on each
commodity either until its demand is routed through a single ES (multi-path
version) or, until there is also a single flow path from the source (single-path

version).

Transmission and computation scheduling: Once the transmission flow val-
ues on GG are known, the actual delays (flow incoming and outgoing times for each
edge) can be easily computed using the delay functions d.(f.). The algorithm does not
need to do these calculations once it has made all routing decisions, but we perform

them for our simulation results in Section 4.4.
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Algorithm 4 MSP

1: Input: G = (V, E) and d}, &, Vi € M
2: Output: DT placement and routing of d* on the network

3: Binary search on T solving (MQFP) on Gr, to determine Ty, fractional place-
ment, and flow routing f4(0), Vi € M,e € Er,0 € {1,...,Top}

4: Consolidate flow f/ on Gy = (Vi, Er), to get flow fi, Vie M,e € E

5. for 1 € M do

6:  Cancel cycles [25] to get unsplittable flow f* from f

7: end for

8: for i € M do

9: If f7 uses ES;, place DT i at ES;

10: end for

11: Output f%, Vi e M

The algorithm is summarized in Algorithm 4.

4.4 Simulation Results

In this section, we evaluate the performance of our proposed algorithms through com-
prehensive computer simulations. We implemented the optimization problem defined
in (MQFP) using Python and solved it with the Gurobi optimization toolbox [38].

To ensure statistical robustness, each data point in the presented figures represents
the average result of 10 simulation runs on a single network topology. The network
topologies are constructed with varying numbers of PS-DT pairs and ESs to assess the
scalability and effectiveness of our algorithms under different conditions. Specifically,
the number of PSs M ranges from 4 to 10, and the number of ESs N varies between
3 and 6. In addition to the PSs and ESs, the network includes 40 routing nodes that
are randomly interconnected to form the communication infrastructure.

To construct the network topology, three layers of nodes in the network are con-

sidered: PSs, network routing nodes, and ESs. First, we randomly connect 40 routing
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nodes to each other to form the underlying network topology. Next, each ES is ran-
domly connected from 1 to 3 of these routing nodes, ensuring multiple paths exist
from PSs to ESs. Each PS is also randomly connected to one of the routing nodes.
For generating these random network topologies, we use the NetworkX library in
Python [39], which provides tools for creating and manipulating complex networks.

The CPU cycle demand d for each processing task is randomly selected from
a uniform distribution between 10® and 10° cycles. The transmission data demand
dt, is fixed at 25 Mbits for all PS-DT pairs. Each ES j is assumed to have a pro-
cessing speed Fj of 2.5 GHz [42]. The transmission speed R, on the edges between
PSs and network routing nodes is randomly chosen between 1 Gbps and 5 Gbps [80],
reflecting typical wireless access network speeds. For the edges within the core net-
work—including those between network routing nodes and between network routing
nodes and ESs—we assume a 5G network backbone supporting bit rates ranging from
5 Gbps to 10 Gbps under stable and uncongested network conditions [6]. Addition-
ally, we account for link processing overhead to better approximate real-world network
performance. Propagation delays L. are calculated based on the physical distances
between nodes. For the edges between PSs and network routing nodes, the distances
are randomly selected between 1 km and 10 km. Using a propagation speed of 2 x 10®
m/s (the approximate speed of light in optical fiber or typical wireless propagation
speeds), the resulting propagation delays L. range from 5 us to 50 ps.

To validate the effectiveness of our proposed algorithms, we compare the theoreti-
cal delays calculated using our delay functions d.(f.) with the actual delays observed
in discrete event simulations. The simulations are conducted using the SimPy li-

brary [4], which allows us to model the network components and their interactions
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over time, capturing the dynamic behavior of data flows through the network. By
simulating the transmission and processing events, we obtain the actual delays expe-
rienced by the data packets.

In order to evaluate the routing and placement solutions provided by Algorithm 4,
we calculated the actual delays of transmitting and processing the data demands d for
all i € M using the discrete event simulation library SimPy [4]. The simulation mod-
els the network components and their interactions over time, accurately capturing the
dynamic behavior of data flows through the network. By simulating the transmission
and processing events, we obtained the actual delays experienced by the data pack-
ets. We compared these simulated delays with the delays computed using our delay
functions d.(f.). The results indicate that our calculated delays closely match the ac-
tual delays observed in the simulations, affirming that our approximations effectively
capture real-world dynamics.

In Figures 4.3 and 4.4, we compare the total delay for transmitting the data d!
across three different ESs. The total delay presented is the maximum total delay
among all PSs. The figures also show the optimal solution, which is calculated by
exhaustively searching over all possible D'Ts placements on the ESs.

In Figure 4.3, we plot the delay values obtained through discrete event simulation,
showing results for both multi-path and single-path transmission schemes. The figure
demonstrates that the multi-path scheme consistently outperforms the single-path
approach in terms of reducing total delay. The multi-path approach distributes the
transmission load across multiple transmission routing nodes, minimizing bottlenecks
and improving transmission efficiency.

In Figure 4.4, we compare the delay values as a function of the data demand
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Figure 4.3: Total delay versus number of PSs.

for each PS (in Mbits), that we have 10 PSs in total, using discrete event simula-
tions. Assuming N = 4, which is the number of available ESs, this figure shows
that the multi-path transmission scheme consistently achieves lower total delays than
the single-path approach, particularly as demand increases. However, the multi-path
delays remain higher than the optimal solution.

Table 4.1 compares the total delays (in milliseconds) for different network topolo-
gies characterized by the number of ESs in each of the three groups with low (G;),
which operate, moderate (Gs), and high (G3) processing rates. ESs in G; oper-
ate at 1 GHz, G5 at 2.5 GHz, and G35 at 5 GHz. We compare the performance of
Algorithm 4 and its single-path version against the optimal delay across various con-
figurations. The network topologies considered are represented by the combinations

of (G1,Gs,G3) as follows: (2,2,4), (0,4,0), (4,0,0), (2,0,2), (2,2,0), and (2,1,1).
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Figure 4.4: Total delay versus demand of each PS (d!).

The results indicate that Algorithm 4 consistently achieves lower total delays com-

pared to its single-path version and approaches the optimal delay, demonstrating its

effectiveness in handling heterogeneous processing rates among ESs.

Table 4.1: Comparison of total delays (in milliseconds) for different network

topologies
Network Topology | Multi-path Algorithm | Single-Path Algorithm | Optimal Solution
(G1,G5,Gs)
(0, 4, 0) 29.97 40.69 20.68
(4,0, 0) 120.40 120.49 88.35
(2,0, 2) 40.54 4814 33.08
(2, 1,1) 31.43 33.17 24.12
(1,2, 1) 23.74 40.69 10.08
(2,1, 1) 32.56 45.66 22.85

Overall, the simulation results demonstrate the robustness and effectiveness of our

proposed algorithms in minimizing synchronization periods for DTs in a networked
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environment. The close agreement between the theoretical and simulated delays vali-

dates our modeling approach and confirms the practical applicability of our solutions.

4.5 Summary

In this chapter, we address the Minimum Synchronization Period (MSP) problem,
which focuses on optimally placing digital twins (DTs) on execution servers (ESs)
and routing synchronization data from physical systems (PSs) to DTs to minimize
the maximum synchronization period among all PS-DT pairs. Mapping the MSP
problem to flow evacuation problems, we formulated it as a multi-commodity quick-
est flow problem on a flow network with linear edge delays. This approach allowed
us to leverage existing techniques to determine the quickest way to route all syn-
chronization data while meeting communication and computation constraints. To
ensure that each DT is placed on a single ES, we applied an unsplittable flow round-
ing procedure. This method effectively reroutes the data flows without significantly
increasing the maximum synchronization period, thus providing a practical solution
for DT placement and data routing. Algorithms were developed for both single-path
and multi-path data transmission scenarios, offering flexibility depending on network
capabilities and requirements. Through discrete event simulation, we demonstrated
the effectiveness of our proposed algorithms. The simulation results confirmed that
our approach produces high-quality MSP solutions, closely approximating the optimal

synchronization periods.
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Chapter 5

Age of Information in Vehicular

Digital Twin Migration

5.1 Introduction

Operating a DT typically involves real-time synchronization between it and the PS.
This involves periodic communication between the two, so that any changes in the
state of the PS are known by its DT. Using this information, the DT may provide
features to external applications that reflect the operation of the PS [78]. Examples
of feature information might include whether an electric circuit is working normally,
or whether a mechanical subsystem requires maintenance, etc. Both the data syn-
chronization and data processing at the DT introduce latency, and as a result, the
available feature information at the DT has an associated Aol. This is defined as the
amount of time elapsed since the state data used to obtain the feature was generated
at the PS. In order to keep tight synchronization between the DT and its PS, a DT

is usually located close to the PS to reduce the data transmission delays [78].
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In vehicular networks, DTs can be created for individual vehicles [99], human
drivers [41], or an entire connected vehicle system [83]. These DTs can be leveraged
to make driving decisions in autonomous driving, improve driving performance of
human drivers, or support applications for vehicular users. The Aol of these DTs can
be adversely affected by the high mobility of the vehicles. When a vehicle crosses a
cellular boundary for example, the synchronization latency between the vehicle and
its DT can increase significantly [17]. In this case it may be desirable to move the
location of the DT to a more appropriate server so that the Aol at the DT is improved.
This is referred to as DT maigration.

Determining the time to initiate DT migration can be challenging. In addition
to security issues [100, 98, 56], the Aol at the DT during and after migration should
be taken into consideration when deciding the best time to initiate the migration.
Migrating a DT may require a considerable amount of time, since it involves moving
not only the computation models used to process PS inputs but also the historical
data needed to extract feature information. To our knowledge, no prior work has
been done to study the effect of DT migration on Aol at the DT.

In this chapter, we study the problem of migrating the DT of a mobile PS from
its current server to a server with faster data updates, so that the expected Aol of
the data provided by the DT after a random request by an application is minimized.
The problem is captured by the following typical scenario: A mobile (e.g., vehicular)
PS follows a trajectory that crosses from its current cellular domain to a different
one. As a result, the communication between PS and its DT installed at a server in
the current domain will become significantly slower once the PS crosses to a different

domain. We study the migration of the DT to a new server in anticipation of this
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cross-over, so that the ‘freshness’ of the DT data as measured by their time-averaged
Aol is optimized, and the problem is reduced to the determination of the optimal
initiation time for migrating the DT based on known statistical information of the
PS movement.

The problem is formulated as a Markov decision process and we propose an on-
line algorithm to find the optimal migration initiation time using optimal stopping
theory and dynamic programming. Several other algorithms are also proposed and
their performance is compared with the online optimal algorithm as well an offline
algorithm that gives a lower bound on the average Aol. The main contributions of

this chapter are summarized as follows.

1. Vehicular DT migration costs are defined based on the average Aol that is
sampled at the digital twin. This definition incorporates the PS-DT synchro-
nization and the latencies associated with the migration process when the PS

crosses cellular boundaries.

2. We formulate the problem of determining the optimal migration initiation time
as an optimal stopping problem. This allows us to account for available infor-
mation at the beginning of the vehicle’s journey and to minimize the cost of

migration within a stochastic vehicular traffic environment.

3. We present an online optimal migration initiation decision algorithm that meets
migration time deadline constraints but also achieves the minimum cost of mi-

gration.

4. A best-in-expectation algorithm is introduced that offers a sub-optimal yet
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faster solution. This algorithm is beneficial in scenarios where the computa-
tional complexity of dynamic programming (DP) is too high. The algorithms
are also compared with two heuristics that do immediate migration and migra-

tion at handoff.

5. We formulate an offline computation for Age of Information that provides a
theoretical lower bound on Aol performance. This is used for comparisons with

the other algorithms.

The rest of this chapter is organized as follows. First, we review some related
work in Section 5.2. Then in Section 5.3, we describe the system model in detail,
followed by a thorough description of PS-DT synchronization and an analysis of
the handoff and migration decision process. This concludes with a formulation of
the optimal stopping problem which leads to the optimal migration time criteria in
Section 5.4. Following this, we employ dynamic programming to propose an online
optimal migration algorithm in Section 5.5. In Section 5.6, performance results are
presented that compare the online optimal algorithm with various other computation

migration algorithms. Finally, we present our conclusions in Section 5.7.

5.2 Related Work

Existing networking-related work on DTs mainly falls into two categories. The first
focuses on how to leverage DTs of network entities for managing and optimizing
network operations and services, e.g., [21, 93, 31, 97], and the second deals with issues
for running DTs with desired quality under network resource constraints, e.g., [80,

55, 14, 15]. Among this work, the Aol is an important performance metric, including
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the Aol of the feature information kept at a DT. Maintaining low Aol at the DT is
beneficial to the applications, but this comes at the cost of consuming more network
resources. In [67], the tradeoff between the time-average Aol target and the energy
consumption for maintaining the DT is studied through device scheduling and channel
allocation. A network may have to support a large number of DTs. The work in [80]
and [55] study the DT placement in network servers, taking into consideration the
PS-DT and DT-application latency. Random network conditions result in uncertainty
in the PS-DT update completion time, which affects the Aol update time at the DT.
References [67] and [49] consider the question of whether the DT should respond
to a request with the current information or delay until the next PS-DT update
completion.

In vehicular networks, DTs have been created for enhancing network perfor-
mance [96, 97|, improving driving performance [83, 31], and creating immersive ap-
plications for vehicular users [99]. The high mobility of vehicles causes difficulties
in managing network resources and optimizing network operations. DT's are created
for vehicles in [96] for a software-defined vehicular network. These DTs enable the
network to generate adaptive routing policies in real-time when there are dynamic
topology changes. A DT network is maintained in [97] for the network entities in a
vehicular edge computing network. By predicting and analyzing network conditions,
the DT network helps determine efficient offloading strategies and ensures optimal
resource allocation. A DT framework is developed in [83] where the DT can aggre-
gate and process sensed data from the vehicular network entities, including vehicles,

drivers, passengers, the road, etc., and the results are used to assist drivers to make
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more intelligent driving decisions. In addition, DTs provide a safe virtual environ-
ment for risk assessment and enable in-depth analysis through Al integration, which
is particularly beneficial. In [31], the virtualization and offline learning capabilities of
the DT's is leveraged to achieve safe and efficient lane-changing in connected and auto-
mated vehicles. The concept of “vehicular metaverse”, or “vetaverse”, is introduced
in [99], which is an immersive environment that provides diverse and personalized
in-vehicle services for vetaverse users. Such services take advantage of vehicular DT,
pedestrians, roads, and traffic signals that allow real-time visualization and observa-
tion of the network conditions.

The high mobility of vehicles makes it desirable to migrate their DTs in order to
reduce the PS-DT communication delay. Different vehicular DT migration strategies
are described in [100] for an autonomous driving scenario, where a data center is
responsible for generating and managing the DT of a vehicle, and a copy of the DT
model is kept at the server close to the vehicle to maintain low PS-DT communication
latency. As a vehicle moves, the migration of its DT can be initiated by the data
center, the current edge server, or the vehicle itself. DT migration is also considered
in [55] with an objective to optimize a utility function that takes into consideration
the data transmission overhead, communication latency, the service quality and ex-
perience for users. Transfer learning is used to cope with dynamic network conditions
when solving the optimum DT migration problem. In [94], the DT migration problem
is addressed in mobile edge computing networks with the aim of minimizing accumu-
lative service costs, including DT update costs, consumer service costs, and migration
costs between cloudlets. Similarly, [20] explores a learning-powered social-aware or-

chestration for the mobility of Social IoT devices and their corresponding Social DT's
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. By employing deep learning algorithms for mobility prediction, the study aims to

make migration decisions to minimize PS-D'T communication latencies.

5.3 System Model

A system is considered where vehicles move along a single-lane highway as shown
in Figure 5.1. The vehicles communicate with cellular base stations (BSs) that are
divided into geographical domains, each of which has one or more BSs. Within
each domain, there is an edge server (ES) connected to the BSs through high speed
communication links. We use ES; to denote the ES located in domain D;. The DT
for each vehicle is hosted at an ES, referred to as the hosting ES for its DT. We
consider a typical vehicle, referred to as a PS below, and study the synchronization
updates at its DT, the procedure to migrate the DT from one ES to another, and the
Aol changes at the DT. Figure 5.1 shows a sample of a vehicle that is at location z,
in D; at time {,, then crosses a cellular domain boundary at location x,,, at time

ty Further details of the migration process are discussed below. The system time

i+l
is discretized into equal duration time slots that are sufficiently short so that the

changes to PS mobility information within one slot can be neglected.

5.3.1 PS-DT Synchronization and Age of Information

In order for the DT to act on behalf of the PS, the PS periodically sends an update
of its current state to the DT for processing. This is referred to as PS-DT synchro-
nization. An example of synchronization activity is shown in Figure 5.2 for the PS

and the DT located at ES;. The two time lines at the top of the figure show four
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Figure 5.1: Vehicle trajectory crossing a cellular domain boundary ;. , at time

periods of PS-DT updates. Each update propagates from the PS to the ES followed
by processing at the ES to incorporate the new update. Each update involves the
data transmission delay from the PS to the ES, defined as 7., and the data processing
delay needed at the ES to incorporate the new information into the DT, defined as
T.,. P is defined to be the period of the updates as shown in the figure.

The DT will continuously provide PS features that are available to external ap-
plications. The age of information at time ¢ is defined as Aol(t), which is the time
that has elapsed since the PS-DT update was initiated that was used to generate the
current DT output. An example of the evolution of Aol(¢) is shown in Figure 5.2.
At time ty, for example, the DT has just finished processing the first PS-DT syn-
chronization update and Aol(ty) = T,, + T, i.e., the elapsed time since the update

was generated. Aol(t) then increases linearly (at 1 sec/sec) until the next update
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has been processed when the Aol drops from 7T,, + 1., + P to T,, + T.,. Note that
we assume that transmit power control is used on the cellular links so that 7). is a
fixed (and known) value. Similarly, we consider that a dedicated portion of the ES
execution capacity is made available for the DT so that T, is also known and fixed.
The methodology introduced in this chapter can be applied to more complex cases,
e.g., if one conditions on the parameter values used, one can compute the average Aol
performance for random cases by unconditioning each case using the probability of
their occurrence. Furthermore, we assume that P is large enough, i.e., T, + 7., < P,
so that there is no queueing delay when a PS and its DT are in the same domain [80)].

When the PS is in domain D; and the DT is located in a different domain, e.g.,
ES; for i # j, the PS update will be forwarded through the cellular backhaul network
to the DT in domain D;. This typically involves much longer transmission delays
compared to when the PS and DT are in the same domain. Denote the data trans-
mission delay for a PS in domain 7 to a DT in domain j to be 7T}, ., which is assumed

to be fixed and known.

5.3.2 DT Migration

In this section we consider the case where a vehicle’s cellular domain handoff leads to
the need to change the DT location, i.e., DT migration. Define ty as the start time
and the location of the PS at ¢ = ¢, is x, as shown in Figure 5.1. Let x;,, be the
boundary between domains D; and D;;;, and the time that the PS arrives at zy,
and hands off to D, is t,,,. As the PS moves, the migration of its DT may happen
before or after the PS passes the cellular domain boundary. Note that in some cases,

it may be better to keep the DT in the previous domain after the PS hands off to a
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Figure 5.2: Aol of a DT at server ES; during four synchronization update periods.

The upper two timelines show each PS transmission (in blue) followed by the DT
processing update (in green).

new domain. This might happen, for example, if the processing time at the ES in the
new domain is very long. We assume that on the PS route inside domain D, there

is a location x4, , (shown in Figure 5.1) beyond which migrating the DT from D;

i+1
to D;y1 is not considered, since its position from the boundary is enough to become

irrelevant. We define the time that the PS reaches location w4, , as t4, , and further

define Tpq,,, = ta,,, —ts,.,- Due to the statistical nature of the PS motion, both t,,

141

and tq,,, are random, so is Tpq In the remaining part of the chapter, we consider

i+1°
a typical DT migration problem when the PS moves from domains D; and D;,;. We
drop the subscript “7+1" from t;,, ,, tg,.,, and Tpg, , when there is no confusion, and

use ty, tg, and Ty, respectively, to denote the values that random variables t,, t4, and

Tra take.
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Figure 5.3: Aol when t,, <t, <t,, + T,

In this chapter we present a methodology for determining the optimal online DT
migration initiation time so that the age of information seen by random arrivals to
the DT is minimized. This is a difficult problem and we consider the case where the
DT computation and communication times within a given cellular domain are given
and constant. In the following, we use the scenario shown in Figure 5.3 to illustrate
the timing of different events that may occur as a result of the DT migration process.
As before, the timelines at the top show PS-DT synchronization update activity for a
PS that is initially updating its DT located in ES; and initiates a DT migration that
moves the DT to ES;,;. We denote by t,, the starting time of the migration, which
can be seen to occur during the 4th update interval on the PS timeline in Figure 5.3.
Prior to that, the PS is engaged in normal operation in ES; and 3 update periods (1,
2 and 3) are shown in the figure. The Aol during that time is given by and evolves
as discussed in Figure 5.2.

The migration process is summarized as follows. Once the migration has been
initiated, E'S; then starts the transfer of the DT to ES;;;. During this time, the

current DT (at ES;) continues to function as the DT and processes updates from the

79


http://www.mcmaster.ca/
https://www.eng.mcmaster.ca/ece

Ph.D. Thesis — K. Noroozi; McMaster University — Electrical and Computer Engineering

PS and requests from external applications. These updates are also enqueued and
forwarded to the new DT (at ES;.1) where they are eventually applied as updates
at the new DT. Once this is finished, the new DT (at ES;;1) becomes active and
it processes all DT updates that have occurred in the meantime. To properly assess
the effects of migration on Aol, we will describe in detail, all of the interactions that
occur as the DT is moved while supporting ongoing PS-DT updates and external
application interactions. This is done so that we can properly model and minimize
the negative effects of migration on Aol with negligible downtime. The migration
can be implemented via standard mechanisms, such as virtual machine or any other
running process migration.

To migrate the DT from ES; to ES;,1 and enable ES;,; to process the PS data,
ES; should first transfer the computation models used for processing the PS data,
along with any historical data needed to extract feature information, to ES;;;. We
define T), as the time needed to complete this data transfer.  This includes the
transferring of the operating DT to ES;;; including the forwarding of all the PS-
DT updates as discussed above. The example in Figure 5.3 shows the case where
tm <ty < tm + T, ie., the migration is triggered (at t¢,,) before the cellular domain
handoff (at ¢,), which occurs before the T,, duration expires. The duration of T,
spans from the 4th update interval and expires during the nth update interval. Other
scenarios will be analyzed in Section 5.4. The migration process is discussed in more

detail below for the different time ranges marked in the figure.

e t € (t1,t3): Both the PS and the DT (at ES;) are in domain D;. The Aol
increases (at 1 sec/sec) to the maximum value 7T, + 7., + P and immediately

drops to the minimum value 7,47, when the DT finishes processing an update.
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The Aol then repeats the same pattern as was described in Figure 5.2. At t,,
the DT migration is initiated and E.S; starts the transfer of the DT to E.S;,1.
The DT continues to process PS updates, which are also forwarded to the new
DT (at ES;;1) for processing. These are referred to as “forwarded updates” in
the figure. This permits the DT (at ES;) to continue to update the Aol during

the migration process.

e t € (ta,t4): The PS crosses the cellular domain boundary at t = ¢,. In the
figure, t, is shown slightly larger than t5, and the DT still resides in ES;. A
cellular handoff has just occurred and the Aol increases from the minimum value
T,, + T¢, to the maximum value T,, + T, + T}, .., + T.,, and then immediately
drops to the new minimum value T, , | +T¢, at t = 4. This drop occurs when
the DT at ES; finishes the first update after the PS enters domain D;,;. Note
that during this period, the updates originating at the PS (now in D;;) are
routed back from D;,; to the DT that is in D; (at ES;). For simplicity, these
updates are shown in Figure 5.3 as intersecting the ES;,; timeline but they are
routed by the cellular backhaul network. Note that we assume that the handoff

delay has a negligible effect on the Aol.

e t € (ta,tp): The PSisin domain D;;; and the DT is in ES;. The Aol increases

from the minimum value 7,

riiv1 T Ie; to the maximum value T, +1T1,+P

iit1

and then immediately drops to the minimum value 7)., , + 7, when the DT

i,i41

finishes processing an update. The Aol then repeats the same pattern.

et € (tg,tp + P): The PS is in domain D;;; and the DT is in ES;. The DT

processes the last update that was generated during the T, period. The Aol
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increases from T}, .,

+T. toT, ., +T,+P.

iit1

e t € (tg+ P, tc): The PSisin domain D;,; and the active DT is still in ES;. The
DT (in ES;;1) reprocesses the updates generated during 7,. Since the DT in

E'S; is still active, the Aol continues to increase from t = t g+ P throughout this

TVVL
P

interval. The number of the reprocessed updates is equal to |z ], therefore,
the reprocessing lasts for |2z |- T, .. At ¢t = tc, the Aol reaches a value of

§= TTi,iJrl + Tci + P+ \_T?mJ ' TCz‘+1'

e t € (tc,t3): At time t¢ the new DT at E'S;;1 now becomes the active DT and the
original DT in ES; is terminated. It now processes the queued updates (referred
to as “direct updates” in the figure) that have arrived since t = t,,, +7,,,. During

this period, the Aol drops by P after each T, , interval until ¢ = t3 when there

i+1
are no remaining updates at ES; ;. The interval shown as T}, in Figure 5.3 gives

the time over which the forwarded and direct updates have been enqueued for

processing by the new DT.

o t € (ts3,tp + Tpq): The DT at ES;i1 is now operating normally in D;,;. As
+ T,

in Figure 5.2, the Aol increases to the maximum value of T, e TP

Tit1

and immediately drops to 7,

rir1 + Te,, when the DT finishes processing a new

update.

We define the migration cost Cost(ts, tum, ty, Tpa) as the average Aol over the period

from time t, to t, + Ty, i.e.,

Cost(ta, b ty, Tha) Jir T Aol (1)t (5.3.1)
OS Sy ¥m» ) == 2 . . .
br b ty + Toq — ts
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This is also the expected Aol seen at the DT by application requests that arrive
uniformly over the same time period. In (5.3.1), the integral on the right-hand side
is the area of the Aol curve over the considered time interval as shown by the shaded

areas in Figure 5.3.

5.4 Problem Formulation

In this section, a formulation of the DT migration problem is presented. Recall that
we seek to decide on-the-fly the best time for migrating the DT of a moving PS from
the server servicing a domain D; to a server servicing domain D,y (or decide that
no migration is profitable), so that the average Aol of the DT data is minimized. In
what follows, t,, is the decision variable of the problem, i.e., the migration initiation

time (where t,, = oo denotes a decision of no migration).

5.4.1 The offline problem

As given in (5.3.1), the migration cost Cost(ts, t,,, ty, Tpq) that we try to minimize by
deciding the DT migration time t,,, is the average Aol over the period from time ¢,
to tq(= tp + Tpq). Recall (Section 5.3) that the expected Aol of the DT data that
an application experiences when its request arrives uniformly at random during the
period [t, t4] is equal to the area under the curve of Aol as a function of time, divided
by t; — ts. In what follows, we first compute the integral in the numerator on the
right-hand side of (5.3.1) by splitting the Aol function into different sections and
computing the area under the Aol function (referred to as Aol areas below) for each

section. The following functions are defined for calculating the Aol areas for different
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time intervals, where we define
t=|t/P] (5.4.1)

as the number of updates generated in an interval of length .

o Cy(ta,t3,1;,T,): It calculates the area under the Aol curve for a time interval
[ta, tg], during which both the data transmission time (7,.) and the computation

time (7}) remain unchanged. We have
P
Ci(ta,ts, T, T;) = P(ta — tg)(§ + T, +1T,). (5.4.2)

For example, in Figure 5.3, C(t1, t2, T;,, T¢,) can be used to find the area under
the Aol curve when both the PS is in D; and the DT is in ES;, in which case
T, =T, and T, =T.,.

e Cy(hy, ho,w): It is the area of one single trapezoid, whose height is the time
interval of length w, during which the Aol keeps increasing, and h; and hy are

the Aol values at the beginning and end of the time interval. We have
Co(h, ho, w) = % (hy + ha) . (5.4.3)

In Figure 5.3, the areas of the Aol curve in the intervals [to, t4] and [tg + P, tc]

can be found using this function.

o (5(1},s): It computes the area for the time interval during which the server is
dequeueing of queued requests after the DT has migrated. This time interval

includes the server processing time (i.e., 7T, for the all backlogged updates

i+1)
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received during 7T},. Let s be the Aol at the start of the time interval. The Aol

area in the interval is calculated as

Ty+1

T,
Cs(Tys) = ) S5 (28 = 2P + (20— DT, (5.4.4)

n=1

where n represents the index of each queued request. In Figure 5.3, the de-

queueing interval of ES; 1 is [tc, t3].

We make some assumptions that will simplify this computation without sacrificing
too much accuracy. We assume that breaking points happen on multiples of P. Also,
we ignore updates arriving to the DT during the dequeueing time [t¢, t3].

The total Aol area for the interval ¢ € [t, 4] is calculated based on different cases

as shown in Fig. 5.3 and Fig. 5.4.
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Case t, <t,, +T,, <t as shown in Figure 5.4a. In this case

Tii+1 + TCiJrl '

The Aol area is calculated as

Areal(tsa tm7 th de) -
Ci(ts,tm + T, Ty, Tt,) + +Co(hay, hag, win)+
+ Cl (talvtﬁl ) TTi,i+17 TCi+1> + +C3(T(I> TTi,i+1 + TC¢+1 + P)+

+ Cl (tm + Tm + Tq7 tda TTZ‘+17 Tci+1)

with
hy =1, + 1,
h12 - TTZ' + TCZ' + TTZ"Z'+1 + TCZ'+1?
w11 = TT,',Z;H + Tci+17
lo, = (tm + Tm)P + TTi,i+1 + TCiJrl?
tﬁl = t_bP + Tri,i+1 + Tci+17

and

(5.4.5)

(5.4.6)

o Ci(ts,tym + T, Ty, T.,) is the Aol area for t € [ty t,, + T},] during which data

transmission is in D; and data processing is at ES;;

e Cy(hi1, ho1,wyy) is the Aol area for t € [t,, + Tin,ta,] during which the Aol

monotonically increases due to the inter-domain transmission delay, h;; and

87


http://www.mcmaster.ca/
https://www.eng.mcmaster.ca/ece

Ph.D.

Thesis — K. Noroozi; McMaster University — Electrical and Computer Engineering

hyo are the Aol at t = t,, + T, and t = t,,], respectively, and wy; is the length

of the time interval [t,, + Trn, ta,];

Ci(tay, ts, T, T,.,) is the Aol area for t € [t,,,ts | during which data trans-

Tii41) © Cit1

missions cross the two domains and data processing is performed at ES;1,

Cs(1y, T, .., +T.,,, + P) is the Aol area for t € [tg,,t,, + T}, + T,] when ES;;,

is dequeueing the backlogged updates after DT migration,

Ci(tm + T+ Ty, ta, T, Tt ) is the Aol area for t € [t,, + To, + Ty, tq], during

which the DT is processed at ES;;; and the PS is in domain D, ;.

The Aol calculations for the other cases are similar. In order to save space, we provide

the expressions and omit further explanation.

Case t,, <t, <t, + T, as shown in Figure 5.3. In this case, T} is calculated as

Tq = Tm’,i+1 + T

Ci+1 + T_mTC (547)

i+1°

The Aol area is calculated as

Areas(ts, tm, ty, Tra) =

with

Ci(ts, ty, Tr.,, Tt,) + Co(hay, hag, war )+
Ci(tagstgys Ty, iy Te,) + Colhar, hasg, wsy )+

+ C3(Ty, haz) + Ci(tm + T + Ty, ta, oy Tery),  (5.4.8)

tag == tm + Tm>
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tg, = MP + 1 T 1,
woy =T,y + Ty,

w31 = T_mTci+1a
hor =1, .., + 1., + P,
hoy =T, + 1o, + T, ) + Ty,

hoz = Triyprl + Tci + P+ T_mTc

i+1°

Case t, < t,, <t4: This case occurs in the scenario of Figure 5.4b. T} is calculated

as follows:
Tq = Th‘,i-o-l + TCH—I + T_mTCi+1 (549>

and the Aol area is

Areas(ts, tm, ty, Tha) =

Ci(ts, ty, Tr,, Tt,) + Co(hay, hor, war )+
+ Cl (toéga tﬁw TT¢7i+17 Tcl) + 02<h217 h237 'U]31)—|—

+ C3(Ty, hos) + Ci(tm + Ton + Ty, ta, Ty, + 1o, ,), (5.4.10)

with

tag - t_bP + T'f'i,i+1 + TCH

Case t, < t, and t,, < t4: This case occurs in the scenario of Figure 5.4c. T is
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calculated as in (5.4.9), and the Aol area is

Area4(t87 tmv tb; de) =
Ci(ts tgy, Ty iyrs Tey) + Colhaor, hos, wsi )+

C3(Tq, has) + Ci(tm + Ton + Ty ta, Try s Tei1). (5.4.11)

Case tg < t,, < T: In this case, the PS has reached the migration boundary point
g in D;;q without migrating, i.e., from point z; and beyond there is no point in
considering migration from domain D; to domain D;,;, and the migration problem
becomes the problem of migrating the DT from ES; to some server ES; 5 in a follow-up
domain D;, 5. Therefore, this case for migration (from D; to D;;;) starting time ¢, is
not possible, and we set the migration cost Cost(ts, t,, ty, Tpa) = 0o for completeness.
Case t,, = oo: In this case there is no migration. This is shown in Figure 5.4d, The

Aol area is calculated as

Area5(ts, tm, tb, de) = Cl (ts, tb, Tri, Tcl>+

+ Co(hay, hag, wor) + Ci(tas, ta, Ty, 1y +10,). (5.4.12)

Overall, the migration cost is calculated as
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Arear(tostmitoToa) ¢ < ¢ 4T <t

ta—ts ’

Areaz(ts,tm,ts,Toa) t <ty <t,,+ 1T,

tq—ts ’

A tsatmvt 7T
reag(lotmintha) -y < gy <, <ty

Cost(ts, tm, ty, Thq) = fa—ts (5.4.13)

A tsstm,to, 10
reailiadotosdoa -y <t <ty < g

o0, tg <ty <T

Areas(ts,tm,ty,Tha)
L tg—ts

; bt =00

The discussion above allows us to define the offline version of our problem, i.e.,
the version where all parameter values and the PS movement until it reaches point

x4 are known ahead of time:

Problem 1 (OFFLINE PROBLEM). Calculate the DT migration time t,, (or decide

to not migrate at all) from domain D; to domain Diyq that minimizes the average Aol

cost as defined by (5.4.13).

5.4.2 The online problem

In the online version of the problem, the PS movement is not deterministic, and,
therefore, we do not know its sequence of (location, speed) states s; = (x,v;) ahead
of time. At any time ¢ we know only its history (sequence) of past states and current
state Hy = {s1, Sa,...,5:}. Note that given H;, it can be deduced whether and when
the PS crossed the boundary between D; and D;,;. The online problem is naturally

defined as follows:

Problem 2 (ONLINE PROBLEM). At any time t before PS reaches point x4, and
giwen the PS history H; and that DT migration has not yet been initialed, decide

whether to initiate the DT migration at t, i.e., set t,, :=t.
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Note that Problem 2 is solved if the PS reaches x; without migration or DT
migration is initiated at a time ¢,,,. We assume that the PS eventually reaches location
x4, so Problem 2 has always a solution. Also, since crossing from domain D;,; back
to D; would correspond to a different instance of Problem 2, we assume that during
its lifetime there only a single domain crossing, that from D; to D;,; at a time t,.

Due to the stochastic nature of the PS movement, the hand-off time t;, and the
time period Ty the PS spends in D, until it reaches location x4 are random variables.
We will assume that their distributions are known, e.g., by the PS historical data and
past trajectory histories, PSs that followed the same route in the past, etc. Hence,
cost calculations for Problem 2 will always be expectations over the possible values
of ty, Tpa-

In order to develop online algorithms that solve Problem 2 at a time ¢, we split
the calculation of the average Aol into two parts: The part corresponding to time
period [ts,t) is deterministic since it belongs to the past, and it is the cost already
paid. The part of the cost corresponding to time period [t,,] is as yet unknown, but
we can compute its expectation for different decisions we make at time ¢ (migrate the
DT or not) and different future PS state sequences. For the computation of the first
part, we define the cost already paid during time [t — 1,¢) given history h up to time

t:
j;il Ao](w)dwl

c(t,h) = B, 7 ty—t
S

H, =h (5.4.14)

where the Aol(-) is computed by applying the right scenario of Section 5.4.1 that is
consistent with A up to now (t), and the values of t;, T,y we condition on. For the

(expected) cost my(h) of the second component, we first calculate the expected cost
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my(h) of migrating now (i.e., at time t) when the current history is h:

'd AoT(w)d
Etb,de [ft tdo_glﬂ) _w‘Ht = h} , Ty S xy < T

mi(h) B B, [M’Ht = h] , wmp<m<wzg (5419)

tq—ts

00, Tg < Ty,

where the Aol(-) is computed by applying the right scenario of Section 5.4.1 that is
consistent with h up to now (¢), and the values of t;, T,q we condition on. Note that
when the PS has already crossed the boundary (x, < z;) the crossing time random
variable is fixed at a deterministic value t, = t;,. Our online algorithms will need to
decide whether to migrate at time ¢ or not, so we define the expected cost that picks

the minimum between these two alternatives:
gt(h) = min{my(h), Es, 7,,[Cost(ts, 00, tp, Tpa)|Hy = h]} (5.4.16)

where Cost(ts, 00, ty, Tpq) is the cost of no migration calculated in (5.4.12).

5.5 Online algorithms

In this section we use the results of stopping theory to devise online algorithms for

Problem 2. The first algorithm is solving the following optimal stopping problem:

t—1

v, (he,) = tgtigTEHt [9:(H;) + ;Cts(jaHt[l DD, = he] (5.5.1)
J=1ls

where the expectation is over all possible state histories H; up to time ¢ and given the

PS state history H;, = hy, up to time t;. We denote by H[1 : j] the state history up
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to time 7, i.e., Hy[1 : j] = he,U{St. 41, St.42, - - -, S;}. We assume that for any time ¢ the
distribution of H, given H;, = h;, is known, i.e., probabilities Pr[H; = f|H;, = h,]
are known for any sequence f of ¢ states.

Problem (5.5.1) calculates at time ¢, the best (in expectation) future time ¢, <
tr. < T to decide whether start the DT migration or determine not to migrate at all
depending on the minimum option in g (Hy: ). An online Dynamic Programming
(DP) algorithm that solves (5.5.1) is the following: At time ¢, < ¢ < T, the algorithm

evaluates recursively V (¢, hy), defined by

V(t,h) = wmin{g(h), Bu [Vt + LH)H = h] + ct,h)} (55.2)

when t, <t <T —1, and V(T, fLT) = oo for any hp. At any time t and given state
history H; = hy so far, the algorithm checks whether V (¢, ;) in (5.5.2) achieves its
minimum at gt(ﬁt). If it doesn’t, then it waits for one time-slot, and repeats the
check at time ¢ 4+ 1. Otherwise, it outputs as the solution to (5.5.1) time t,, := t
and takes the action (migrate or never migrate) that is determined by what quantity
achieves the minimum in definition (5.4.16). By setting V (T, hr) = oo for any hr
(base case), we force the algorithm to make a decision before the end of time horizon
T, ie., t, <T. Note that function V (¢, fzt) is only defined for state histories h; that
are consistent with the known state history H;, = hy, in (5.5.1), and that the DP
table for V' is calculated once at time t4, and then it is repeatedly used. Because of
the last characteristic, we denote this algorithm as non-adaptive and describe it in
Algorithm 5.

Since the PS state sequence that Algorithm 5 encounters is random, its incurred

cost is also random. Standard stopping theory results [65] for finite horizon problems
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Algorithm 5 Non-Adaptive Online Algorithm

Input: Time t,, PS state history Hy, = hy,
Output: Stopping time ¢,
1: t:=1,
hy := hy,
ty 1= 00
Compute table V'
while t,, = co do
s; := PS state at time ¢
hy := hy U 84
if g.(h¢) < En,,, [V (t + 1, Hy1)|Hy = hy] then
t =1
else
t:=t+1
end if
: end while

e e e e
AR S ol

: return ¢,

(recall that problem (5.5.1) has a finite horizon T') imply that the expected cost of
Algorithm 5 over all possible state sequences is equal to (5.5.1), i.e., Algorithm 5
solves problem (5.5.1) and, therefore, is optimal in that sense. The time and mem-
ory complexity of Algorithm 5 is dominated by the size of the table of V', which is
O(>[_, [H4]), where H, is the set of possible histories up to time . For example, if
histories obey a Markovian model with S states, the size of the V' table is O(T'S).

A natural extension of Algorithm 5 is to adapt problem (5.5.1) with every new
state that is revealed at every time-slot, i.e., define a sequence of problems v;_(hy,),
Vo s1(Puin)s Veor2(he,42), - . . and recalculate function table Vi, 4 (¢, hy) for each vy, (hy,+1).
The adaptive algorithm will settle on a decision (migrate the DT or decide not to
migrate at all, depending on (5.4.16)) at the first time ¢,, we have V;_ (t;, hs,,) =

g1, (hy,) from (5.5.2). Again, due to the base case V,, (T, hr) = oo, the algorithm
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Algorithm 6 Adaptive Online Algorithm

Input: Time t,, PS state history Hy, = hy,
Output: Stopping time ¢,
1: t:=1,
2: hy = hts
ty 1= 00
while ¢,,, = oo do
sy := PS state at time ¢
hy :=h, U s,
Compute table V;
if g.(ht) < Eq,,, [Vi(t + 1, Hyq)|H, = hy) then
t, =1
10:  else
11: t=t+1
12:  end if
13: end while
14:
15: return ¢,

will decide at a time t,, < T. The algorithm is described in Algorithm 6.

Note that while Algorithm 5 computes table V' once in line 4, Algorithm 6 re-
computes it at every time step in line 7, i.e., it performs many more computations
in order to achieve better expected cost. As in Algorithm 5, the table size for V'
starting at a particular time tq is O(Z:tT:t0 |H;|), for a total of O(Zz;zl ZthtO |He|)
time and memory needed. For example, if histories obey a Markovian model with
S states, the size of the V' table is O(T2S). Since both algorithms need to compute
large DP tables, i.e., use a lot of computation time and memory, we propose a more
efficient heuristic, which uses the known distribution of future PS states to compute
the expected values of ty,, Tpq. Using these expectations as predictions of the values
ty, Tpg in (5.4.13), we can compute the time t,, that minimizes Cost(ts, t,, ts, Tpa)-

Algorithm 7 describes this Best-In-Expectation heuristic, and takes O(T") time.
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Algorithm 7 Best-In-Expectation Heuristic
Input: Time t,, PS state history Hy, = hy,
Output: Stopping time ¢,

1: 1y = E[tb|Ht5 = hts]

2: Ty = E[7-bd|Hts = hts]

3: by, i= arg ming, <;<¢, 41, Cost(ts, t, tp, Tha)

4:

5

: return ¢,

5.6 Simulation Results

In the simulation results section, our objective is to evaluate the effectiveness and
optimality of the proposed algorithms by considering real-world traffic scenarios and
vehicle dynamics. The simulation was conducted using the SUMO software to model
a single-lane highway scenario. SUMO is used to derive the probability distribution
of hand-off (t},) and migration deadline period (7,4) for vehicles traveling along a 200
km long highway over a period of 20 days. The highway is divided into two distinct
domains (D; and D, ;) where the hand-off event occurs at a distance of x, = 20 km
from the beginning of the road, while the migration boundary point is located 4 km
further than z,, at 4 = 24 km. Vehicles were generated randomly from different
locations along the road at intervals ranging from 5 to 10 seconds. The maximum
speed for all vehicles was set to 130 km/h. The Krauss car-following model [46] was
employed to represent the behavior of vehicles in the simulation. This model allows
for the specification of different vehicle types based on desired speed, minimum gap,
and maximum acceleration.

The vehicles’ available information is simplified by representing it as a Markov
chain, therefore each pair of vehicle’s location (x;) and speed (v;) indicates one state,

denoted as s; = (x4, v;). To calculate the transition matrix, we discretize the locations
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on the highway into BSs with a coverage area of 500 meters [21]. Additionally, the
speed is discretized into intervals of 18 km/h. Given the 24 km stretch from z, to
x4 and vehicle speed ranging from 0 km/h to 130 km/h, the Markov chain comprises

392 states.

5.6.1 Probability Distributions of t, and 7,

To determine the PDF of t, for a given state s, = (x4, v;), we counted the number of
vehicles that passed location xy, along with their respective ¢, values. Subsequently,
we divided this number by the total number of the vehicles that passed location x;
with speed v;. The resulting PDF is denoted as Prlt, = ty|s; = (x4, v;)], which
signifies the probability of a vehicle reaching the hand-off location x; at time t;, given
the current state s; = (x4, v;).

Similarly, the PDF of Ty, is determined using the following formulation:

Pr(Tea = Tya|Hy = (21, v1)] =

Z Pr((xy, vp)|(zs, v1) | Pr[Toa = Tha| (s, v3)]

vpEV

(5.6.1)

where V is a set of all discrete speed values. To obtain Pr|(xy, vp)|(xt, v¢)], we counted
the number of vehicles that passed location x; at speed vy, and divided the number
by the total number of vehicles present at state (zy,v;). The probability Pr{Ty =
Tya|(xp, vp)] was obtained by first counting the number of vehicles originating from
state (3, vp) and then dividing it by the total number of vehicles that reached location

ZTq-
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Figure 5.5: Impact of Initial Location Distance from Boundary on Cost of
Migration.

5.6.2 Other solutions for comparison

We compare the performance of our proposed online migration solutions with the
following solutions:

Offline Bound: This solution assumes complete and precise knowledge of a
vehicle’s future trajectory and speed at t = t,. The migration initiation time, t,,, is

determined by solving the following optimization problem:

tr = argmin cost(ts, ty, ty, Tha),
ts<tm<T

where cost (s, ty, ty, Tpa) is given in (5.4.13). If the decision is ¢, < T the migration

starts at t,,, =t ; otherwise, the decision is to not migrate the DT.
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Immediate Migration: At ¢ = t,, the expected costs of migration are calculated
by assuming t,, = t, (i.e., migration immediately) and ¢,, = oo (i.e., no migration).
If the former is smaller, the migration starts at t,; otherwise, the decision is to not
migrate the DT.

Migration at Hand-off: Att¢ = t;, the expected costs of migration are calculated
by assuming t¢,, = t, (i.e., migration at hand-off) and ¢,, = oo (i.e., no migration).
If the former is smaller, the migration starts at t,; otherwise, the decision is to not
migrate the DT.

Best-In-Expectation: as described in Section 5.5.

5.6.3 Simulation results

We compare the average Aol of the proposed solutions with the solutions in the
previous subsection by varying the migration delay, the computation delay, the inter-
domain transmission delay, the transmission delay in the current and new domains,
and the vehicle’s initial distance from the domain boundary. We randomly generated
300 vehicles based on the transition matrix obtained from SUMO. Each time-slot in
the simulation is 1 second. For the Adaptive and Non-Adaptive Online algorithms,
each migration decision-making update happens every 15 time-slots. Other default
parameters are listed in Table 5.1. The assumed values for transmission delays (7.,
T,,, T.,,) are based on transmission speeds ranging from 1 Gbps to 5 Gbps for edges
between PSs and BSs [80], and 5 Gbps to 10 Gbps for communication between ESs,
supported by a 5G network backbone [6]. The computation delays (7., and T,)
are calculated based on the computational capabilities of ESs and the computation

requirements of each PS update. Specifically, the computation capabilities of ESs
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are uniformly distributed between 10 GHz and 20 GHz. Each vehicle is assigned a
computation task with an input data size uniformly distributed between 1 Gbits and
4Ghbits, requiring 1 GHz of computation resources per Gbits. Note that the time-
average Aol is computed using the discrete event simulation library SimPy [4]. Data
from these simulations indicate that our calculated values closely follow the actual
values observed, affirming that our approximations effectively capture the real-world

dynamics.
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Figure 5.6: Total cost of migration versus migration delay (7,,)

Figure 5.6 shows the Average Aol as T,, changes over ranges of delays that are
consistent with live virtual machine migration [53]. This variability is crucial for
modeling the dynamics of DT migrations across different network conditions and
server capacities. The “No Migration” cost does not depend on 7;,, and is the highest
among all the methods. The Offline Bound achieves the lowest migration cost due
to the knowledge of accurate future information of the vehicle speeds. Among all
the heuristic methods, the Adaptive Online algorithm achieves the migration cost

that is closest to the Offline Bound. The Non-Adaptive Online algorithm achieves
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slightly higher migration cost than the Adaptive Online, and the Best-in-Expectation
achieves slightly higher migration cost than the Non-Adaptive Online algorithm. For
the Immediate Migration heuristic, the decision is to not migration when the initial
location (xg) is 12 km away from the domain boundary and migrate immediately at
ts when z, is 5 km away from the domain boundary. Since 12 km is a relatively
long distance to the boundary, migrating at t, will result in many DT updates that
require cross-domain transmissions when the DT is located in the new ES and the
PS is still in the old domain. On the other hand, when z, is 5 km away from the
domain boundary, migrating immediately results in a lower cost than no migration;
and furthermore, the migration cost depends on the T), values, with lower values
of T,, leading to faster completion of migration. This rapid migration increases the
duration of DT experiencing Inter-domain communication delay, which incurs addi-
tional migration cost. For the other methods, increasing 7,, in general leads to a
corresponding rise in the delay experienced during migration and an accumulation of

DT updates, potentially escalating the overall migration cost.

Table 5.1: DT migration simulation default parameters

Parameter Parameter Name Value
P Update Period 2 sec
T, Communication delay 800ms
T, Computation delay at ES; | 300 ms
T, Communication delay 500 ms
T., Computation delay at ES, | 100 ms
Inter-domain
T, communication delay 4 sec
T Migration delay 150 sec
ts Starting time 0

Figure 5.7 shows the total cost of migration versus the computation delay at
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ES,; (T¢,). Based our parameters, T,, < T,,, which means hosting the DT in ES,
requires a lower data transmission delay than in ES;, if the PS and the DT are in
the same domain. However, the decision on the migration time also depends on other
parameters. Figure 5.7 shows that when T, is sufficiently small, the decision for all
the methods (except No Migration) is to migrate, which results in a lower migration
cost than No Migration; and when 7., is sufficiently large, the decision for all the
methods is to not migrate. As T, increases, the migration costs for all the methods
(except No Migration) increases due to the increase in Aol when the DT is hosted at

ES..
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Figure 5.7: Total cost of migration versus computation delay at ES, (7t,)

A key observation is that as the initial location of the PS is closer to the bound-
ary—from 12 km to 5 km away—the migration costs become closer to the Offline
Bound. It worth noting that, the effectiveness of the Immediate Migration heuristic
is more noticeable, where it diverges from No Migration cost and become closer to

Offline Bound. Both figures also exhibit a quadratic rise in the cost of migration with
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changes in 7,,. This trend is caused by the direct quadratic relationship between the
average Aol and the computation delay at ES, , as detailed in Section 5.4.1. This
quadratic correlation emphasizes the impact of computation delays on the overall mi-
gration cost, reinforcing the importance of efficient computational resource allocation

strategies in DT enabled vehicular systems.

4.8
—— Offline Bound
—<&— Adaptive Online
441 e Migration at Hand-off
—8— ImmediateMigration
4.0 —>»— Non-Adaptive online
Best-in-Expectation
—»— No Migration
S 3.6
<
()
o
ol
g 3.2 1
2.8 A
2.4 A
2.0

o4 @

5
Inter-Domain Transmission Delay T,,, (sec)

EEK J

w1e

(a) xs is 12 km away from domain boundary

4.8
—e— Offline Bound
44 —<— Adaptive Online
: —»— Migration at Hand-off
—8— ImmediateMigration
4.0 A —— Non-Adaptive online
Best-in-Expectation
g 364 —»%— No Migration
(9]
o
©
g
Z 3.2
2.8 1
2.4 1 %//
D
P d e
2.0 1 hd e

Inter-Domain Transmission Delay T, (sec)

(b) x5 is 5 km away from domain boundary

Figure 5.8: Total cost of migration versus inter-domain transmission delay (7;,,)
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Figure 5.8 shows the total cost of migration versus the cross-domain transmission
delay. As T,,, increases, the migration cost increases for all the methods. This
is because cross-domain transmission is required, regardless of the DT migration
method. In addition, the migration cost of the Adaptive Online method is very
close to the Offline Bound, and both the Adaptive Online and Non-Adaptive Online
algorithm achieve lower migration costs than the other heuristic methods.

Figures 5.9 and 5.10 show the total cost of migration versus 7;, and 7,,, respec-
tively. In general, the migration cost increases with both T, and T,, for all the
methods, since increasing these values increases the Aol at the DT. By comparing
the different methods, we have consistent observations as obtained from the previous
figures. That is, the Offline Bound achieves the lowest migration cost, the No Mi-
gration has the highest migration cost, and the Adaptive Online, the Non-Adaptive
Online, the Best-in-Expectation, and the Migration at Hand-off each achieves lower
migration cost than the next. The Immediate Migration decides to not migrate when
the initial location is 12 km away from the boundary and therefore results in the same
migration cost as the No Migration; and it decides to migration at 5 when z is 5 km
away from the boundary and therefore achieves a migration cost lower than Migration
at Hand-off but higher than Best-in-Expectation. A key observation is that as the
initial location of the PS is closer to the boundary—from 12 km to 5 km away—the

migration costs become closer to the Offline Bound.
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Figure 5.9: Total cost of migration vs transmission delay in Dy (7,,)

Both figures also exhibit a linear rise in the cost of migration with changes in 7. .
This trend is caused by the direct linear relationship between the average Aol and the
transmission delay, as detailed in Section 5.4.1. This linear correlation emphasizes the
impact of transmission delays on the overall migration cost, reinforcing the importance

of efficient transmission strategies in DT enabled vehicular systems.
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Figure 5.10: Total cost of migration vs transmission delay in Do (7,.,)

Figure 5.5 shows the total cost of migration versus the distance of the initial
location of the PS to domain the boundary (z;), where 4, = 0 means that the PS is
in the domain boundary and negative x; means that the PS is in domain D;. For the
Offline Bound, Adaptive Online, Non-Adaptive Online, and Best-in-Expectation, the

migration costs decreases slightly as the initial position moves from —12 km away to
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—4 km away from the boundary, where the migration cost reaches the minimum value
and then keeps increasing as the initial position moves to and passes the boundary.
For the Immediate Migration, the migration cost also reaches the minimum value
when the initial position is —4 km away from the boundary; however, the migration
cost initially increases as x4 shifts from —12 km to —10 km, and then it decreases.
Since the total migration costs at these locations exceed the cost of No Migration, the
decision to Immediate Migration is less favorable and the decision is to not migrate,
as detailed in Section 5.6.2. For both the No Migration and Migration at Hand-off,
the migration cost increases monotonically as x, increases.

In summary, the Offline Bound consistently achieves the lowest average Aol, with
the Adaptive Online achieving the lowest average Aol among all heuristic solutions,
followed by the Non-Adaptive Online and then the Best-in-Expectation. Furthermore,
the differences among these solutions become more obvious when the communication
and computation delays in the new domain are smaller or the inter-domain transmis-

sion delay is larger.

5.7 Summary

This chapter addressed Digital Twin (DT) migration in vehicular systems, focus-
ing on optimizing the Age of Information (Aol) which is crucial for maintaining the
relevance and accuracy of the DT in representing its corresponding physical system
(PS). We formulated the migration problem as a Markovian stopping problem and
proposed an optimal online algorithm using dynamic programming based on vehicu-
lar motion statistics. This approach significantly improved DT migration efficiency

by minimizing the time-averaged Aol. Moreover, we introduced an adaptive version
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of the algorithm, which, although more computationally intensive due to the contin-
uous recomputation of dynamic programming tables at each timestep, further refined
the migration decisions based on real-time data. Alongside, a best-in-expectation
algorithm was proposed, offering a trade-off between computational efficiency and
Aol performance, thereby providing a viable alternative where resources are limited.
Comparative analysis with heuristic approaches, such as immediate migration and
migration at handoff, emphasized the advantage of the proposed algorithms. Fur-
thermore, an offline algorithm was developed, serving as a benchmark by providing
the lower bound on the achievable average Aol. Performance results show that the
proposed algorithms can significantly reduce the average Aol compared to heuristic
approaches, particularly in high-mobility vehicular environments. The adaptive ver-
sion of the online algorithm, despite its computational intensity, achieves near-optimal
performance, closely approximating the results of the offline algorithm under varying
traffic conditions. This demonstrates the effectiveness of dynamic programming when
combined with real-time traffic data in managing DT migration efficiently. Overall,
the advantage of the proposed algorithms has been demonstrated over a wide range

of parameter values.
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Chapter 6

Conclusion

6.1 Conclusions

This thesis has explored the multifaceted challenges and solutions associated with
deploying Digital Twins (DTs) in wireless communication networks. Through com-
prehensive analyses and algorithmic developments across three critical chapters, we
have significantly advanced the understanding and optimization of DT placement and
migration in dynamic network environments.

In Chapter 3, we tackled the complex problem of optimal digital twin (DT) place-
ment in a networked system comprising multiple physical systems (PSs), execution
servers (ESs), and an application server (AS). The primary objective was to mini-
mize the maximum data request response delay experienced by the application while
ensuring that data age targets are met, reflecting the real-time synchronization re-
quirements inherent in DT applications. We began by formulating the DT placement
problem as an integer quadratic program (IQP), incorporating constraints that cap-

ture the synchronization requirements between PSs and their corresponding DT, as
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well as the latency constraints between the DT's and the application server. Recogniz-
ing the NP-completeness of this problem, we transformed the IQP into a semidefinite
program (SDP) relaxation to make it tractable for larger systems. Given the com-
putational complexity, exact polynomial-time solutions are unattainable for practical
system sizes. To address this, we developed several polynomial-time approximation
algorithms to obtain feasible DT placements. These algorithms—Random Selection,
X-Congestion, Z-Congestion, Constraint Slack SDP, and Constraint Slack QP—are
based on rounding the fractional solutions of the relaxed SDP to integral assign-
ments. Each algorithm offers different performance trade-offs between minimizing
application response delay and adhering to the data age targets. Through exten-
sive simulations, we evaluated the performance of these algorithms under various
network configurations and parameter settings. The results demonstrated that the
Z-Congestion algorithm consistently outperformed the others in achieving lower con-
straint violations and better balancing between server load and characteristics. By
effectively leveraging congestion information in the Z variables during the rounding
process, Z-Congestion led to more balanced assignments of DT's to ESs and improved
overall system performance.

Building on the optimization challenges of DT placement explored in Chapter
3, Chapter 4 delves deeper into the the DT placement problem using dynamic flow
networks, aiming to minimize the synchronization period between PSs and their cor-
responding DTs. By viewing DT update data that need to be transmitted and pro-
cessed as entities to be evacuated, we reduce the DT placement problem to a well-
known evacuation problem in operations research. Specifically, we formulate it as a

multi-commodity quickest flow problem with flow-dependent transit times, where each
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PS-DT pair represents a commodity. Our network model consists of sources (PSs),
terminals (DTs), base stations (BSs), edge servers (ESs), and intermediate nodes,
all connected through transmission and computational links. The objective is to de-
termine the optimal placement of DTs across available ESs to achieve the minimum
synchronization delay while ensuring that all DTs are updated within their required
time frames. To solve the problem, we construct a time-expanded network that trans-
forms the dynamic network into a static one over the synchronization period. This
allows us to establish a linear programming (LP) formulation for the multi-commodity
quickest flow problem. However, the LP solution yields a splittable flow, meaning the
data for a single PS-DT pair might be processed across multiple ESs. Recogniz-
ing that practical implementations require data flows to be unsplittable—each DT’s
update data should be processed at a single ES—we proposed an unsplittable flow
algorithm to adjust the splittable flows obtained from the LP solution. Additionally,
we extended the algorithm to ensure single-path unsplittable flows from each PS to
its corresponding DT. Simulation results demonstrated that the unsplittable flow and
single-path unsplittable flow solutions perform closely to the optimal solution of the
problem, showing good performance in minimizing synchronization period over all
PS-DT pairs.

Chapter 5 investigates the Age of Information (Aol) in vehicular DT migration,
focusing on optimizing the migration process to maintain low Aol in highly mobile
environments. The high mobility of vehicles poses challenges for maintaining low
Aol due to varying communication delays and the need for frequent DT migrations
to servers closer to the PS. We formulate the problem of determining the optimal

time to initiate DT migration as an optimal stopping problem within a Markovian
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framework, considering the stochastic nature of vehicular movement. Our objective
is to minimize the time-averaged Aol at the DT by deciding when to migrate the
DT to a new ES as the vehicle moves across cellular domains. We model the PS-
DT synchronization process, data transmission delays, computation delays at the
ES, and the migration delay required to transfer the DT to a new ES. To solve the
optimal stopping problem, we employ dynamic programming and propose an online
algorithm that uses vehicular motion statistics to make migration decisions. We
also introduce an adaptive version of this algorithm, which recomputes the dynamic
programming tables at each time step to refine the migration decisions based on
real-time data. Additionally, we present a best-in-expectation algorithm that offers a
sub-optimal but computationally efficient solution by predicting future vehicle states
based on expected values. We compare these algorithms with heuristic methods, such
as immediate migration and migration at handoff, as well as an offline algorithm that
provides a theoretical lower bound on the achievable average Aol. Through simulation
results using realistic vehicular traffic models, we demonstrate that the proposed
algorithms significantly reduce the average Aol compared to heuristic approaches.
The adaptive online algorithm, despite its higher computational complexity, achieves
near-optimal performance, closely approximating the results of the offline algorithm
under varying traffic conditions. This highlights the effectiveness of our approach in

balancing computational efficiency and Aol optimization.

6.2 Future Directions

While this thesis has made significant steps in optimizing DT placement and migration

in wireless communication networks, several avenues remain open for future research.
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Building upon the foundations established in Chapters 3, 4, and 5, we identify key
areas that can further enhance the performance and applicability of DTs in dynamic
and complex network environments.

One significant future direction for this thesis is to consider large-scale vehicular
networks. In Chapter 5, we assumed that migration decisions are made for a single
PS with sufficient resources to accommodate the DT on the new ES. However, in
high-density vehicular environments, such as urban areas during peak traffic hours,
resource management becomes a critical challenge that must be integrated with mi-
gration management. Developing distributed migration algorithms that operate effi-
ciently without centralized control can reduce overhead and enhance scalability.

To further enhance DT-enabled systems, integrating adaptive strategies for DT
placement and migration within dynamic network environments is essential. As PSs
become increasingly mobile and their movement patterns more unpredictable, partic-
ularly in urban vehicular networks, the need for sophisticated trajectory prediction
becomes crucial. Traditional mobility models often fail to capture the complexities
of real-world PS movements, leading to sub-optimal decisions regarding where DT's
should be placed and when they should be migrated. By incorporating advanced tra-
jectory prediction techniques, such as machine learning models trained on historical
mobility data obtained from and processed within DTs, we can improve the accu-
racy of PS movement forecasts. Enhanced predictions enable the network to better
anticipate future PS locations, allowing for proactive adjustments in DT placements
and preparations for necessary migrations. This proactive approach can significantly
reduce synchronization delays and improve overall system performance.

Finally, minimizing power consumption in PSs while ensuring that DT update
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periods are minimized is an essential consideration for sustainable network operations.
Future work can explore energy-efficient DT management strategies that balance
the trade-off between synchronization frequency and power usage. By optimizing
communication protocols, data compression techniques, and update schedules, the
system can reduce energy consumption without compromising the timeliness of DT
updates. This focus on energy efficiency is increasingly important in the context of

battery-powered or energy-constrained PSs.
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