














































































































































































































































4.6. User Site Testing 111 

Definitions 

The FDA guidance uses the term "user site testing" to 'encompass beta test, site valida­
tion, user acceptance test , installation verification, installation testing and any other testing 
that takes place outside of the developer's controlled environment' [FDA 2002] Moreover , 
the FDA guidance states that this kind of testing should [FDA] take place at 'a user's site 
with the actual hardware and software that will be part of the installed system configu­
ration' [FDA 2002] Indeed, this kind of testing is accomplished 'through either actual or 
simulated use of the software being tested within the context in which it is intended to 
function' [FDA 2002] Furthermore, test planners should [FDA] check with the FDA officers 
to ensure whether or not there are any additional regulations that have to be met before 
performing testing at the user site. 

For the testing activity, user site testing should [FDA] follow a 'pre-defined written plan 
with a formal summary of testing and a record of formal acceptance. Moreover , docu­
mented evidence of all testing procedures, test input data, and test results should be re­
tained' [FDA 2002] Furthermore, the FDA guidance requires the submission of pieces of 
evidence to prove that versions of hardware and software have been installed and config­
ured. The guidance points out that testing process should continue for the period specified 
in the plan. This period represents the 'sufficient t ime to allow the system to encounter a 
wide spectrum of conditions and events in an effort to detect any latent faults that are not 
apparent during more normal activities' [FDA 2002] 

Attributes 

As given in the following figure, the acceptance test execution process has the "User Accep­
tance Testing Necessities Document" as its input product. Such a product references both 
the test plan and the configuration/installation documentation. The test plan contains the 
the required values for acceptance, which appear as ranges of accepted values for test cases. 
The configuration/installation documentation describes the hardware or software which has 
to be configured or installed in the user's environment before testing starts. 

User Acceptance acce tance test 
Testing Necessities execution (user site 

Document 

User's Test Plan 
(Test Cases With 

Values) 

Figure 4.35. Acceptance test execution (user site) 

Since the test plan has been already modelled (specified) , the configuration/installation 
documentation is our concern. Such a document describes the configuration or installation 
steps which have to be undertaken to prepare the user site environment. The configura­
tion/installation documentation is characterized by the following attributes: 
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• Hardware description; describes the set of all hardware products to be configured 
in the production environment. The description of each hardware product is a sub­
product in itself. It can be characterized by the following attributes 

- Hardware name; describes, in a nominal scale, the name of the hardware to be 
configured. 

- Hardware model no.; describes, in a nominal scale, the model number of the 
hardware which is to be configured in the production environment as per the 
agreed-upon specification. 

- Hardware specs; describes the set of all specification items, each described as 
tuples of attribute name and value, as given by the hardware producer. 

- Configuration steps; describes the set of steps, each described as pieces of text, 
to be carried in sequence to ensure proper configuration of the hardware at the 
user's site environment. 

• Software description; describes the set of all software to be installed in the produc­
tion environment. Likewise hardware, the description of. each software product is a 
sub-product in itself. It can be characterized by the following attributes: 

- Software name; describes, in a nominal scale, the name of the software to be 
installed. 

- Software version; describes, in a nominal scale, the version of the software which 
is to be installed in the production environment. 

- Software features; describes the set of features that this particular software pro­
vides. The list of all software features are given in the specification documents by 
its producers. Thus, the specification has to be referenced herein. 

- Installation steps; describes the set of steps, each described as pieces of text, 
to be undertaken to ensure proper installation of the software at the user's site 
environment. 

Acceptance test execution involves two major validation steps. Firstly, ensuring that the 
versions and model numbers of the software and hardware products to be installed and 
configured are the same as the ones in the specification documents and test plan. Secondly, 
ensuring that the steps carried to configure/install the hardware and software follow the 
configuration/installation steps specified in this document. Only then, the test plan, with 
all testing results specified, sufficiently serves the FDA purpose in describing all the testing 
activities to confirm that the software is validated. 

Relationships 

All relationships among attributes of the test plan are applicable for this section. These 
attributes were thoroughly detailed in the quality planning section. Moreover, the "testing 
environment-hardware/software description consistency" is a new interrelationship between 
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the "testing environment" as an attribute of the test plan and "hardwarde/software de­
scription" as an attribute of the configuration/installation documentation. In other words, 
the value of testing environment attribute of the test plan must meet the values of hard­
ware/software description in the configuration/installation documentation. 

4.6.2 Test Results Evaluation 

Test results evaluation is a typical task (subprocess) of the user site testing activity (process) 
Test results evaluation is concerned with comparing the results of test cases which were 
undertaken on the developer's environment during acceptance test execution, with results of 
test cases undertaken at the user's site environment, also during acceptance test execution. 

Definitions 

The FDA guidance document [FDA 2002] requires that some of the evaluations took place 
at the developer's control environment should [FDA] be repeated, but at the user's site. In 
this context, the guidance proposes that the developer may provide the user with some set 
of test data. Furthermore, the FDA guidance recommends that there should [FDA] be an 
evaluation to 'the ability of the users of the system to understand and correctly interface 
with it ' [FDA 2002] 

Attributes 

The following figure describes "test results evaluation (user site)" process. Such a process 
has the "Developer-User Test Plan" as its input product. This product references both test 
plans resulted from acceptance test execution at developer's side and the corresponding ones 
at the user's site. 

Developer-User 
Test Plan 

test results 
evaluation 
(user site) 

Figure 4.36. Test results evaluation (user site) 

The results of test cases, as performed at both developer's and user's environment are 
specified in the test plans. Thus, having the developer-user test plan referencing these plans 
facilitates the comparison between the results of test cases at the developer's side and the 
ones at the user's site. Any test case which results in an unaccepted variation between the 
developer's test and the user's test has to be documented in the "User's Site Test Evaluation 
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Report". In other words, this report contains the test cases which failed to have same results 
(values) at both developer's and user's environments. 

For the evaluation of users ability to understand and interface with the software, a user 
performance review template has to prepared to document the user performance while using 
certain functionalities. In this sense, the template can be specified (modelled) in terms of 
the following attributes: 

• User name; describes the name of the user performing this demo. 

• Experience level; describes, in an ordinal scale, the level of experience the user has. 
Values for this attribute are: novice, intermediate, expert. 

• Functionality to be carried; describes, in a nominal scale, a particular functionality 
which the software provides and the user wants to try. 

• Functionality complexity; describes, in a ordinal scale, the level of complexity of 
the functionality to be tried by a user. Values for this attribute can be: easy, moderate 
and difficult. 

• Estimated time to complete; describes, in an absolute (counting) scale, the antici­
pated time (to the closest time unit) for the user to accomplish the demo. 

• Actual time to complete; describes, in an absolute (counting) scale, the actual 
time (to the closest time unit) which took the user to finish the job (if completed 
successfully). 

• Success/failure in completing the job; describes, in a nominal scale, whether the 
user managed to finish the demo in the estimated time or not. Values for this attributes 
are restricted to: success or failure. 

• User comments, if any; describes any comments, each described as pieces of test, 
provided by the user after undertaking such an experience. 

The difference between the projected time and the actual time to complete the job (if com­
pleted successfully) is an indicator to the ability of the user to interface with the system 
properly. 

Any failure to complete the functionality by a potential user should be questioned. Ques­
tioning every user failure to complete the functionality, especially if that failure was due to 
a shortcoming in the software interfaces should lead to developing a test case to handle this 
shortcoming. Such a test case must be documented, in addition to other failed test cases, 
in the user's site test evaluation report. These defects will be considered in the next task 
(error evaluation/resolution). 
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Relationships 

The test plan is a key product in this process. Thus, all relationships among its attributes 
are applicable to this section. For the user performance review template, and in addition 
to the co-attribute and time-stamp relationships, the following relationship exists among 
attributes of this product: 

• Experience level-Complexity mapping; a mapping exists between the values 
given to the experience level which is required to test a functionality, and the complexity 
of that chosen functionality. For instance, it is not acceptable for a novice user to try 
a difficult functionality. 

Thus, these relationships represent the elements of the RB set as per the definition 
SB=(EB,RB)· 

4.6.3 Error Evaluation/Resolution 

Error evaluation/resolution is another typical task (subprocess) of the testing activity (pro­
cess) which is recommended to be undertaken at the user site testing. This task is similar to 
the one which is conducted by the developer. However, it takes place at the user's control 
environment. Therefore, it is briefly discussed in this section. 

Definitions 

In this context, the FDA guidance requires keeping records of both 'proper system perfor­
mance and any system failures that are encountered' [FDA 2002). Also for defects found 
during user site testing, the flow of any reported error (defect) should follow the problem 
reporting and resolution procedures documentation. 

Attributes 

The following figure describes the "error evaluation/resolution (user site)" process. The 
"User's Site Test Evaluation Report" is the input product of this process. Whereas this 
process has the "User's Site Tickets (Defects) Document" as its output product. 

Similarly to the tickets (defects) document at the developer's side, the user's site tick­
ets (defects) document is a printout of the defects which resulted from the user's site test 
evaluation report. These defects are entered to the problem (defect) tracking system. Thus, 
each entered ticket (bug) represents an instance of the ticket definition as per the problem 
reporting and resolution procedures documentation. Such a definition describes the defect 
(error) throughout its lifecycle. As detailed in the quality planning activity, the ticket defi­
nition is characterized by the following attributes: ticket Id; urgency; ticket summary; ticket 
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Figure 4.37. Error evaluation/resolution (user site) 

(bug) status; reported by, assigned to, tested by, verified by; and the time at which the ticket 
status is changed. These attributes sufficiently characterize any ticket from the time of its 
issuance till it is resolved. 

These attributes represent the elements ofthe set E8 as per the definition S8 =(E8 ,R8 ) . 

Furthermore, the final test report, characterized by these attributes, along with the test plan 
filled with actual testing results form an evidence that the software has been validated at 
the user's site. 

Relationships 

Herein also, and in addition to the co-attribute and time-stamp relationships, the relation­
ships among attributes of ticket definition are: ticket status sequence, verified-resolved by, 
reporting-resolving-verifying date, and duration of ticket closure-urgency. These relation­
ships have been thoroughly described in section 4.1. 

4.6.4 Final Test Report 

The preparation of a final test report is the last typical task (subprocess) of the testing 
activity (process) which is recommended to be undertaken in [FDA 2002] at the user's site. 
This task is also similar to the one which is conducted by the developer . However, it takes 
place at the user's control environment. 

Definitions 

No further definitions are given in [FDA 2002] with regard to this typical task. 

Attributes 

The following figure describes the "preparation of the final test report (user site)" process. 
Such a process has the "User's Site Tickets (Defects) Document" , which was outputted from 
the error resolution process of the user site testing activity, as its input product. The user 's 
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site tickets (defects) document contains the description of the life flow of defects discovered 
at the user's site. On the other hand, the "User's Site Final Test Report" represents the 
output product of this process. 

User's Site Tickets preparation of the User's Site Final 
(Defects) Document final test report Test Report 

(user site) 

Figure 4.38. Preparation of the final test report (user site) 

Herein also, the output product (user's site final test report) appears in the form of 
a document. Such a document specifies the conclusions of the testing committee about 
the final software. Thus, the document is modelled (specified) in terms of the following 
attributes: date of issuance, decision makers (essentially representatives from the user 's 
side, but may include others from the developer 's side), conclusions, overall validation result, 
and recommendations, if any. In this context, the final test report, characterized by these 
attributes, as well as the test plan (assigned with the values of actual results) represent two 
pieces of evidence to be submitted to the FDA for a testing process which took place at the 
user's site, where the actual hardware and software are used. 

Relationships 

The co-attribute and time-stamp relationships, detailed in chapter three, are the only two 
relationships over the attributes of this product. 

4.6.5 User Site Testing, the big picture 

The typical tasks (subprocesses) of the testing activity (process) undertaken at the user's 
site have been described. Each subprocess has been described in terms of input and output 
products. These products were modelled (specified) as black-box systems characterized 
by attributes whose measurement scale types are defined. The relationships among these 
attributes were also annotated. Abstractly, and as described in the following figure, the 
user site testing process has the "Requirements Of User Site Testing" as its input product. 
Whereas it has the "User Site Testing Outcome Report" as its output product. 

The "Requirements Of User Site Testing" takes the form of a document. Such a document 
references the input products of the subprocesses of user site testing activity (process). 
In more detail, the "Requirements Of User Site Testing" references the "User Acceptance 
Testing Necessities Document" , "Developer-User Test Plan", "User's Site Test Evaluation 
Report" and the "User's Site Tickets (Defects) Document" . In the same manner, the "User 
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ReQuirements Of User Site Testing 
User Site Testing user site testing Outcome Report 

Figure 4.39 . User Site Testing activity (process) 

Site Testing Outcome Report" references the output products of the subprocesses of the 
user site testing. In more detail, the "User Site Testing Outcome Report" references the 
"User's Test Plan (Test Cases with Actual Values)", "User's Site Test Evaluation Report", 
"User 's Site Tickets (Defects) Document" and the "User's Site Final Test Report". Such 
a description of this activity (process) goes with the P /p methodology requirements in the 
sense that user site testing process has only a single input product and a single output 
product. 

From a marshalling perspective, the subprocesses of the user site testing have to under­
taken in the sequence in which they were described. In other words, no parallel execution 
is possible between these processes. This is due to the fact that the output product of each 
process represents the input product of the subsequent one. 

Similarly to any other activity (process) defined in [FDA 2002], the Product/process 
(P /P) approach represents any engineering problem in terms of processes and product. Thus, 
we used to model (specify) the user site testing activity (process). The FDA guidance de­
scribes this activity in terms of other typical tasks (subprocesses). For each typical task, 
we described it as given in the FDA guidance [FDA 2002] followed by its input and output 
products being modelled. The modelling mechanism aims to provide a simplified represen­
tation of the products in terms of attributes which characterize them, relationships among 
these attributes as well as measurement scales for these attributes. Such a specification helps 
software producers in measuring the attributes of these products. Furthermore, it forms a 
basis for the evaluation of these products afterwards. 

4. 7 Maintenance & Software Changes 

Maintenance & software changes is the last activity which is recommended to be under­
taken in [FDA 2002]. Therefore, it is described, similarly to other activities (processes) , in 
terms of other typical tasks (subprocesses) that are concerned with the preparation of some 
products [FDA 2002]: 

• Software Validation Plan Revision 

• Problem Identification and Resolution Tracking 
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• Anomaly Evaluation 

• Proposed Change Assessment 

• Documentation Updating 

• Task Iteration 

The FDA guidance [FDA 2002) stresses on the difference between software maintenance and 
hardware maintenance in the sense that software maintenance includes corrective, perfective 
and adaptive maintenance but not preventive maintenance or component replacement as 
in hardware maintenance. By corrective maintenance the guidance means 'changes made 
to correct errors and faults in the software' [FDA 2002). In the same manner, perfective 
maintenance is described as 'changes made to the software to improve the performance, 
maintainability, or other attributes of the software system' [FDA 2002). Whereas adaptive 
maintenance is described as 'software changes to make the software system usable in a 
changed environment' [FDA 2002). 

4. 7.1 Software Validation Plan Revision 

The process of revising the software validation plan is a typical task (subprocess) of the 
maintenance & software changes activity (process). This process is concerned with planning 
for validation of newly changes or any updates. In other words, the software validation plan 
is concerned with describing the validation effort of software changes. 

Definitions 

The guidance states that the 'validation effort necessary for each software change is deter­
mined by the type of change, the development products affected, and the impact of those 
products on the operation of the software' [FDA 2002]. Therefore, the validation plan is 
mainly concerned with demonstrating that any new change has been tested before it is 
plugged into the software. It is further concerned with demonstrating that all other compo­
nents are not negatively impacted by such a change. 

Attributes 

The following figure describes the process of "revising the software validation plan". This 
process has the "Software Change Requirements" as its input product. This product takes 
the form of a document. It references both the "Design Communication Link Analysis 
Document" and the "Software Change Description Documentation". For its output product, 
this process has the "Revised Software Validation Plan". 
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Figure 4.40. Revising the software validation plan 

The software change description documentation describes the change to be undertaken. 
In more detail, the change is handled as a feature which has to be implemented. As described 
in the requirements development section, a feature is described as a set of requirements 
description. Each requirement description is characterized by the following attributes: re­
quirement I d, requirement type, requirement specification type and specified requirement. On 
the other hand, the design communication link describes the components of the system. 
Since this description shows the dependencies between system components, it tells which 
components are affected by such a change. 

A revised software validation plan is the output product of this process. It describes the 
set of validation tasks similarly to the verification & validation plan (detailed in the quality 
planning activity). Indeed, each validation task description is a sub-product of the validation 
plan. As previously described, a validation task description is characterized by the following 
attributes: task name, personnel description, time, task duration, location, task complexity, 
description of the acceptance criteria, equipment description and effort. These attributes 
suffice the description of the validation task, the key sub-product of the software validation 
plan. Therefore, no new attributes are added herein. However, new validation tasks for the 
newly added/modified features will be added to the set of all validation tasks. 

Relationships 

Likewise the relationships among attributes of the V&V plan, and in addition to the co­
attribute and time-stamp relationships, the following two relationships exist among at­
tributes of the revised software validation plan: resources-duration-effort conformance and 
task difficulty-level of expertise. These relationships are the elements of the RB set. 

4. 7.2 Problem Identification and Resolution Tracking 

Problem identification and resolution tracking is a typical task (subprocess) of the mainte­
nance & software changes activity (process). This task is concerned with identifying the flaws 
that are discovered during the validation of the newly implemented software changes. Fur­
thermore, it is concerned with entering these flaws as defects in the problem (bug) tracking 
system. 
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Definitions 

The FDA guidance states that call problems discovered during maintenance of the software 
should be documented ' [FDA 2002]. In a sense, the flow of any problem (defect) found 
during maintenance should follow the defect lifecycle defined in the problem reporting and 
resolution procedures documentation. 

Attributes 

The following figure describes the ((problem identification and resolution tracking" process. 
The ((Revised Software Validation Plan" is the input product to this process. Whereas this 
process has the ((Software Changes Tickets (Defects) Document" as its output product. 

Revised Software problem identificatioll Software Changes 

Validation Plan and resolution tracking Tickets (Defects) 
Document 

Figure 4.41. Problem identification and resolution tracking 

The input product to this process was modelled (specified) in the previous process. There­
fore, it is not reconsidered in this section. The acceptance criteria of each validation task 
is described in the input product. Thus, those tasks which do not meet their acceptance 
criteria are identified as defects. These defects will be entered to the problem tracking sys­
tem. In this context, the output product is a printout of those defects which resulted from 
the change. Each defect (ticket), as in the problem reporting and resolution procedures, 
is characterized by the following attributes: ticket Id; urgency; ticket (bug) status; ticket 
summary; reported by, assigned to, tested by, verified by; and the time at which the ticket 
status is changed. These attributes are the sufficient descriptions of any defect, detected as 
a result of software change, from the time of its issuance till it is resolved. 

Relationships 

The relationships among attributes of the ticket definition were thoroughly specified. Also, 
the ones among attributes of the software validation plan were previously detailed. 

4. 7.3 Anomaly Evaluation 

The evaluation of discovered anomalies is another typical task (subprocess) of the mainte­
nance & software changes activity. An anomaly evaluation document results from an analysis 
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to the discovered flaws (defects) and it contains the recommendations to be considered in 
order to avoid the recurrence of these anomalies in the futl;lre . 

Definitions 

The FDA guidance states that software anomalies should [FDA] be 'treated as symptoms of 
process deficiencies in the quality system' [FDA 2002]. Thus, anomaly evaluation (analysis) 
has to be conducted. The motivation of such analysis is that software defects are usually 
repeated and recurred. 

Attributes 

The following figure describes the "anomaly evaluation" process. Such a process has the 
"Software Changes Tickets (Defects) Document" as its input product. On the other hand, 
it has the "Anomaly Evaluation Document" as its output product. 

Software Changes anomaly evaluation Anomaly Evaluation Tickets (Defects) 
Document Document 

Figure 4.42. Anomaly evaluation 

The software changes tickets (defects) document is the input product of this process. 
Since it has been already modelled, it is not reconsidered in this section. Whereas, the 
anomaly evaluation document is the output product of this process. It is mainly concerned 
with describing high level recommendations to be considered in order to avoid the recurrence 
and repetition of detected software defects. The tickets (bugs), maintained in the problem 
tracking system (bug tracking system) and appeared in the software changes defects (tickets) 
document, will be analysed to reach such recommendations. Thus, the anomaly evaluation 
document can be modelled in terms of the following attributes that describe (characterize) 
it : 

• Evaluation committee; describes all members, identified by their names and job 
descriptions, who participate in the anomaly evaluation. 

• Strategies used; describes the set of all strategies (mechanisms) , each described as 
pieces of text, that are followed to reach the recommendations in this document. These 
strategies are well-known in the literature and thus they can just be referenced. An 
example of such a strategy as given in [FDA 2002] is "root cause analysis of anomalies" . 

• Observations; describes the set of all observations, each described as pieces of text, 
that are remarked by any of the evaluation committee members. 
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• Conclusions; describes the set of all conclusions, each described as pieces of text, that 
are reached by the evaluation committee members. 

• Recommendations; describes the set of all recommendations, each described as 
pieces of text, which obtained the consensus of the evaluation committee members. 

• Components affected; describes the set of all components, each nominally specified, 
to be reconsidered as per the recommendations made by the committee. 

Specifying the attributes which characterize this product facilitates the development of this 
product. Furthermore, it enables evaluating it afterwards as the output product of the 
anomaly evaluation process. 

Relationships 

For the anomaly evaluation document, the co-attribute relationship and time-stamp rela­
tionship are the only two relationships in the Rs set. 

4. 7.4 Proposed Change Assessment 

Proposed change assessment is another typical tasks (subprocess) of the maintenance & 
software changes activity (process). It is concerned with ensuring that all validation tasks 
for the new changes are assessed. 

Definitions 

In this context, the FDA guidance requires that 'all proposed modifications, enhancements, 
or additions should be assessed to determine the effect each change would have on the 
system' [FDA 2002]. Such an assessment is the determinant of the magnitude of effort 
needed to validate the new features and other components which may be affected by the 
change. 

Attributes 

The way in which the process of "revising the software validation plan" was specified implic­
itly included this process. In more detail, revising the software validation plan has the the 
software change requirements document as its input product. Such a document references 
both the design communication link analysis and software change description documenta­
tion. Software change description documentation which describes the change to be under­
taken is also specified in terms of its attributes. The design communication link describes the 
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components of the system. Since this description shows the dependencies between system 
components, it tells which components will be affected by such a change. Thus, the vali­
dation effort is estimated and specified in the software validation plan per each validation 
task. 

As a reminder, the revised software validation plan describes the set of validation tasks. 
Each validation task description is a sub-product of the validation plan. It is characterized 
by the following attributes: task name, personnel description, time, task duration, location, 
task complexity, description of the acceptance criteria, equipment description and effort. 

Relationships 

As previously described, the relationships among attributes of the revised software validation 
plan are the same ones that exist among attributes of the software validation plan. 

4. 7.5 Documentation Updating 

Documentation updating is a typical task of the maintenance & software changes activity 
which is recommended to be undertaken in [FDA 2002). This task is concerned with ensuring 
that all documents affected by a software change are identified in order to be updated, before 
the change itself is implemented. 

Definitions 

The FDA guidance addresses documents that may be impacted by any software change. The 
guidance requires these documents to be maintained up-to-date. In fact, the FDA guidance 
states that all specification documents should [FDA) be 'updated before any maintenance 
and software changes are made' [FDA 2002). 

Attributes 

The following figure describes the "documentation updating" process. Such a process has 
the "Software Change Requirements" as its input product. On the other hand, the process 
has the "List Of Affected Documentation" as its output product. As previously described, 
the software change requirements document references both the software change description 
documentation and the design communication link analysis. The software change description 
documentation describes the change to be undertaken. Whereas, the design communication 
link analysis shows the main software components and the dependencies among them. 

Given the software change as described in the software change description documentation, 
and the design communication link analysis which describes the components that will be 
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documentation 
updating 

List of Affected 

Figure 4.43. Documentation updating 
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affected by such a change, the list of affected documentation contains all documents which 
will also be affected by undertaking this change. The List of affected documentation has the 
document description as its key sub-product. This product is characterized by the following 
attributes: 

• Document name; describes, in a nominal scale, the document which has to be updated 
as a result of the proposed change. 

• Document section; describes , in a nominal scale, the particular section of the document 
which is affected by the proposed change and thus it has to be updated. 

• Change summary; describes, as pieces of text, the modification steps which have to be 
undertaken in order to make sure that the document is maintained up-to-date. 

Similarly to any other product, these attributes represent the elements of the EB set as per 
the formal definition of a black-box system (SB=(EB,RB)). 

Relationships 

For the relationships among the attributes of this product, the co-attribute relationship and 
time-stamp relationship are the only two relationships in the RB set. 

4. 7.6 Task Iteration 

Task iteration is a typical task (subprocess) of the maintenance & software changes activity 
(process). It is concerned with ensuring that changes are implemented correctly, have no 
negative effect on the original components and all documents affected by these changes are 
also updated. 

Definitions 

The FDA guidance requires that validation tasks should [FDA] be performed to 'ensure that 
planned changes are implemented correctly, all documentation is complete and up to date, 
and no unacceptable changes have occurred in software performance' [FDA 2002]. 
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Attributes 

The following figure describes "task iteration" process. Th~s process has "Software Changes 
Documentation" as its input product . Whereas the process has the "Software Changes 
Validation Confirmation" as its output product. 

Software Changes task iteration Software Changes 
Documentation Validation Confirmation 

Figure 4.44. Task iteration 

In this context, "Software Changes Documentation" references the "Revised Software 
Validation Plan", "Software Changes Tickets (Defects) Document" and the "List of Affected 
Documentation". Therefore, and given these pieces of evidence, this process is concerned 
with ensuring that all new changes have been validated, defects resulted from these changes 
have been resolved and documents specified in the list of affected documentation have been 
updated. Only then, this process produces the "Software Changes Validation Confirmation". 
The procedures (steps) followed by medical software producers to confirm the correct im­
plementation are left out to software producers. However, and as specified in the modelling 
structure, some comments and suggestions are given. In this sense, regression testing should 
be carried over samples of the original test cases to make sure that no negative effect has 
been introduced. Furthermore, an auditing process should be undertaken over document 
modifications in order to make sure that the updates were successfully done. Likewise, an 
auditing process should be carried to ensure that reported anomalies were successfully fixed , 
tested and verified. On the other hand, the software changes validation confirmation takes 
the form of a document which describes the committee members who participated in the final 
verdict that the software changes were successfully validated, in addition to their validation 
strategy as well as any comments. 

Relationships 

For relationships over attributes of the input product , the relationships among attributes 
of the ticket definition have been already specified. Also, the ones among attributes of the 
software validation plan were detailed. For the relationships among attributes of the list of 
affected documentation, only the co-attribute and the time-stamp relationships exist among 
these attributes. 

On the other hand, for relationships over attributes of the output product (software 
changes validation confirmation), the co-attribute and time-stamp relationships are the only 
ones. 
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4. 7. 7 Maintenance & Software Changes, the big picture 

The typical tasks (subprocesses) of maintenance & software changes activity (process) have 
been described. Each subprocess has been specified in terms of input and output products. 
These products were modelled (specified) as black-box systems characterized by attributes 
whose measures are defined. The relationships among these attributes were also pointed out. 
The following figure gives an overall description to the "maintenance & software changes'.' 
process. Such a process has the "Software Changes Listing" as its input product. Whereas, 
it has the "Software Changes Validation Report" as its output product. 

Software Changes 
Listing 

maintenance & 
software changes 

Software Chanqes 
Validation Repor.t 

Figure 4.45. Maintenance & Software Changes activity (process) 

In this sense, The "Software Changes Listing" takes the form of a document. Such a 
document references the input products of the subprocesses of the maintenance & software 
changes process. In other words, the "Software Changes Listing" references the "Software 
Change Requirements", "Revised Software Validation Plan", "Software Changes Tickets 
(Defects) Document" and "Software Changes Documentation" . On the other hand, the 
"Software Changes Validation Report" references the output products of the subprocesses of 
the maintenance & software changes process. In other words, the "Software Changes Valida­
tion Report" references the "Revised Software Validation Plan", "Software Changes Tickets 
(Defects) Document", "Anomaly Evaluation Document", "List of Affected Documentation" 
and "Software Changes Validation Confirmation". Similarly to other activities, the descrip­
tion of this activity (process) goes with the P /p methodology requirements in the sense that 
this process has only a single input product and a single output product. 

From a marshalling perspective, both "revising the software validation plan" and "docu­
mentation updating" can work in parallel. However, the "problem identification and resolu­
tion tracking" has to wait for the "revising the software validation plan" process to produce 
the "Revised Software Validation Plan" in order to start. Likewise the "anomaly evaluation" 
has to wait for the "problem identification and resolution tracking". Lastly, the "task itera­
tion" process has to wait for "revising the software validation plan", "problem identification 
and resolution tracking" and "documentation updating" processes to finish in order to start. 

In conclusion, the Product/process (P jp) method is used to model maintenance & soft­
ware changes activity of the FDA validation approach. The (P /p) modelling approach takes 
a generic systems approach in simplifying any engineering problem to be represented as a 
set of products and processes. Thus, the products of these typical tasks (subprocesses) are 
modelled (specified) in terms of attributes which characterize each product. Measures were 
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given to these products. Relationships over these attributes were also described. Such a 
specification facilitates the evaluation of these products. 

4.8 Summary 

The FDA has published guidance documents concerning medical software validation. In 
more detail, the FDA guidance [FDA 2002) describes the software lifecycle in terms of some 
activities (phases). These activities are: quality planning, requirements, design, construction 
or coding, testing by the software developer, user site testing and maintenance & software 
changes. For each of these activities, the FDA guidance recommends some typical tasks to 
be undertaken and some deliverables to be prepared. The FDA believes that undertaking 
these typical tasks as well as the preparation of these deliverables supports the conclusion 
that the software is validated. 

The guidance documents published by the FDA do not explicitly state what are the 
entities to be measured (processes or products of these processes), what attributes they 
should have, which characterize the products/processes, and even what kind of scale is 
needed to measure each attribute. Certainly, this leaves much room for subjective judgment 
and misunderstanding. 

To overcome this problem, we used the Product/process (P /p) method to model the 
activities as defined by the FDA validation approach in [FDA 2002). The (P/p) modelling 
approach, introduced by Myers and Kaposi in [Myers and Kaposi 2004], tends to be sys­
tematic and generic. It models any engineering problem as a set of products and processes. 
Thus, we described each validation-supportive activity in the FDA approach, as per the P /p 
methodology, as a process with input and output products. After that, we modelled each 
product in terms of attributes that characterized it. Furthermore, we defined the measure­
ment scale types of each attribute as well as the relationships among attributes. In essence, 
the modelling activity does not aim to impose a definitive proposal on the FDA. Instead, it 
aims to illustrate the existing problems and the way in which these matters could be handled. 

In brief, we illustrated the need for a precise agreement between software producers and 
certification authorities. Such an agreement should be explicit in order to be able to impose 
a contract between the two parties. By contract we mean a clear and explicit specification 
which describes the objects (products) that are subject to assessment, the measurable at­
tributes that characterize them, the measurement scales types of these attributes as well as 
the interrelationships among them. 



Chapter 5 

Conclusion and Future work 

This chapter describes the conclusions reached at the end of this thesis. It further describes 
the future work that may result from this thesis. 

5.1 Conclusion 

The FDA is a public agency that is concerned with the certification of medical device soft­
ware. The FDA has published several guidance documents to express its current thinking 
about medical software validation. However, these guidance documents are not explicit 
enough to impose a contract between software producers and certification authorities. In 
this context, a contract means a clear and explicit specification which describes the objects 
that are subject to assessment, the measurable attributes that characterize them and the 
assessment procedures that are sufficient to tell whether the product is at a satisfactory 
quality or not. 

In this thesis, we questioned the clarity and feasibility of the FDA approach for evaluating 
and certifying medical software. We evaluated the FDA approach by examining the guidance 
documents published by the FDA. In this sense, we started this thesis by showing the 
drawbacks of the current FDA validation approach as they appear throughout the FDA 
guidance documents. These drawbacks manifest in the inconsistency and the vagueness 
of the FDA validation function. For evidence of inconsistency, we showed the overlapping 
of the FDA approach between process and product evaluation. Furthermore, we showed 
how the FDA guidance document [FDA 2002] had no consistent approach to tackle the 
validation of deliverables (products). For evidence of vagueness, we described how the FDA 
guidance documents neither defined the attributes of the evidence to be measured, nor did 
they define the acceptable values for these attributes. We made these deficiencies obvious 
when the FDA validation approach was compared with another evaluation approach, the 
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Common Criteria (CC) for Information Technology Security Evaluation. Despite its focus on 
evaluating software security capabilities, the systematic methodology, which the CC follows, 
clearly defines the evaluation activities (the aspects which the FDA approach lacks). 

From the FDA perspective, the FDA guidance document [FDA 2002] considers validation 
as an activity which should be planned at the very beginning of software development. 
Therefore, the guidance recommends some activities to be undertaken and some deliverables 
to be prepared during software development. However, and even for the deliverables of 
the FDA activities, the guidance does not explicitly describe the characteristics of these 
deliverables despite their crucial participation in the decision whether the software is at a 
satisfactory quality and it should be certified or not. Certainly and as described in chapter 
two, this leaves much room for subjective judgment and misunderstanding. 

After highlighting the drawbacks of the FDA validation approach as they appear in 
the second chapter of this thesis, we believe that the FDA validation approach leads to 
confusion in the minds of both software producers and evaluators and it may well lead to 
lower quality software than desired being certified. To overcome this problem, the FDA 
validation approach has to be simplified and expressed in a more explicit manner. Thus, 
we considered modelling in the third chapter. P fp modelling helps in providing a simplified 
representation for any engineering situation. P fp modelling methodology represents any 
engineering problem as a system with processes and products. Therefore, we described each 
activity of the FDA validation approach as a process which composes other subprocesses that 
in turn have input and output products. Moreover, we modelled (specified) these products 
in terms of attributes that characterize them, along with the measurement scales of these 
attributes. Furthermore, we explained the relationships among attributes of these products. 
This specification forms the basis for measuring these attributes and, accordingly, validating 
these products by software producers. It also forms the basis for certifying the products by 
the FDA staff. In more detail, we used the P /p modelling methodology to specify the FDA 
validation approach in a more simplified way. This was accomplished by describing the FDA 
processes with their input and output products. We modelled (specified) these products 
in terms of attributes which characterize them. We further accompanied each attribute 
with a measurement scale type which describes the type of the value that will be given to 
this attribute. Moreover, we explained the interrelationships, relationships among attributes 
of the same product as well as relationships among attributes of different products. The 
description of these relationships aimed to ensure that some essential and required properties 
are maintained. 

In response to preserving the flexibility characteristic of the FDA approach, we did not 
specify the measurement procedures that will be followed to measure these attributes and 
validate their measured values by software producers. Nevertheless, we suggested some pro­
cedures to be used. This enables software producers to choose the measurement methodology, 
which they believe to be most feasible, from the software engineering literature. However, 
the software producer has to document the measurement methodology which was used, or 
even reference it. 

In conclusion, we have the activities of the FDA validation approach modelled in terms 
of input and output products. The products are modelled in terms of attributes that charac-
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terize them and relationships among these attributes. The attributes are defined as measures 
in the sense that measurement scale types are given to these attributes. The measurement 
procedures that are followed by software producers in measuring these attributes should be 
documented by software producers. On the other hand, the FDA has to define the accep­
tance/rejection criteria which would be approved and followed in evaluating these products. 
The acceptance criteria are dependent on the variances discovered, during an audit, between 
actual values and accepted values of products' attributes. This evaluation (certification) 
mechanism is outside the scope of this thesis. However, we will touch on it in the following 
section. 

5.2 Future work 

As future work motivated by this thesis, objective certification criteria can be defined hand 
in hand with the FDA. Such certification criteria will describe the accepted level of tolerance 
for each attribute and, consequently, for each product. In a more detailed flow, the software 
producer has to submit evidences to the FDA staff which prove that the products' attributes 
have been measured and validated in accord with specific measurement procedures and 
validation methodology. After that, the FDA will hold an auditing activity to make the 
decision whether these products and, accordingly, the medical software have to be certified or 
not. The decision should be made based on a defined criterion which shows the actual faults 
detected per a product attribute versus the acceptable faults per a particular attribute of the 
product. This approach supports the fact that some attributes may have more significance 
and, thus, more weight than others in approving the product. 
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