


























































































































































































































































































































PhD Thesis — X.-Y. Hu — McMaster — Computing and Software

by using a filtered tick predicate. Figure 5.14 shows the definition of the
FilteredTickPred type in PVS.

FilteredTickPred?(P: PRED[tick]): bool =
(FORALL tO:
P(t0) /= P(next(t0)) =>
(FORALL (t: tick[delta_t] | t0 < t AND t <= t0 + Tmax):
P(next(t0)) = P(t)))
AND (FORALL (t: tick[delta_t] | t <= Tmax): P(t) = P(0))

FilteredTickPred: TYPE+ = (FilteredTickPred?)

Pf: VAR FilteredTickPred

Figure 5.14: Definition of FilteredTickPred

The definition of FilteredTickPred ensures that the spike scenario
described in Figure 5.13 will not occur. It also restricts the input value so that

it cannot change before the second sample point occurs, using the condition
(FORALL(t:tick[delta_t] |t<=Tmax) :P(t)=P(0)).

In this way, it is guaranteed that during the implementation process, we can
capture all the critical changes that occur in the physical domain, through the
defined sample instances. The variable Pf, of type FilteredTickPred, will be

used in verifying the Held_For_I operator.

5.3 A more detailed Implementation Roadmap

The rest of Chapter 5 and Chapter 6 cover the PVS theories Held_For,
TimerGeneral, SensorLock and DelayedTrip in sequence. These PVS the-
ories contain over 200 lemmas, theorems and TCCs. Here we provide the
readers with a roadmap which highlights the major theorems that connect the
PVS theories in Figure 5.15.

The lower part of the figure is covered by Sections 5.4 and 5.5. Sec-
tion 5.4 presents the Held_For theory which includes the theorems that verify
Held_For_I against the high level requirements (FTRs and PTRs) presented
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Figure 5.15: A Detailed Roadmap of Implementation

in Section 3.2. This ensures that we can apply the Held_For_I function in the
“pseudo” version of the requirements for the two examples in PVS. Section 5.5
presents a Timer_S function which implements Held_For_S. Based on the
Timer_S function, the Timer_I function is defined to implement Held_For_I.

Two important general theorems TimerGeneral_S and TimerGeneral_I which
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verify these implementation results are also provided.

In the top part of Figure 5.15, we show the pseudo-SRS and SDD
breakdown diagrams of the Sensor Lock and Delayed Trip examples. Both of
them use the Held_For_I function to specify the timing requirements in the
“pseudo” version of the SRS, and customize the Timer_I design by reusing
the function TimerUpdate. In the Sensor Lock System example (shown in
Section 6.1), we use the 1LockDly_Timer theorem to show the equivalence
between the customized timer design and the original Timer_I design. The
pseudo-SRS of the Delayed Trip System in PVS (shown in Section 6.2) is spec-
ified with the nested Held_For_I functions, which requires two customized
timers to implement the system. Therefore, two PVS theorems Timer1l_Timer
and Timer2_Timer are created to show their equivalence to the original Timer_I
design. We use these theorems and the general theorem TimerGeneral_ I
to provide the linkage between the Held_For_I in the pseudo-SRS and cus-
tomized timer design in the SDD, which greatly reduces the effort for us to
verify both of the examples. The effort required to verify the TimerGeneral_I
theorem takes over 500 PVS commands to complete. This part of the work
has been successfully reused in the verification of the target theorems
SenLock_Block and DelayedTrip_Block of both examples.

At this stage we provide only an overview of our major results. In the

following sections, we will explain Figure 5.15 in detail, step by step.

5.4 Verification of Held For I Based on High

Level Requirements

Figure 5.15 shows high level requirements we introduced in Section 3.2 and the
pseudo Software Requirement Specifications (SRS) of Sensor Lock and Delayed
Trip Systems, in which we would like to apply the Held_For_I function as an
intermediate step linking the our design and the requirements. In this section,
we present the Held_For theory which contains the theorems that connect
the Held_For_I function back to the high level requirements, based on the

step one of the verification process in Section 2.2. To achieve this we have
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to verify that the Held_For_I function (with a sustained duration of d —
dL) conforms to the functional timing requirements (FTRs) and performance
timing requirements (PTRs). Let Pf denote a filter tick predicate variable and
P denote a tick predicate variable, we go through the following propositions
to verify Held_For_I.

Proposition 5.4.1. (Pf) Held_.For(d,5L,6R) is TRUE, if and only if there
exists a duration ¢ (d — 0L < z < d+ 0R), such that Pf is TRUE for z.

Proposition 5.4.1 is trivial based on the functional timing require-
ments in Section 3.2, but it is critical to verify the Held_For_I operator
against it. We create the PVS theorem shown in Figure 5.16, to specify that
there should always be a duration x that is within the range of tolerance
[d-delta_L,d+delta_R], such that

Held_For_I(Pf,d-delta_L,Sample) (t)=Held_For_P(Pf,x)(t)).

Once again, the filtered tick predicate Pf needs to be applied here to prove
Held_For_I(Pf,d,Sample) (t) IMPLIES Held_For_P(Pf,x)(t), as shown in

Section 5.2.2.
Held_For_I_VERIFY_TRO: THEOREM
Tmax /= Tmin AND Feasible_PerfectClock(d) IMPLIES
(FORALL (Sample: SampleTick_Type, t: tick):

(EXISTS (x: time | x >= d - delta_L AND x <= d + delta_R):
Held_For_I(Pf, d - delta_ L, Sample)(t) = Held_For_P(Pf, x)(t))

OR

(NOT P£(t) AND
Pf (Sample(Left_Sample(Sample, t))) AND

Sample (Left_Sample(Sample, t)) >= t - Tmax))

Figure 5.16: PVS Theorem Held_For_I_TR0O

There is one scenario shown in Figure 5.17 where Held_For_P(Pf,x) (t)
and Held_For_I(Pf,d-delta_L,Sample) (t) do not agree. This only hap-
pens when t is not a sample point, Pf(t) is FALSE, and Held_For_I and
Held_For_P are both TRUE at the last sample point. In this case, the input Pf
has just changed since the last sample point Sample (Left_Sample (Sample,t)),
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Figure 5.17: Response Allowance Scenario for PVS Theorem Held _For I_TRO

and we can prove that the time elapsed is still within the Response Allowance,
which is Tmax.

Note that in the theorem we need to add Feasible_PerfectClock(d)
as one of the premises in order to get this proposition proved in PVS. This
means that only in the Perfect Clock environment assumption can we use
Held_For_I(Pf,d-delta_L,Sample) to specify the high level requirement
(Pf) Held_For(d,éL,6R). During the course of the PVS verification work,
it was also necessary to instantiate the feasibility result in Chapter 4, the gen-
eral theorem PerfectClock_ALLCASES. For the complete proof, readers are
referred to the Held_For.prf file in the attached CD.

Proposition 5.4.2. (P) Held_For (d,dL,dR) is TRUE, if the condition P has
been TRUE for d+ 0 R or longer.

As shown in the example in Figure 3.1, when the condition m_signal >
setpoint has been TRUFE for d + 0R, c_result must always trigger and equal
TRUE. In PVS, we formalize the requirement as theorem
Held_For_I_VERIFY_FTR4, as shown in Figure 5.18. It states that when the
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tick predicate P has been TRUFE for a period of d+delta_R, the Held_For_I
operator must be TRUE.

Held_For_I_VERIFY_FTR4: THEQOREM
Tmax /= Tmin AND Feasible_PerfectClock(d) IMPLIES
(FORALL (Sample: SampleTick_Type, t: tick):
(Held_For_P(P, d + delta_R)(t) IMPLIES
(FORALL (t1: tick
| t1 >= Sample(Left_Sample(Sample, t)) AND
tl < Sample(Left_Sample(Sample, t) + 1)):
Held_For_I(P, d - delta_L, Sample)(t1))))

Figure 5.18: PVS Theorem Held _For I_VERIFY_FTR4

The timing condition “m_signal > setpoint being TRUE for d+JR” is
formalized as Held_For_P(P,d+delta_R) (t) in PVS. The verified consequent
is that the operator Held_For_I(P,d-delta_L,Sample) produces a TRUE
value at all the clock ticks between two sample points,
Sample(Left_Sample(Sample,t)) and Sample(Left_Sample(Sample,t)+1).

Proposition 5.4.3. (P) Held_For (d,0L,6R) is FALSE, if the condition P
has been TRUE for less than d — 6 L.

Again, based on the Figure 5.18, this functional timing requirement
specifies that at any sample point, if the predicate P has continuously been
TRUE only for an interval less than the period d — § L, the Held_For_I oper-
ator must not produce TRUE. Figure 5.19 shows the corresponding theorem
formalized in PVS. The timing condition “if the predicate P has continuously
been TRUF only for an interval less than the period d — §L” is formalized as
NOT Held_For_P(Pf,d-delta_L) (Sample(n)) in PVS.

Held_For_I_VERIFY_FTR2: THEOREM
FORALL (Sample: SampleTick _Type, n: nat):
(NOT Held_For_P(Pf, d - delta_L)(Sample(n)) IMPLIES
(FORALL (t: tick | t >= Sample(n) AND t < Sample(n + 1)):
NOT Held_For_I(Pf, d - delta_L, Sample)(t)))

Figure 5.19: PVS Theorem Held For I VERIFY_FTR2

As shown in Figure 5.13, the input signal P could potentially include

a “spike” and the sample instances may miss this behavior and result in a
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difference between Held_For_P and Held_For_I. Therefore, it is important
to use the filtered tick predicate variable Pf instead of an unrestricted tick
predicate P. Based on this assumption, we have proved that the operator
Held_For_I(Pf,d-delta_L,Sample) is FALSE at all the clock ticks from

that sample point, until the next one.

Proposition 5.4.4. Once (P) Held_For (d,0L,3R) becomes TRUE, it must
stay TRUE if the condition P stays TRUE.

In PVS, we need to verify that if the Held_For_I operator is TRUFE
at a certain clock tick, it must maintain the value TRUE at the next sample,
provided the predicate P(t) is TRUE at that time. Correspondingly, we
created and proved the PVS theorem Held_For_I_VERIFY_FTR3, as shown in
Figure 5.20.

Held_For_I_VERIFY_FTR3: THEOREM
Held_For_I(P, d - delta_L, Sample) (Sample(n)) AND P(Sample(n + 1))
IMPLIES
(FORALL (t: tick | t >= Sample(n + 1) AND t < Sample(n + 2)):
Held_For_I(P, d - delta_L, Sample) (t))

Figure 5.20: PVS Theorem Held_For I_VERIFY_FTR3

The verification of the performance timing requirement Timing Reso-

lution becomes trivial based on the Sample definition that
Vn : Sample(n + 1) — Sample(n) € [Tiin, Trmaz)-

This guarantees that Held_For_I is sampled within the 7iming Resolution
(Tynaz).- The Response Allowance verification is covered by Held_For_I_TRO
theorem.

Summary

In this section we have verified the Held_For_I operator based on the high
level timing requirements. Most of our theorems can only be proved under the
assumption Feasible_PerfectClock(d), which emphasizes the importance of

the feasibility analyses we developed in the previous chapters. In other words,
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only when the environment satisfies the Perfect Clock feasible conditions, can
we apply Held_For_I (with the duration d — 6L) as an intermediate operator

in the “pseudo” requirements in PVS.

5.5 Implementation of Held_For

To implement and verify a real-time system is not an easy task. Usually, the
whole process includes requirements gathering, formalization, design and im-
plementation. When both functional and performance timing requirements
are involved, the requirements specification and design implementation will
become more complicated. In [9], a modularized approach is introduced to
specify and verify the timing behaviors of a real-time system. The approach
is to first design a software component that implements the Held_For opera-
tor without tolerance, and verify it in PVS. Then this pre-verified component
can be used as a Implementation Template in both designing more complex
components and decomposing their design verifications.

In this section, we will present the TimerGeneral theory shown in the
Figure 5.15. We first design a Timer_S to implement the Held_For_S func-
tion, both of them produce the results only at each sample points. As shown
in the Figure 5.15, Timer_I is defined to implement the Held_For_I function.
Both Timer_S and Timer_I are close to industrial practices and pseudo code
language, which can be easily converted into implementation language (e.g.,
C++) [9]. Subsequently in Chapter 6, we will apply the Timer_I implemen-

tation in two more complicated examples: Sensor Lock and Delayed Trip.

5.5.1 Timer Implementation of Held For_I

As a refinement of the Held_For operator with tolerance, the Held_For_I
operator can only be considered as “implementation ready”, but not as a
true implementation. This is because to determine the value of Held_For_I
requires the history of the sample instances of the input P(t). If the duration
d-delta_L is infinitely large, infinitely large memory is required to store the
sample history in order to calculate the value of Held_For_I at the current
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clock tick. Obviously this kind of implementation is not ideal.

Timer_S and TimerUpdate Functions

To implement the Held_For_I operator, we can first design a timer that up-
dates at every sample instance. In Figure 5.21, the Timer_S function updates
the value through a TimerUpdate function, by passing the following informa-
tion: the condition at both the current and last sample instances, the pre-set
timeout value, the previous value of the timer and the elapsed time since the
last update of the timer. Then the TimerUpdate function will update the

timer by returning the latest value.

Timer_S(P, Sample, TimeDut)(ne): RECURSIVE tick =
TABLE
% +
| ne = 0 | TimerUpdate(P(Sample(ne)), FALSE, TimeOut, O, 0) Il
|

%

| ne > 0 | TimerUpdate(P(Sample(ne)), P(Sample(ne - 1)), TimeOut,
Timer_S(P, Sample, TimeOut)(ne - 1),
Sample(ne) - Sample(ne - 1)) ||
Y + -+
ENDTABLE
MEASURE ne

Figure 5.21: Timer_S Function

TimerUpdate(CurrentP, PreviousP, TimeOut, PreviousTimerValue, step): tick =
TABLE

I+ + ———++
3
| [ PreviousTimerValue < TimeOut| PreviousTimerValue >= TimeDut] |

D _— + ’ —— +
J ¥ + ++

| CurrentP AND PreviousP | PreviousTimerValue + step | PreviousTimerValue |
) t + ++
| NOT (CurrentP AND PreviousP) | 0 | 0 Il
% —_—— + e ++
ENDTABLE

Figure 5.22: TimerUpdate Function

In our design, the values of the clock predicate at the current and
last sample instance, P(Sample(ne)) and P(Sample(ne-1)), are passed to
TimerUpdate as the first and second parameters, CurrentP and PreviousP.

The TimerUpdate function will reset the Timer to 0 when any of them is
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FALSE. When both of them are TRUE, TimerUpdate will update the Timer
function by adding the elapsed time (step) to the previous Timer value. If the
previous value has exceed the TimeQut value, the TimerUpdate function will
do nothing but return the previous value to avoid an eventual overflow error.

The Timer_S function determines the current timer step based on two
different conditions and passes it to the TimerUpdate function. When ne=0
we are at the first sample instance and the timer should be set as 0. Therefore,
the timer step step=0 is passed to TimerUpdate. When ne>0, the time that
has elapsed between the current sample instance and previous one needs to
be passed to TimerUpdate as the latest timer step. Then TimerUpdate will
determine whether this step is a valid increment for the timer or not, based

on the values of CurrentP and PreviousP.

Timer_I Function

The Timer_I function shown in Figure 5.23 returns a tick predicate type. It
will take on the value of the Timer_S function at the sample point and keep
the same output at any clock tick going forward until the next sample point.
The definition is based on Timer_S in a way that is similar to how Held_For_I
depends on Held_For_S. The Timer_S and Timer_I functions will implement

Held_For_S and Held_For_I at the sample point and tick levels, respectively.

Timer_I(P, Sample, TimeOut) (t): tick
= Timer_S(P, Sample, TimeQOut) (Left_Sample(Sample, t))

Figure 5.23: Timer.I Function

5.5.2 Verification of the Implementation of Held _For_S

The verification is done by proving the TimerGeneral_ S theorem shown in
Figure 5.24. The theorem states that Held_For_S is TRUE at the current
sample point if and only if the timer has timed out. Here timeout is of

Duration type.
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TimerGeneral_S: THECREM
Held_For_S(P, timeout - delta_L, Sample)(n) IFF
Timer_S(P, Sample, timeout - delta_L)(n) >= timeout - delta_L

Figure 5.24: PVS Theorem TimerGeneral S

Proving this theorem is more complicated than the apparently similar
theorem TimerGeneral [9] (which is the Timer implementation of the Held_For
operator without tolerance). We have constructed over 16 lemmas and theo-
rems to support the proof of this theorem. Readers are referred to the complete
proof code in the attached CD.

5.5.3 Verification of the Implementation of Held _For_I

The TimerGeneral_ S theorem shown in Figure 5.24 proves that the outputs
of the timer design Timer_S and the Held_For_S operator agree at the sample
level. Based on this important result, it is not difficult to prove that the timer
design Timer_I and the Held_For_I operator agree at the tick level. This

result is shown in Figure 5.25.

TimerGeneral_I: THEOREM
Held_For_I(P, timeout - delta_L, Sample)(t) IFF
Timer_I(P, Sample, timeout - delta_L)(t) >= timeout - delta_L

Figure 5.25: PVS Theorem TimerGeneral_l

The proof work of this theorem is simplified after instantiating the
TimerGeneral_S theorem plus two lemmas Timer RELATIONSHIP1 and
Held_For_RELATIONSHIP2A. The Timer _RELATIONSHIP1 lemma reveals the
relationships between Timer_S and Timer_I. The Held_For_RELATIONSHIP2A
lemma reveals the relationships between Held_For_S and Held_For_I. They

are both available in the source code attached in the CD.
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5.6 Summary

In this chapter, we demonstrated how to implement the real-time operator
Held_For with tolerance under the Perfect Clock environmental assumption.
We defined the function Held_For_I as an intermediate operator that can
be applied to the pseudo-requirements in PVS. This function is first veri-
fied based on the high level functional and performance timing requirements
as defined in Section 3.2. Note that only under the feasibility conditions of
the Perfect Clock environment can we prove that Held_For_I conforms to
all the high level requirements we have specified for the Held_For operator
with tolerance. As the concluding theorem of the Perfect Clock environment,
PerfectClock_ALLCASES is the fundamental theorem of the verification. This
result shows the importance of our feasibility analyses in Chapter 3 and 4.
We then presented the PVS function Timer_I as an implementation of
the Held_For_I function and verified this result in PVS through the general
theorem TimerGeneral I. The Timer_I design yields a relatively easy imple-
mentation of the Held_For_I operator. Other equivalent implementations can
be defined, and, in practice, there could be a lot of similar implementations
using the same design pattern. Our objective here is not to create a strict for-
mula for software designers to follow, but to provide a generic design pattern
like Timer_I, so that designers can customize the Timer_I design based on dif-
ferent situations. In the next chapter, we present two examples, both of which
are not as obvious as one might first believe, and our designs vary from the
original Timer_I design. By utilizing the general theorem TimerGeneral_I, a
large amount of the verification work is saved by proving the equivalence of the
customized timer implementation and the original Timer_I implementation.
As a pre-verified result, the PVS general theorem TimerGeneral I is reused

in both examples to reduce the required verification effort.
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Chapter 6
Examples

In this chapter, we provide two examples, Sensor Lock and Delayed Trip, to
illustrate the application of the Held_For operator and the use of the timer
design and general theorem in both implementation and verification. In the
Sensor Lock example (shown in Section 6.1), we will experience the difference
between the SRS and SDD because they update their outputs at tick and sam-
ple level respectively. This again emphasizes the importance of the filtered tick
predicate as the implementation assumption. The Delayed Trip System (DTS)
example is illustrated in Section 6.2, which provides us with a case where the
requirements need to be specified in a more precise level than applying a single
global tolerance. The SRS of this example is specified with nested Held_For
operators with a different tolerance for each of them. The implementation and
verification process demonstrates the flexibility of our approach to handle the
tolerance precisely for each of the timing properties of the system, in contrast

with the global timing tolerance approach.

In both of the examples, the Timer_I design has been a pre-verified
component to guide the implementation, and the general theorem
TimerGeneral _I is instantiated to reduce the verification work. In Section 6.3,
we provide the summary of the effort of these two examples and show that
around 39% and 51% of the verification work has been saved, respectively, by

the pre-verified general theorem.
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6.1 Example: Sensor Lock System

The Sensor Lock System, also called SenLock System, appeared first in [15] as
an industrial example for the PVS real-time (PVS-RT) method. The problem
was redefined to be able to handle arbitrary values of a fixed sample interval
in [9]. In both of the previous attempts, timing tolerance was not considered
during the implementations. In this section, we will introduce the timing

tolerance explicitly in the requirements and verify the design implementation.

6.1.1 Overview of the System

The SenLock System is a watchdog control system. As shown in Figure 6.1,
it monitors the plant parameter Sensor and reacts to send the output “lock”
to shutdown the system, if anomalous behavior is observed for the parameter
Sensor for an extended period of time [15, 34]. Once the system produces a
“channel lock” output to force the shutdown of the plant, the channel will not

be “unlocked” until the manual reset button is pushed.

Sensor S Lock
ensor Loc
———®  SenLock

Reset — RT controller

Figure 6.1: Block diagram for real-time SenLock controller

As shown in Figure 6.1, the SenLock real-time controller takes two
boolean valued inputs, Sensor and Reset, and produces a single boolean valued
output SenLock that is updated at every clock tick. When the value of Sensor
is continuously TRUE for a number of time units or longer, the sensor is
“locked” and Senlock is set to TRUE. Once the sensor is “locked”, it stays
locked until the system is manually reset by setting Reset =TRUE [15, 34].
The initial state of SenLock should be TRUE.
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6.1.2 Software Requirement Specification (SRS)

Figure 6.2 provides an upgraded version of the Software Requirement Speci-
fication (SRS) of the system. This formal tabular definition is based on [9],
except that the Held_For operator has been upgraded to the version with toler-
ance we have discussed in Section 3.2. The first row of the SRS table indicates
that SenLock should be TRUE if sensor has been TRUE for ldelay units or
longer. The remaining three rows indicate that only a manual reset in a safe

sensor input situation can make SenLock FALSE.

Result
Condition SenLock
(Sensor)Held_For (ldelay,5L,dR) TRUE
- [(Sensor) Held_For | Reset | =Sensor | FALSE
(ldelay,dL,5R)] Sensor | No Change
- Reset No Change

Figure 6.2: The upgraded version SRS of SenLock System

Figure 6.3 shows the SRS of the SenLock System in PVS.

Sample: SampleTick_Type

t: VAR tick

ldelay: VAR Duration

sensor, reset: VAR PRED[tick]

SenLock_SRS(sensor, reset, ldelay)(t): RECURSIVE bool =
IF init(t) THEN TRUE
ELSE COND Held_For_I(sensor, ldelay - delta_L, Sample)(t) -> TRUE,
NOT Held_For_I(sensor, ldelay - delta_L, Sample)(t) AND
reset(t) AND sensor(t)
-> SenLock_SRS(sensor, reset, ldelay) (pre(t)),
NOT Held_For_I(sensor, ldelay - delta_lL, Sample)(t) AND
reset(t) AND NOT sensor(t)
-> FALSE,
NOT Held_For_I(sensor, ldelay - delta_L, Sample)(t) AND
NOT reset(t)
-> SenLock_SRS(sensor, reset, ldelay)(pre(t))
ENDCOND
ENDIF
MEASURE rank(t)

Figure 6.3: PVS Definition of Sensor Lock SRS

103



PhD Thesis — X.-Y. Hu — McMaster — Computing and Software

6.1.3 Software Design Description (SDD)

In the SDD of the SenLock System, we define the PVS function ELOCK which
customizes the Timer _I design. This function implements the timer design by
calling the same TimerUpdate function. The output of the ELOCK function is
defined as SDD_State record type, which contains three fields Elock, 1LockDly
and PreviousInput.

Lock_State: TYPE = {Good, Bad, Lock}

SDD_State: TYPE = [# Elock: Lock_State, lLockDly: tick, PreviousInput:bool #]
S: VAR SDD_State

sensor_now, reset_now: VAR bool

ELOCK(sensor: PRED[tick], reset: PRED[tick], ldelay: non_initial_time)

(t): RECURSIVE

SDD_State =
IF init(t)

THEN (# Elock := Lock, lLockDly := O, PreviousInput := sensor(0) #)
ELSE IF t = Sample(Left_Sample(Sample, t))
THEN (# Elock
:= ElockUpdate(sensor(t),

reset(t),
ELOCK(sensor, reset, ldelay) (pre(t)),
ldelay,
t - Sample(Left_Sample(Sample, t) - 1)),

1LockDly

:= TimerUpdate(semsor(t),

PreviousInput
(ELOCK (sensor, reset, ldelay)(pre(t))),
ldelay,
1LockDly
(ELOCK(sensor, reset, ldelay)(pre(t))),
t - Sample(Left_Sample(Sample, t) - 1)),

PreviousInput := sensor(t) #)

ELSE (# Elock := Elock(ELOCK(sensor, reset, ldelay)(pre(t))),
1LockDly
:= 1lLockDly(ELOCK(sensor, reset, ldelay)(pre(t))),
PreviousInput

:= PreviousInput(ELOCK

(sensor, reset, ldelay) (pre(t))) #)
ENDIF
ENDIF

MEASURE rank(t)

Figure 6.4: PVS Definition of Sensor Lock SDD

As shown in Figure 6.4, our approach is to utilize the existing TimerUpdate
function to update 1LockDly and create the ElockUpdate function to update
Elock. PreviousInput is updated at each sample point, which stores the value
of sensor. Thus this field can be used to represent the value of sensor at
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the previous sample point, which is passed to the PreviousP parameter of the
TimerUpdate function to update the timer. This design consideration covers
the fact that usually only the current sampled input sensor(t) is available
for the implementation, while the previous sampled input has to be stored in
the register.

The ELOCK function’s output is refined to three states: Good, Bad and
Lock. Among them, the Lock state is expected to match the SRS output
TRUE. Just as the TimerUpdate function handles the timing properties, the
ElockUpdate function (shown in Figure 6.5) is used to update the output of
the SenLock System. The ELOCK function updates its timer status and output
by calling both TimerUpdate and ElockUpdate functions in a modularized
and flexible way. Figure 5.15 also provide a high level graphic explanation of

this design consideration.

ElockUpdate (sensor_now: bool, reset_now: bool, S: SDD_State,
ldelay: non_initial_time, step: time):

Lock_State =
TABLE
v — + ++
INOT sensor_now AND Elock(8) = Lock AND reset_now |Good | |
Y + ++
|NOT sensor_now AND Elock(S) = Lock AND NOT reset_now |Lock] |
% -— fo—m—tt
INOT sensor_now AND NOT Elock(8) = Lock |Good | |

h + ++

|sensor_now AND (NOT Elock(S) = Lock AND lLockDly(S) + step < ldelay)|Bad ||

3 . -

|sensor_now AND (Elock(S) = Lock OR lLockDly(S) + step >= ldelay) |Lockl |

h———— e Rt tatntet +=———t+
ENDTABLE

Figure 6.5: PVS Definition of ElockUpdate

6.1.4 Implementation Assumptions

During the course of verifying the SenLock System, we have encountered un-
provable obligations. By debugging them in PVS, we have uncovered that
the behaviors of the Reset and Sensor inputs can also cause an inconsistency
between the SRS and the SDD. In order to implement the SenLock System,

we have to make following implementation assumptions:
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Assumption 6.1.1. Consider —~Sensor \ Reset to be the combined input to
the SenLock System. This input should not change its value before the second

sample point.

Figure 6.6 demonstrates the unprovable obligations that we have en-
countered in PVS, which can help us to understand the necessity of this as-
sumption. In the figure, the input Reset A ~Sensor is TRUE starting from
t =0, and turns to FALSE before Sample(1). The SRS updates its status to
be FALSE when t = 6t, right after it passes initial time. The SDD needs to
wait till the next sample point Sample(1) to update its status. In this case, SRS
and SDD disagree at Sample(1), because the input Reset A ~Sensor changes

too early before SDD can respond in the software domain.

PHYSICAL DOMAIN ‘
TRUE |
Reset FALSE NNl PR NN NN NN NN NN NE
ot
TRUE
Sensor
FALSE ol i 0 O T RN el e 0 RN T o L O R A =
NOT Sensor e
&Reset FALSE 1111 llilllllll_L:lJlllLl:JJllll >
AN sample(t)  Sample)
Sample(0)
ot SRS is FALSE at second sample
SensorLock SRS .I
| I FALSE llllll‘llllllll:]llllll!llllll ‘A}
Sample(1)  Sample(2)
SOFTWARE DOMAIN |
TRUE
ELOCK
FALSE 7
Sampl Sample(2,
Sample(0) pleRl) ample(2)
SDD is TRUE at second sample

Figure 6.6: Example of disagreement on second sample point

Therefore, it is necessary to assume that the input Reset A —Sensor
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should not change before the second sample point Sample(1) occurs. Consid-
ering Sample(0) = 0 and the condition Sample(1) — Sample(0) < Trpas, it is

safe to assume that the input Reset A —Sensor does not change before T;,qe-

Assumption 6.1.2. Consider —Sensor A Reset to be the combined input to
the SenLock System. This input should not produce “spike” behavior between

any consecutive sample instances.

To deal with the “spike” behavior, it was originally assumed that both
the Reset and Sensor inputs should be of filtered tick predicate type. However,
this assumption is not correct after we have discovered some PVS unprovable
obligations. Figure 6.7 shows an example of “spike” behavior of the input
Reset\—Sensor. In this example, we can easily identify that Reset and Sensor
are both filtered tick predicate (by assuming both of them keep FALSE after
changing their values), however, the input Reset A —Sensor creates a “spike”
between Sample(1) and Sample(2). Because of it, the SRS is reset to FALSE

immediately but the SDD “missed” it in the software domain.

Summary of Implementation Assumptions

Now we can conclude that in order to implement the SenLock System, the
input Reset A =Sensor is required to be filtered tick predicate type. However,
it is not mandatory that both inputs, Reset and Sensor, must be filtered tick
predicate separately. So the Assumptions 6.1.1 and 6.1.2 can be summarized

as:

Assumption 6.1.3. Consider ~SensorA Reset to be the combined input to the
SenLock System. This input should be a filtered tick predicate for the SenLock

System to be implemented correctly.

In the next section, we will formalize this assumption in PVS and

present the PVS theorem to verify the SenLock System.
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Figure 6.7: Spike behavior between consecutive sample points

6.1.5 Formal Verification of the SenLock System
PVS Proof Obligation for the SenLock System

For the SenLock System, we can consider a simplified discrete-time 4-variable
model that represents a digital control system’s periodic sampling of inputs and
updating of outputs. In this case, each of the four “variables”, M, I, O, and C,
is a set of “time series vectors” or dataflows. For example, with a series of sam-
ple instances Sample, the element m € M will be the dataflow of observations
on the monitored variables at times t = Sample(0), Sample(1), Sample(2), . . ..

To ensure that the SDD implements the SRS, we have to discharge the

main block comparison theorem

Abstc o REQ = SOF.4 0 Absty
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which is described in Section 2.2. This results in the following PVS theorem

as shown in Figure 6.8.

delay: VAR Duration

SensorLock_Block: THEOREM
FilteredTickPred? (LAMBDA (t: tick): reset(t) AND NOT sensor(t)) IMPLIES
SenLock_SRS(sensor, reset, delay)(Sample(n)) =
Lock?(Elock(ELOCK(sensor, reset, delay - delta_L) (Sample(n))))

Figure 6.8: SenLock System Proof Obligation

The Assumption 6.1.3 that we concluded in the previous section is for-
malized to FilteredTickPred? (LAMBDA(t:tick) :reset(t) AND NOT sensor(t))
in PVS, as the premise of the block comparison theorem. The theorem is ver-
ified in PVS and the source code is available in the attached CD. In the next
section we will provide an overview of how we verify the SensorLock_Block
theorem in PVS.

Overview of the Verification Work -

This section provides readers an overview of the major piece of the verification
work, which will help the reader to understand the attached verification source
code. Figure 6.9 provides the insights of our verification approach, with main
theorems and components listed.

Figure 6.9 provides a more detailed view of the SenLock System, com-
pared to the implementation roadmap shown in Figure 5.15. We will take 4

steps to introduce our work.

1. Define SenLock_SRS_S Function The proof obligation of the SenLock
System, SensorLock_Block, is to verify that the SenLock_SRS and ELOCK
agree at each sample point. The two functions update their output in different
frequencies: SenLock_SRS can refresh and change the output at any clock tick,
while ELOCK can only update the output at each sample point. Therefore, it
will be helpful to define another version of the SRS function SenLock_SRS_S,
which has the same behavior as the SenLock_SRS at the sample points. The
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G BTNy Sy H SenLock_Block 1<—>
SenLock_SRS

SenLock_SRS_S ELOCK

SensorLock Theory

TimerGeneral Theory

LEGEND

- Function Call (A calls B) -

Part of an implication relationship

\

Part of an IFF relationship { Target Theorem l

Figure 6.9: Theorems and Lemmas of the SensorLock Theory
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SenLock_SRS_S is shown in Figure 6.10. This function is only defined at each
sample point, so we name it as SenLock_SRS_S.
SenLock_SRS_S(sensor, reset, ldelay)(n): RECURSIVE bool =
IF n = 0 THEN TRUE
ELSE COND Held_For_S(sensor, ldelay - delta_L, Sample)(n) -> TRUE,
NOT Held_For_S(sensor, ldelay - delta_L, Sample)(n) AND
reset (Sample(n)) AND sensor(Sample(n))
-> SenLock_SRS_S(sensor, reset, ldelay)(n - 1),
NOT Held_For_S(sensor, ldelay - delta_L, Sample)(n) AND
reset(Sample(n)) AND NOT sensor(Sample(n))
-> FALSE,
NOT Held_For_S(sensor, ldelay - delta_L, Sample)(n) AND
NOT reset (Sample(n))
-> SenLock_SRS_S(sensor, reset, ldelay)(n - 1)
ENDCOND
ENDIF
MEASURE n

Figure 6.10: SenLock_SRS_S Function

2. Create and Verify Theorem SenLock_Block_S6 We create the PVS
theorem SenLock_Block_S6 in order to verify the equivalence of SenLock_SRS_S
and the SDD ELOCK at all the sample points. The verification of this theo-
rem is completed with ease, by instantiating theorems TimerGeneral I and
1LockDly_Timer. For the SenLock example, TimerGeneral_I is the reusable
result in the TimerGeneral Theory. In this case, we only need to prove the
1LockDly_Timer theorem, which shows the equivalence between the Timer_I
design and the customized timer design in SenLock System. The design of
these two components is close, so the verification of 1LockDly_Timer takes
much less effort than proving the equivalence between Held_For_I and cus-

tomized timer design from scratch.

3. Create and Verify Theorem SenLock_Block_S2 We create the PVS
theorem SenLock_Block_S2 in order to verify the equivalence of SenLock_SRS_S
and the original SRS function SenLock_SRS. We mark this part of work as

a significant piece of the whole SenLock System verification, because a lot
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SensorLock_Block_S6: THEOREM
SenLock_SRS_S(sensor, reset, delay)(n) =
Lock?(Elock(ELOCK (sensor, reset, delay - delta_ L)(Sample(n))))

Figure 6.11: PVS Theorem SensorLock_Block_S6

of intersample behavior scenarios need to be verified one by one in PVS. In
total, we have created 7 additional SRS_PROPERTY lemmas (containing over
200 PVS commands) to verify theorem SenLock_Block_S2. The proof of
SenLock_Block_S2 itself takes 332 PVS commands to complete.

SensorLock_Block_S2: THEOREM
FilteredTickPred? (LAMBDA (t: tick): reset(t) AND NOT sensor(t)) IMPLIES
SenLock_SRS_S(sensor, reset, delay)(n) =
SenLock_SRS(sensor, reset, delay) (Sample(n))

Figure 6.12: PVS Theorem SensorLock_Block_S2

4. Verify SenLock_Block Theorem Based on the result of step 2 and
3, we can now easily use the results of theorems SenLock_Block_S6 and
SenLock_Block_S2 to connect the SenLock_SRS and ELOCK together. The
proof of the target theorem SenLock_Block only takes 7 PVS commands to

complete, by just instantiating these two theorems.

6.2 Example: Delayed Trip System

The Delayed Trip System (DTS) has been introduced in Chapter 2. In this sec-
tion we will upgrade the requirement specification with the Held_For operator
with tolerance, based on which we construct the pseudo version of the SRS in
PVS. In the design and verification of the Delayed Trip System, the Timer_I
design and the general theorem TimerGeneral_I are involved to simplify both

the implementation and verification work.
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6.2.1 Software Requirement Specification (SRS)

The upgraded Software Requirement Specification (SRS) for DTS is shown in
Figure 6.13. In this version, the requirements are specified with the Held_For

operators with tolerances.

Result
Condition relay
(PP) Held_For(timeout1,0L1,6R1) TRUE

(= [(PP) Held_For (timeoutl, L1, R1)]) Held_For (timeout?, 6L2, dR2) FALSE

~ (PP) Held_For(timeout!,0L1,6R1) A
- (— [(PP) Held_For (timeoutl, L1, R1)]) Held_For (timeout2, L2, R2) || No Change

where PP(t) = Power(t) > PT A Pressure(t) > DSP

Figure 6.13: The Upgraded SRS for the Delayed Trip System

If the condition PP holds longer than timeout!, the relay should keep
the open status. When the power drops below PT or the pressure becomes
lower than DSP, the relay should not close until after another time period
of timeout2. Note that Held_For operator with the duration tzmeoutl has
the tolerance settings L1 and §RI and another Held_For operator with the
duration timeout? has its own tolerance settings 6 L2 and 6 R2 defined. This
will better fit the real-world engineering specification, where the timeout! and
timeout? have huge difference and they are not possible to share a global
tolerance. For example, timeoutl =30 seconds and timeout2=2 seconds can
lead to the tolerance settings 0 L1=0 R1=1 second and § L2=§ R2=0.1 seconds.
It also shows the Held_For operator with tolerance allows us to specify different

tolerances for the each duration, respectively.

PVS Pseudo-SRS

Based on the formal Software Requirement Specification (SRS) of the Delayed
Trip System shown in Figure 6.13, we can construct the pseudo-SRS in PVS
using Held_For_I function (as shown in Figure 6.14). The Held_For_I func-
tion returns a tick predicate and can be nested like in the SRS function.

In the definition of DelayedTrip_SRS function, the tick predicate P is

passed as a more generic condition type to handle the situation where “both
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DelayedTrip_SRS(P: Condition_Type,
timeoutl: Duration[K, TL, TR, delta_L1, delta_R1],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2])
(t): RECURSIVE

bool =
IF init(t) THEN FALSE
ELSE TABLE
Y% + +4
| Held_For_I(P, timeoutl - delta_L1, Sample)(t) | TRUE |
% + ++
| Held_For_I(LAMBDA (t1: tick):
NOT Held_For_I(P, timeoutl - delta_L1, Sample)
(t1),
timeout2 - delta_L2, Sample)(t) | FALSE Il
% ; ++
| NOT Held_For_I(P, timeoutl - delta_Ll1, Sample)(t) AND
(NOT Held_For_I(LAMBDA (ti: tick):
NOT Held_For_I
(P, timeoutl - delta_L1, Sample)(t1),
timeout2 - delta_L2, Sample)
(t)) | DelayedTrip_SRS(P, timeoutl, timeout2)(pre(t)) I
% + ++
ENDTABLE
ENDIF

MEASURE rank(t)

Figure 6.14: PVS Pseudo-SRS of Delayed Trip System

the power exceeds the Power Threshold (PT) and the pressure exceeds the
Delayed Trip Set Point (DSP) simultaneously”. In this way the implementer
can instantiate P with any specific tick predicate type function. As shown
in the figure, Held_For_I(P,timeoutl-delta_L1,Sample) (t) formalizes the
situation where both the power exceeds the PT and the pressure exceeds the
DSP simultaneously for the duration timeoutl. In this case, the relay is

opened for the next period timeout2.

6.2.2 PVS Software Design Description (SDD)

The Delayed Trip System is implemented based on the Timer_I design. We
will use two timer variables, Timerl and Timer2, to implement the first and
second Held_For_I operators in the pseudo-SRS respectively. According to
the SRS, if P has been TRUE for timeoutl (with a tolerance setting 6 L1 and
dR1), the relay will be open for the next timeout2 time units (with a tolerance
setting L2 and 6 R2). So we will use one timer for measuring timeout1, and
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the other timer for measuring timeout?2.

We can define the system state as a record type which has a relay
status field, two timer fields and two fields for storing the conditions at the
previous sample (see Figure 6.15). Here the variable S is of type SDD_State
and represents the system’s previous state. Function RelayUpdate updates the
current output of the relay, according to the previous values of Timerl and
Timer2, and the current condition P. PreviousInputl and PreviousInput?2
are the fields defined to store the conditions of Timerl and Timer2 at the
previous sample point, for a similar purpose that PreviousInput is defined
to be passed as the PreviousP parameter of TimerUpdate in the Sensor Lock

example.

SDD_State: TYPE =
[# Relay: Relay_State,
Timerl: tick,
Timer2: tick,
PreviousInputl: bool,
PreviousInput2: bool #]

RelayUpdate(timeoutl, timeout2, CurrentP, S, step): Relay_State =
TABLE

fpm e e e Fm——————— ++
| CurrentP&(Timer1(S)+step>=timeoutl) | OPEN I
Y= e Fm——————— ++
| NOT(CurrentP&Timerl(S)+step>=timeoutl)&Timer2(S)+step>=timeout2|CLOSED ||
Y e - + —— ==+t
| NOT(CurrentP&Timerl(S)+step>=timeoutl1)&
NOT (Timer2(S)+step>=timeout2) |Relay (S) 11
% Bttt T ettt b T tomm————— ++
ENDTABLE

Figure 6.15: RelayUpdate Function

Since the RelayUpdate function only updates the output Relay, we
need a function to update the system’s two timers. The function TimerUpdate
defined in Section 5.5 can be used for this purpose. By using the TimerUpdate
and RelayUpdate functions together, we can implement the SDD for the DTS
block (as shown in Figure 6.16).

We define the return type of the DelayedTrip_SDD function to be
SDD_State. It should only be able to refresh the output at the sample points.
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timeoutl, timeout2: VAR non_initial_time

DelayedTrip_SDD(P, timeoutl, timeout2)(t): RECURSIVE SDD_State =
IF t = Sample(0)
THEN (# Relay := CLOSED,
Timerl := O,
Timer2 := O,
PreviousInputl := P(Sample(0}),
PreviousInput2 := TRUE #)
ELSIF t = Sample(Left_Sample(Sample, t))
THEN (# Relay
:= RelayUpdate(timeoutl, timeout2, P(t),
DelayedTrip_SDD(P, timeoutl, timeout2)(pre(t)),
t - Sample(Left_Sample(Sample, t) - 1)),

Timerl
:= TimerUpdate (P(t),
PreviousInputl(DelayedTrip_SDD
(P, timeoutl, timeout2)
(Sample
{Left_Sample(Sample, t) - 1))),
timeoutl,
Timer1(DelayedTrip_SDD
(P, timeoutl, timeout2) (pre(t))),
t - Sample(Left_Sample(Sample, t) - 1)),
Timer2
:= TimerUpdate (NOT (P(t)
&
Timerl

(DelayedTrip_SDD
(P, timeoutl, timeout2)
(Sample(Left_Sample(Sample, t) - 1)))
+ t
- Sample(Left_Sample(Sample, t) - 1)
>= timeoutl),
PreviousInput2(DelayedTrip_SDD
(P, timeoutl, timeout2)
(Sample
(Left_Sample(Sample, t) - 1))),
timeout2,
Timer2(DelayedTrip_SDD
(P, timeoutl, timeout2) (pre(t))),
t - Sample(Left_Sample(Sample, t) - 1)),
PreviousInputl := P(t),
PreviousInput2
:= NOT (P(t) &
Timerl(DelayedTrip SDD(P, timeoutl, timeout2)
(Sample
(Left_Sample(Sample, t) -1)))
+ t - Sample(Left_Sample(Sample, t) - 1) >= timeoutl) #)
ELSE (# Relay := Relay(DelayedTrip_SDD(P, timeoutl, timeout2)(pre(t))),
Timerl
1= Timer1(DelayedTrip_SDD(P, timeoutl, timeout2) (pre(t))),
Timer2
:= Timer2(DelayedTrip_SDD(P, timeoutl, timeout2)(pre(t))),
PreviousInputl
:= PreviousInputi(DelayedTrip_SDD(P, timeoutl, timeout2)(pre(t))),
PreviousInput2
:= PreviousInput2(DelayedTrip_SDD(P, timeoutl, timeout2)
(pre(t))) #)
ENDIF
MEASURE rank(t)

Figure 6.16: PVS Code for DTS SDD
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Therefore, in the DelayedTrip_SDD function the condition

t=Sample (LeftSample(Sample,t)) is used to check whether the current tick
value is right on a sample point or not. The system will then update the
related timer. If the current time t is not a sample point, the system should
maintain the previous status (as shown in the last ELSE statement block of
Figure 6.16).

6.2.3 Formal Verification of the Delayed Trip Example
PVS Proof Obligation for Delayed Trip System

We follow the same approach of the SenLock System to create the PVS proof
obligation for DTS, based on the 4-variable model.

DelayedTrip_Block: THEOREM
FORALL (timeoutl: Duration[K, TL, TR, delta_L1, delta_R1],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
DelayedTrip_SRS(PP, timeoutl, timeout2) (Sample(n)) =
DOPEN? (Relay(DelayedTrip_SDD(PP, timeoutl - delta_L1,
timeout2 - delta_L2) (Sample(n))))

We can define tick predicate PP in PVS as shown below:
PP(t) :bool=Power(t)>=PT AND Pressure(t)>=DSP

Then we can instantiate this specific tick predicate PP in the final proof
obligation of DTS. The theorem DelayedTrip_Block specifies that the SRS
specification DelayedTrip_SRS should be TRUE if and only if the Relay field
of the DelayedTrip_SDD is OPEN.

Overview of the Verification Work

We revisit Figure 5.15 to provide reader an overview of our verification strat-

egy. We will take 2 steps to introduce our work.
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1. Create and Verify the Timer_Timer lemmas We create the PVS the-
orem Timer1l_Timer and Timer2_Timer to show that the customized Timeri
and Timer2 designs are equivalent to the general Timer_I design we present
in Section 5.5. For example, Timer1l_Timer shown in the Figure 6.17 verifies
the Timer! of the DelayedTrip_SDD function behave same as the Timer_I

function.

Timerl_Timer: LEMMA
FORALL (timeoutl, timeout2: non_initial_time):
Timer_I(P, Sample, timeoutl) (t) =
Timer1(DelayedTrip_SDD(P, timeoutl, timeout2) (t))

Figure 6.17: PVS Lemma Timerl_Timer

2. Verify DelayedTrip_Block Theorem As shown in the Figure 5.15, we
can show the equivalence between the two nested Held_For_I in the SRS and
the two timers, based on the two Timer_Timer lemmas and TimerGeneral_I
theorem. These results help us to simplify the proof work of the final theorem
DelayedTrip_Block.

We also developed another version of the pseudo-SRS in PVS, named
as DelayedTrip_SRS1. Then we show the two SRS functions are equiva-
lent with the lemma DelayedTrip_EQUAL. Finally we can verify that our
DelayedTrip_SDD function conforms to both of the SRS functions we have
defined with ease. Interested reader can review these results in the complete

source code.

6.3 Summary

In the previous sections of this chapter, we demonstrated how the pre-verified
implementation template (e.g., Timer_I) and the general theorem

(e.g., TimerGeneral_I) can be used to guide and simplify both the implemen-
tation and verification, through two examples: Sensor Lock and Delayed Trip.

In both of the examples, customized timer designs have been created based
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on the guidance of the pre-verified Timer_I implementation (for the Held_For
operator with tolerance). The general theorem TimerGeneral_ I that verifies
the equivalence relationship between Held_For_I and Timer_I is instantiated
in the verification of both of the examples, which significantly reduces the
amount of repetitive work.

The Sensor Lock example provides us a scenario where the SRS and
SDD will not match when SRS function is changed due to an intersample
behavior with “spike” in a logical combination of the system input signals,
that the SDD function fails to observe it with the samples. This shows the
importance and limitations of the filtered tick predicate assumption. Our
analysis of the PVS verification results shows simply assuming each input
variable to be filtered tick predicate might still not be sufficient to implement
the system.

The requirement specification of the Delayed Trip example is composed
with two nested Held_For operators, with different durations and different
timing tolerances for each of them. Thus this example provide us with a case
where the requirements of the system do not fit into a global tolerance model
(e.g., the reaction delay parameter A of the Almost ASAP semantics in [36)
and the e-hypothesis in [10]) where in each timing component of the system
specification the timing tolerances are different. The Delayed Trip example
demonstrated the ability of our approach to specify and implement the timing
requirements with tolerances of a system precisely, unrestricted by a global
tolerance. For a system with multiple timing requirements, the intersection
of the feasible condition sets might result in some implementations that are
feasible even when a global tolerance would make us think they are not feasi-
ble. In this case, our approach, to replace a very conservative global tolerance
by including tolerances on each individual timing requirement, may signifi-
cantly reduce unnecessary load on the target platform. Instead of performing
a scheduling check in the final stage [8, 10], our approach can also determine
whether further implementation effort is worth it or not as soon as the timing
requirements have been specified (based on feasibility analyses).

Table 6.1 shows a statistical analysis of the verification work performed

in these two examples.
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- Sensor Lock Delayed Trip |
TimerGeneral 1(20) 624 | 39% | TimerGeneral 1(20) 624 | 51%
ldelay_Timer 69 | 4% | Timerl_Timer(1) 116 | 9%
SensorLock Block_S2(7) | 706 | 44% | Timer2_Timer(2) 258 | 21%
SensorLock Block_S6(2) | 199 [ 12% | Other lemmas(3) 24 2%
SensorLock_Block 7 1% | DelayedTrip.Block(1) [ 209 | 17%
Total 1605 | 100% | Total 1231 | 100%

Table 6.1: Verification Effort Comparison of Two Examples

For each of the examples shown in the figure, we list the main theo-
rems, number of PVS commands to complete the theorem, and the percentage
of the total work required to complete each of the main theorems. The num-
ber in parentheses besides the theorem name indicates the total number of
lemmas and theorems that help to verify the main theorem!. For example:
TimerGeneral_I takes 20 theorems and lemmas and 624 PVS commands to
be proved. Theorems llockDly_Timer, Timerl Timer and Timer2_Timer
show the equivalence between the customized timers of the SDD functions
and the general Timer_I design. They are the necessary effort in order to
connect the timer components in the examples with the Held_For_I in the
pseudo requirements. In most cases, this part of the work is relatively trivial.
For example, 1LockDly_Timer and Timerl_Timer take only 4% and 9% of
the total work. However, to verify Timer2_Timer takes 258 PVS commands
(21%) because of the complexity of nested functions. Both of the Sensor Lock
and Delayed Trip examples reuse the general theorem TimerGeneral _I. This
important pre-verified result helps us to save 39% and 51% of the verification
work respectively.

The results we have shown will not only benefit the domain expert,
who will have great flexibility to specify real-world performance timing re-
quirements (e.g., timing resolution and response allowance), but also give a
re-usable and reliable result for the designer and developer, allowing them to

apply the implementation of this timing requirement to real-time systems cor-

1The statistics data does not include the effort of the lemmas, theorems and TCC proofs
of imported theories, since they are one time cost that can be reused in any example.
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rectly. Overall, we believe this implementation approach feasible and reusable,
both in the design and verification phases. The next chapter presents a sum-

mary of the thesis, and describes possible future work in this area.
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Chapter 7
Summary

In this thesis, we investigated how to deal with timing properties of real-
time systems. Our approach results in precise definitions and analyses of how
functional timing requirements interact with performance timing requirements,
and covers most of the activities of the software engineering life-cycle of real-
time systems.

Using three common functional timing requirements, Held_For, Peri-

odic, and Sync_Periodic, we demonstrated:

o Formal Specifications: Tabular specifications of functional timing re-

quirements that include tolerances on the time durations.

Using Held_For as an example, we also demonstrated:

o Feasibility Analyses: Conditions under which such timing requirements

can be implemented.

o Implementation Templates: Pre-verified implementation templates for
common pieces of the timing requirements that often appear in real-
time systems. These can be reused to guide the design and reduce the

associated verification work.

Table 7.1 highlights the contributions of this thesis to these three areas.
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Areas

Contributions

Formal Specification

Based on the formal specifications that arose
out of the Darlington Shutdown develop-
ment [31, 29]. The formalization of the def-
inition of Held_For in PVS is a contribution
of this thesis.

Feasibility Analyses

The manual analysis was presented in [29].
The contribution in this thesis is its formal-
ization in PVS for three environmental as-
sumptions, the proof that the primary as-
pects of the manual analysis in [29] are true
for practical environmental assumptions, and
the interesting discovery of an additional
mathematically feasible, but practically un-
likely case. Discovered the relationships be-
tween the environments and discussed the
estimation approach for a new environment.
Revealed the importance of the general theo-
rems to the verification work and conducted
all the actual work.

Implementation Templates

This entire aspect is described for the first
time in this thesis. The idea was suggested
in [13, 29].

Table 7.1:

Summary of Contributions

Formal Specifications The functional behaviour of an application is typi-

cally specified in the system requirements in an “ideal” way within the (contin-

uous) physical domain. To complete the description of the required behaviour,

a requirements document must also specify the performance tolerances that

are allowed in meeting functional timing requirements. We have presented the

precise definitions of functional timing requirements (e.g., the Held_For oper-

ator with timing tolerances) and performance timing requirements (e.g., the

upper and lower bound of sample intervals: T, and T4, ), which allow us

to determine the implementability of real-time systems without incurring the

complex implementation and verification work described in Chapter 3.

In most industrial applications, tolerances are defined (or should be
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defined) clearly on the major timing components of a real-time system. The
definition we provided allows a domain specialist to specify the requirements
very precisely and this sets the stage for the feasibility analyses and imple-

mentation templates summarized in the following sections.

Feasibility Analyses We have provided the necessary and sufficient condi-
tions for the implementability of the Held_For operator with tolerance, which
are determined by both the environmental assumptions and the interaction of
the timing requirements.

We also presented three environmental assumptions, Omniscient, Per-
fect Clock and No Clock, and the feasibility analyses show that in each of the
environments, the implementability of the Held_For operator with tolerance
varies. In each environment, the interaction between the functional timing re-
quirements (FTRs) and performance timing requirements (PTRs) determine
whether the implementation is feasible or not. Timing tolerances are intro-
duced in both the FTRs (e.g., duration tolerances of the Held_For operator,
6L and 6R) and PTRs (e.g., the intervals between the samples are bounded
by [Trnin, Tmax])-

For each environment, the feasibility of the implementation is discussed
via three cases. Case 1 is when Tpe, < (8L + 6R)/2. Comparing with the
other two cases, the implementation condition is relatively simple. However, it
is not correct to assume the Held_For operator can always be implemented in
this case. In the No Clock environment, the implementability of Held_For is
not always possible. This shows that sampling fast is not always the solution.
Case 2 is when (6L + 6R)/2 < Trax < (6L + dR). We discovered that under
certain conditions the Held_For operator with tolerance is still implementable,
which provides an alternative solution to the designer of the real-time system,
when facing the limitation of the hardware. Case 8 is when ;5 > (6L +6R).
The implementation of the Held For operator does not exist (based on our
analyses of this case in all three environments). Section 3.4 presented the
table comparison of the results and detailed discussions.

For each of the environments, we defined a feasible function which

determines the implementability of the Held_For in that environment. The
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function not only is a key factor in the feasibility analysis of each specific en-
vironment, but also helps us to connect the feasibility results across the three
environments to create a more general view of the feasibility conditions. As
an important result, Theorem 3.4.1 reveals the relationships between feasibil-
ity functions across the environmental assumptions. First, it contributes to
our verification work of the feasibility results using the PVS theorem prov-
ing approach. The verification strategies (shown in Section 4.3) that we have
created based on this theorem saved at least 40% of the total amount of the
theorem proving work. Another contribution of this theorem (in different en-
vironments), is that it can help one to estimate (or even precisely predict) the
feasibility of an implementation under a new environmental assumption. Our
summary report shows the work to verify this general theorem itself in PVS
takes less than 1% of the total verification effort. This shows that the trivial
effort to verify this theorem first can possibly benefit the complex analysis and

proof of the overall feasibility to a significant degree.

Implementation Templates Based on the feasibility analyses, we selected
the Perfect Clock environment to demonstrate how to reduce the work required
to implement the real-time operator Held_For with tolerance. The proposed
implementation uses a template approach as presented in a two step approach
based on the verification process described in Section 2.2.

The Held_For_I function is applied in the pseudo version of the re-
quirements (pseudo-SRS) in PVS. This function is first verified based on the
high level functional and performance timing requirements through the PVS
theorem proving methodology. The feasibility analyses provide essential guid-
ance during this verification work. Only under the feasible conditions of the
Perfect Clock environment can we prove that Held_For_I (with a duration of
d — L) conforms to all the high level requirements we have specified for the
Held_For operator with tolerance.

We then presented a timer design (the function Timer_I in PVS) as
an implementation of Held_For_I and verified this result through the gen-
eral theorem TimerGeneral _I. Thus Timer_I can be used as a pre-verified

template to implement the Held_For operator in a straight-forward manner.
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It can be easily customized when dealing with different industrial examples.
The general theorem TimerGeneral_I can be reused to reduce the amount of
verification work in future implementations. To illustrate this approach, we
provided two examples, Sensor Lock and Delayed Trip, to demonstrate our
implementation strategy.

The Sensor Lock example provides us a scenario where the SRS and
SDD will not match when SRS function is changed due to an intersample be-
havior with “spike” in a logical combination of the system input signals, while
the SDD function fails to observe it with the samples. This shows the impor-
tance and limitations of the filtered tick predicate assumption. Our analysis
of the PVS verification results shows that simply assuming each input variable
to be of filtered tick predicate type might still not be sufficient to implement
the system. The design and implementation is guided by the general template
Timer_I function, at a level that the designer does not need deep knowledge
of our feasibility analyses.

The requirement specification of the Delayed Trip example is a compo-
sition of two nested Held_For operators, with different durations and different
timing tolerances for each of them. This provides an example in which the
requirement of the system does not fit into a global tolerance model (e.g.,
the reaction delay parameter A of the Almost ASAP semantics in [36] and
e-hypothesis in [10]), because, in each timing component of the system speci-
fication the timing tolerances are different. For a system with multiple timing
requirements, the intersection of the feasible condition sets might result in
some implementations that are feasible even when a global tolerance would
make us think they are not feasible. In this case, our approach, to replace a
very conservative global tolerance by including tolerances in each individual
timing requirement, may significantly reduce unnecessary load on the target
‘platform. Instead of performing a scheduling check in the final stage [8, 10],
our approach can also determine whether further implementation is worth it
or not as soon as the timing requirements have been specified (based on the
feasibility analyses).

The general theorem TimerGeneral_I takes over 16 lemmas and over

600 PVS commands to complete. We have shown how to reuse this result

126



PhD Thesis — X.-Y. Hu — McMaster - Computing and Software

to reduce the verification work of the customized timer components, in both
of the examples. In the Sensor Lock example, the theorem 1lockDly_Timer
verifies the equivalence between the customized design in the SDD function
and the template Timer_I. In the Delayed Trip example, Timer1_Timer and
Timer2_Timer show that each customized timer behaves in the same way as
does Timer_I. Together with the general theorem TimerGeneral_I, these the-
orems connect the timing requirements in the SRS and customized implemen-
tation components in the SDD, and verify the implementation of the system
in a component based approach. Through this approach, 39% and 51% of the

verification work was saved for Sensor Lock and Delayed Trip, respectively.

7.1 Future Work

The list below is suggested future work arising from this thesis.

o It will be of interest to formalize the Imperfect Clock environmental as-
sumption and complete its feasibility analyses. Further formal analyses
and verification of Case I can be completed to finalize the implementabil-

ity results of Imperfect Clock environment.

e [t should be possible to expand the idea of the PVS pre-verified imple-
mentation template for Held_For, to create a real-time operator library,
which can cover all the common timing requirements that appear in real-
time systems. Each of the operators would then have an implementation
template that is relatively easy for a designer to follow, and a general
theorem (with a guideline) on how to reuse the template to reduce the

effort required to implement and verify the specified timing behavior.

127



Appendix A
Time Theory

This appendix contains the PVS input files for Time theory of Chapter 4. The
complete PVS dump files are available from the attached CD.

Time: THEORY
BEGIN

time: TYPE+ = nonneg_real”

non_initial_time: TYPE+ = posreal
END Time
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Appendix B

Samplelnstance Theory

This appendix contains the PVS input files for SampleInstance theory of
Chapter 4. The complete PVS dump files are available from the attached CD.

SampleInstance [ (IMPORTING Time) K: non_initial_time, TL,
TR: {t: time | t < K}]: THEORY
BEGIN

n, nl, n2: VAR nat

t, t1, t2: VAR time

Tmin: posreal = K - TL

Tmax: posreal = K + TR
init(x: time): bool = (x = 0)
Sample_Type: TYPE+ =

{c: [nat -> time] |

c(0) = 0 AND
(FORALL n:
Tmin <= c(n + 1) - c(n) AND c(n + 1) - c(n) <= Tmax)}

Sample: VAR Sample_Type
Sample_PROPERTY1: LEMMA n2 > nl IMPLIES Sample(n2) > Sample(nl)
Sample_PROPERTY2: LEMMA n2 >= nl IMPLIES Sample(n2) >= Sample(nl)
Sample_PROPERTY3: LEMMA Sample(n2) > Sample(ni) IMPLIES n2 > nit
Sample_PROPERTY4: THECREM n2 > nl1 IFF Sample(n2) > Sample(al)

Sample PROPERTY5: LEMMA Sample(n) = 0 IFF n =0
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Sample_Interval: LEMMA
FORALL (n: nat, duration: time):
Sample(n + floor(duration / Tmin) + 1) >= Sample(n) + duration

Sample_Interval2: LEMMA
FORALL (n: nat, m: nat): Sample(n + m) >= Sample(n) + m * Tmin

Sample_Interval3: LEMMA
FORALL (n: nat, m: nat): Sample(n + m) <= Sample(n) + m * Tmax

Sample_Interval4: LEMMA
FORALL (n, k: nat):
FORALL (t: real):
Sample(n) <= t AND Sample(n + 1) > t AND Sample(k) <= t IMPLIES
k <= n

Sample_Interval7: LEMMA
FORALL (n: nat, k: nat | k >= 1):
Sample(n) >= k * Tmax IMPLIES n >=k - 1

Sample_Intervalb: LEMMA
FORALL (n: nat, k: nat | k >= 1): Sample(n) > k * Tmax IMPLIES n >= k

Sample_Compare: LEMMA
FORALL (nl1, n2: nat): n2 >= ni IMPLIES Sample(n2) >= Sample(nl)

Sample_Comparel: LEMMA
FORALL (n: nat, k: nat): Sample(n) >= Sample(k) IFF n >= k

Sample_Sequence: LEMMA
FORALL (n1, n2: nat): Sample(nl) = Sample(n2) IMPLIES nl = n2

Sample_Value_PROPERTY1: LEMMA Sample(n + 1) > O

TClock_2: LEMMA
FORALL (t: time | t > Tmax):
EXISTS (n: nat, j: nat): Sample(n) <= t AND Sample(n + j) > t

TClock_4: LEMMA
FORALL (t: time | t >= Sample(0)):
EXISTS (n: nat, j: nat): Sample(n) <= t AND Sample(n + j) > t

TClock_1: LEMMA
FORALL (t: time | t > Tmax):
EXISTS (n: nat): Sample(n) <= t AND Sample(n + 1) > t

TClock_3: LEMMA
FORALL (t: time): EXISTS (n: nat): Sample(n) <= t AND Sample(n + 1) > t
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TIME_BETWEEN_SAMPLE: LEMMA
FORALL (t: time): EXISTS (n: nat): Sample(n) <= t AND Sample(n + 1) > t
END Samplelnstance
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Appendix C

FeasibilityResults Theory

This appendix contains the PVS input files for FeasibilityResults theory
of Chapter 4. The complete PVS dump files are available from the attached
CD.

FeasibilityResults[(IMPORTING Time) K: non_initial_time, TL,
TR: {t: time | t < K}, delta_L, delta_R: time]: THEORY

BEGIN

IMPORTING Samplelnstance (K, TL, TR]

P: VAR pred[time]

Duration: TYPE = {du: time | du > delta_R AND du - delta_L > Tmax}

d, duration: VAR Duration

n, n0: VAR nat

t, t1, t2, t_now, t_n, t_j: VAR time

t3: VAR posreal

Sample: VAR Sample_Type

floor((d - delta_L) / Tmax)

Kmin(d): nat

Kmax(d): nat = floor((d - delta_L) / Tmin)
Feasible_Omniscient(d): bool =
FORALL Sample:
FORALL nO:
FORALL (t | t > Sample(n0) AND t <= Sample(n0 + 1)):
EXISTS n:
Sample(n) - t >= d - delta_L AND Sample(n) - t <= d + delta_R
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Feasible_PerfectClock(d): bool =
FORALL Sample:
FORALL nO:
EXISTS n:
FORALL (t | t > Sample(n0) AND t <= Sample(nO + 1)):
Sample{(n) - t >= d - delta_L AND Sample(n) - t <= d + delta_R

Feasible_NoClock(d): bool =
EXISTS n:
FORALL Sample:
FORALL nO:
FORALL (¢t | t > Sample(n0) AND t <= Sample(n0 + 1)):
Sample(n + n0) - t >= d - delta_L AND
Sample(n + n0) - t <= d + delta R

sampleExists: LEMMA
t2 - t1 > Tmax => (EXISTS n: tl < Sample(n) & Sample(n) < t2)

Sample_Existsl: LEMMA
FORALL (ns: nat | ns > 1):
FORALL (t: time | t <= Tmax AND t >= Tmin):
FORALL (t1l: time | tl <= Tmax AND tl >= Tmin):
EXISTS (Sample: Sample_Type):
Sample(0) = O AND
Sample (1) = Tmax AND
(FORALL (n: nat | n > 1 AND n <= ns):
Sample(n) = (n - 1) * t + Tmax)
AND
Sample(ns + 1) = (ns - 1) * t + Tmax + tl AND
(FORALL (n: nat | n > ns + 1):
(Sample(n) =
(ns - 1) * t + Tmax + t1 + (n - ns - 1) * Tmax))

FLOOR_REAL1: LEMMA FORALL (a, b: time): a > b IMPLIES floor(a) >= floor(b)

FLOOR_REAL2: LEMMA
FORALL (a, b: time): floor(a) > floor(b) IMPLIES floor(a) >= b

FLOOR_REAL3: LEMMA
FORALL (a, c¢: posreal, b: time): a >= b / ¢ IMPLIES b / a <= ¢

FLOOR_REAL4: LEMMA
FORALL (a, c: posreal, b: time): a <= b / ¢ IMPLIES b / a >= ¢

FLOOR_TRUTH: LEMMA floor((duration - delta_L) / Tmax) >= 0

FLOOR_TRUTH1: LEMMA floor({(duration - delta_L) / Tmin) >= 0
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FLOOR_TRUTH2: LEMMA
(FORALL (t: time | t <= Tmax AND t >= Tmin):
floor((d - delta_L) / t) < (d - delta_L) / t)
IMPLIES floor((d - delta_L) / Tmin) = floor((d - delta_L) / Tmax)

FLOOR_COMMON: LEMMA
FORALL (t: time | t <= Tmax AND t >= Tmin):
floor((duration - delta_L) / t) > O AND
floor((duration + delta_R) / t) > 0

CEILING_COMMON: LEMMA
FORALL (t: time | t <= Tmax AND t >= Tmin):
ceiling((duration - delta_L) / t) > O AND
ceiling((duration + delta_R) / t) > 0

LT_LEQ_PROP: LEMMA
(FORALL (x: {y: nnreal | y < Tmax}): t + x <= t1) => t + Tmax <= ti

GT_LEQ_PROP1: LEMMA
(FORALL (x: {y: real | y > 0 AND y <= t3}): t - x <= t1) IMPLIES t <= t1

Duration_PROPERTY: LEMMA (d - delta_L) / Tmin > 1

TminAndKmax: THEOREM
(Kmax{(d) = Kmin(d) OR
(Kmax(d) = Kmin(d) + 1 & Kmax(d) * Tmin = d - delta_L))
IFF Tmin >= (d - delta_L) / (Kmin(d) + 1)

Feasible_PerfectClockAnddMinusDeltal: LEMMA
Feasible_PerfectClock{(d) &
(EXISTS n: @ - delta_L = n * Tmax) & Tmin /= Tmax
=> delta_L + delta_R >= 2 * Tmax

PerfectClock_CASE2A_1: LEMMA
(delta_L + delta_R) / 2 < Tmax & Tmax <= delta_L + delta_R IMPLIES
(Feasible_PerfectClock(d) AND
floor({(d - delta_L)-/ Tmin) * Tmin /= 4 - delta_L
IMPLIES
(FORALL (t: time | t <= Tmax AND t >= Tmin):
floor((d - delta_L) / t) * t < d - delta_L))

PerfectClock_CASE2A_2: LEMMA
(delta_L + delta_R) / 2 < Tmax &
Tmax <= delta_L + delta_R AND
floor((d - delta_L) / Tmin) * Tmin = d - delta_L AND Tmax /= Tmin
IMPLIES (Feasible_PerfectClock(d) IMPLIES Kmax(d) = Kmin(d) + 1)

PerfectClock_CASE2A: THEQOREM
(delta_L + delta_R) / 2 < Tmax &
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Tmax <= delta_L + delta_R AND Tmin /= Tmax
IMPLIES
(Feasible_PerfectClock(d) IMPLIES
Tmin >= (d - delta_L) / (Kmin(d) + 1) AND
(floor({(d - delta_L) / Tmax) + 2) * Tmax <= d + delta_R)

NoClock_CASE2B_1: LEMMA
(delta_L + delta_R) / 2 <= Tmax & Tmax <= delta_L + delta_R IMPLIES
(floor((d - delta_L) / Tmax) = floor((d - delta_lL) / Tmin) AND
(floor((d - delta_L) / Tmax) + 2) * Tmax <= d + delta_R
IMPLIES Feasible_NoClock(d))

NoClock_CASE2B: THEOREM
(delta_L + delta_R) / 2 < Tmax &
Tmax <= delta_L + delta_R AND Tmin /= Tmax
IMPLIES
(Tmin >= (d - delta_L) / (Kmin(d) + 1) AND
(floor((d - delta_L) / Tmax) + 2) * Tmax <= d + delta_R
IMPLIES Feasible_NoClock(d))

PerfectClock_CASE1B: LEMMA
Tmax <= (delta_L + delta_R) / 2 IMPLIES Feasible_PerfectClock(d)

NoClock_Implies_PerfectClock: THEOREM
Feasible_NoClock(d) IMPLIES Feasible_PerfectClock(d)

PerfectClock_Implies_Omniscient: THEOREM
Feasible_PerfectClock(d) IMPLIES Feasible_Omniscient(d)

NoClock_CASE1l: THEOREM
Tmax <= (delta_L + delta_R) / 2 AND Tmin /= Tmax IMPLIES
((ceiling((d - delta_ L) / Tmin) + 1) * Tmax <= d + delta_R IFF
Feasible_NoClock(d))

PerfectClock_CASEl: THEOREM
Tmax <= (delta_L + delta_R) / 2 IMPLIES Feasible_PerfectClock(d)

Omniscient _CASE1l: THEOREM
Tmax <= (delta_L + delta_R) / 2 IMPLIES Feasible_Omniscient(d)

NoClock_CASE2: THEOREM
(delta_L + delta_R) / 2 < Tmax &
Tmax <= delta_L + delta_R AND Tmin /= Tmax
IMPLIES
(Tmin >= (d - delta_L) / (Kmin(d) + 1) AND
(floor((d - delta_L) / Tmax) + 2) * Tmax <= d + delta_R
IFF Feasible_NoClock(d))

PerfectClock _CASE2: THEOREM
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(delta_L + delta_R) / 2 < Tmax &

Tmax <= delta_L + delta_R AND Tmin /= Tmax

IMPLIES

(Tmin >= (d - delta_L) / (Kmin(d) + 1) AND
(floor((d - delta_L) / Tmax) + 2) * Tmax <= d + delta_R
IFF Feasible_PerfectClock(d))

Omniscient_CASE2: THEOREM
(delta_L + delta_R) / 2 < Tmax &
Tmax <= delta_L + delta_R AND Tmin /= Tmax
IMPLIES Feasible_Omniscient (d)

Omniscient_CASE3: THEQREM
Tmax > delta_L + delta_R IMPLIES NOT Feasible_Omniscient(d)

PerfectClock_CASE3: THEOREM
Tmax > delta_L + delta_R IMPLIES NOT Feasible_PerfectClock(d)

NoClock_CASE3: THEOREM
Tmax > delta_L + delta_R IMPLIES NOT Feasible_NoClock(d)

FeasiblePoint(d): bool =
FORALL (Sample: Sample_Type):
FORALL (nO: nat):
FORALL (t | t > Sample(n0) AND t <= Sample(n0 + 1)):
Sample(Kmin(d) + 2 + n0) - t >= d - delta_L AND
Sample(Kmin(d) + 2 + n0) - t <= d + delta_R

FeasiblePoint _CASE2_1: LEMMA
(delta_L + delta_R) / 2 <= Tmax & Tmax <= delta_L + delta_R IMPLIES
(floor({d - delta_L) / Tmax) = floor((d - delta_L) / Tmin) AND
(floor((d - delta_L) / Tmax) + 2) * Tmax <= d + delta_R
IMPLIES FeasiblePoint{(d))

FeasiblePoint_CASE2: LEMMA
(delta_L + delta_R) / 2 < Tmax &
Tmax <= delta_L + delta_R AND Tmin /= Tmax
IMPLIES
(Tmin >= (d - delta_L) / (Kmin(d) + 1) AND
(floor((d - delta_L) / Tmax) + 2) * Tmax <= d + delta_R
IMPLIES FeasiblePoint(d))

PerfectClock_ALLCASES: THEOREM
Tmax /= Tmin IMPLIES
((Tmax <= (delta_L + delta_R) / 2 OR
((delta_L + delta_R) / 2 < Tmax AND
Tmax <= (delta_L + delta_R) AND
Tmin >= (d - delta_L) / (Kmin(d) + 1) AND
(Kmin(d) + 2) * Tmax <= 4 + delta_R))
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IFF Feasible_PerfectClock(d))
END FeasibilityResults
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Appendix D
ClockTick Theory

This appendix contains the PVS input files for ClockTick theory of Sec-
tion 5.1.2. The complete PVS dump files are available from the attached
CD.

ClockTick[delta_t: posreal]: THEORY
BEGIN

IMPORTING Time
n: VAR nat
tick: TYPE = {t: time | EXISTS (n: nat): t = n * del;a_t}

x: VAR tick

init(x): bool = (x = 0)

{x | NOT init(x)}

noninit_elem: TYPE
y: VAR noninit_elem
pre(y): tick = y - delta_t
next(x): tick = x + delta_t
rank(x): nat = x / delta_t
time_induct: LEMMA
FORALL (P: pred[tick]):
(FORALL x, n: rank(x) = n IMPLIES P(x)) IMPLIES (FORALL x: P(x))
time_induction: PROPOSITION

FORALL (P: pred[tick]):
(FORALL (t: tick): init(t) IMPLIES P(t)) AND
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(FORALL (t: noninit_elem): P(pre(t)) IMPLIES P(t))
IMPLIES (FORALL (t: tick): P(t))

tick_PROPERTYO: LEMMA
FORALL (nl1, n2: nat):
nl * delta_t > n2 * delta_t IFF nl1 * delta_t - delta_t >= n2 * delta_t

tick_PROPERTY1: LEMMA FORALL (t: tick | t > 0): t > x IFF pre(t) >= x
END ClockTick
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Appendix E

SamplelnstanceOnTick Theory

This appendix contains the PVS input files for SampleInstanceOnTick theory
of Section 5.1.2. The complete PVS dump files are available from the attached
CD. '

SampleInstanceOnTick [(IMPORTING Time) K: non_initial_time, TL,
TR: {t: time | t < K},
delta_t: {tk: non_initial_time |
tk < K - TL
AND
tk < TR + TL}]: THEORY
BEGIN
IMPORTING ClockTick[delta_t]
IMPORTING SamplelInstance[K, TL, TR]
t: VAR tick
Delta_t_Tmax_Tmin: THEOREM Tmin <= floor(Tmax / delta_t) * delta_t

SampleTick_Type: TYPE+ =
{S: Sample_Type | FORALL (n: nat): EXISTS (t: tick): S(n) = t}

Sample: VAR SampleTick_Type
n: VAR nat
SampleTick _PROPERTY1: LEMMA EXISTS (nl: nat): Sample(n) = nl * delta_t

SampleTick _PROPERTY2: LEMMA
pre(Sample(n + 1)) > Sample(n) AND pre(Sample(n + 1)) < Sample(n + 1)

SampleTick PROPERTY3: LEMMA
NOT init(t) IMPLIES (Sample(n) > pre(t) IFF Sample(n) >= t)
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END SampleInstanceOnTick
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Appendix F
Held_For Theory

This appendix contains the PVS input files for Held_For theory of Section 5.2.
The complete PVS dump files are available from the attached CD.

Held_For [(IMPORTING Time) K: non_initial_time, TL, TR: {t: time | t < K},
delta_t: {tk: posreal | tk < KX - TL AND tk < TR + TL}, delta_L,
delta_R: time]: THEORY

BEGIN
IMPORTING SampleInstanceOnTick(K, TL, TR, delta_t]
IMPORTING FeasibilityResults[K, TL, TR, delta_L, delta_R]
IMPORTING reals@bounded_reals
Condition_Type: TYPE = pred[tick]
P: VAR Condition_Type
t, t0, t_n, t_j: VAR tick
ne, n0, n: VAR nat
d: VAR Duration
Sample: VAR SampleTick_Type
duration: VAR non_initial_time
Sup_FACT1: LEMMA
sup(LAMBDA (n: nat): Sample(n) <= t) >= 0 AND

integer?(sup(LAMBDA (n: nat): Sample(n) <= t))

Left_Sample(Sample, t): {n: nat | Sample(n) <= t AND t < Sample(n + 1)} =
sup(LAMBDA (n: nat): Sample(n) <= t)
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Held_For_P(P, duration): pred[tick] =
LAMBDA (t_n):
EXISTS (t_j):
(t_n - t_j >= duration) AND
(FORALL (t: tick | t >=t_j & t <= t_n): P(t))

Held_For_S(P, duration, Sample) (ne): bool =
EXISTS (n0 | Sample(ne) - Sample(n0) >= duration):
FORALL (n: nat | n0 <= n AND n <= ne): P(Sample(n))

Held_For_I(P, duration, Sample)(t): bool =
Held_For_S(P, duration, Sample) (Left_Sample(Sample, t))

Held_For_S_OLD(P, d, Sample) (ne): bool =
EXISTS (n0 | Sample(ne) - Sample(n0) >= d - delta_L):
FORALL (n: nat | n0 <= n AND n <= ne): P(Sample(n))

Held For_I_OLD(P, d, Sample)(t): bool =
Held _For_S_OLD(P, d, Sample) (Left_Sample(Sample, t))

FilteredTickPred?(P: PRED[tick]): bool =
(FORALL tO:
P(1t0) /= P(next(t0)) =>
(FORALL (t | t0 < t AND t <= t0 + Tmax): P(next(t0)) = P(t)))
AND (FORALL (t | t <= Tmax): P(t) = P(0))
FilteredTickPred: TYPE+ = (FilteredTickPred?)
Pf: VAR FilteredTickPred

Left_Sample_PROPERTYO: THEOREM
t >= Sample(n) IMPLIES Left_Sample(Sample, t) >= n

Left_Sample_PROPERTY1: THEOREM
t >= Sample(0) IMPLIES Left_Sample(Sample, t) >= 0

Left_Sample_PROPERTY2: THEOREM
t >= Sample(1) IMPLIES Left_Sample(Sample, t) >= 1

Left_Sample_PROPERTY3: THEOREM Left_Sample(Sample, Sample(n)) = n

Left_Sample_PROPERTY4: THEOREM
t < Sample(n + 1) AND t >= Sample(n) IMPLIES Left_Sample(Sample, t) = n

Left_Sample_ PROPERTY5: THEOREM

t > O AND NOT t = Sample(Left_Sample(Sample, t)) IMPLIES
Sample(Left_Sample(Sample, pre(t))) = Sample(Left_Sample(Sample, t))
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Left_Sample_PROPERTY6: THEOREM t - Sample(Left_Sample(Sample, t)) < Tmax

Left_Sample_PROPERTY7: THEOREM
t >= Sample(0) AND n <= Left_Sample(Sample, t) IMPLIES Sample(n) <=t

Left_Sample_PROPERTY8: THEOREM
NOT t = Sample(Left_Sample(Sample, t)) IMPLIES
Sample(Left_Sample(Sample, pre(t))) = Sample(Left_Sample(Sample, t))

Left_Sample_ PROPERTY9: THEOREM Left_Sample(Sample, 0) = 0

Left_Sample_PROPERTY10: THEOREM
t = Sample(Left_Sample(Sample, t)) AND NOT t = Sample(0) IMPLIES
Left_Sample(Sample, t) - 1 >= 0

Held_For_S_PROPERTY1: THEOREM
Held_For_S(P, duration, Sample) (n) IMPLIES P(Sample(n))

Held_For_RELATIONSHIPS5: THEOREM
Held_For_S(P, d, Sample)(n) IMPLIES
(FORALL (t: tick | Sample(n) <= t AND t < Sample(n + 1)):
Held_For_I(P, d, Sample)(t))

Held_For_RELATIONSHIP6: THEOREM
FORALL (t: tick | Sample(n) <= t AND t < Sample(n + 1)):
Held_For_I(P, duration, Sample)(t) =
Held_For_S(P, duration, Sample)(n)

FILTER_TRUTH1: LEMMA
Pf(Sample(n)) = Pf(Sample(n + 1)) IMPLIES
(FORALL (t | t > Sample(n) AND t < Sample(n + 1)):
Pf(t) = Pf(Sample(n)))

FILTER_TRUTH2: LEMMA
FORALL (t: tick | Sample(n) < t AND t < Sample(n + 1)):
NOT Pf(Sample(n)) = Pf(t) IMPLIES Pf(t) = Pf(Sample(n + 1))

FILTER_TRUTH3: LEMMA
(FORALL (ne | ne >= nO AND ne <= n0 + n): Pf(Sample(ne))) IMPLIES
(FORALL (t | t >= Sample(n0) AND t <= Sample(n0 + n)):
Pf(t) = Pf(Sample(n0)))

FILTER_TRUTH4: LEMMA FORALL (t: tick | t <= Tmax): Pf(t) = Pf(0)

FILTER_TRUTH5: LEMMA
FORALL (t: tick | t >= Sample(0)):
Pf(t) = Pf(Sample(Left_Sample(Sample, t))) IMPLIES
(FORALL (t1: tick
| t1 <= t AND t1 >= Sample(Left_Sample(Sample, t))):
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Pf(tl) = Pf(t))

Held_For_RELATIONSHIP1i: THEQREM
Held_For_I(P, d - delta_L, Sample)(t) = Held_For_I_OLD(P, d, Sample)(t)

Held_For_RELATIONSHIP2A: THEOREM
Held_For_I(P, duration, Sample)(t) =
Held_For_S(P, duration, Sample)(Left_Sample(Sample, t))

Held_For_RELATIONSHIP2C: THEOREM
t < Sample(1) IMPLIES NOT Held _For_I(P, duration, Sample) (t)

Held_For_RELATIONSHIP3: THEOREM
FORALL (n: nat):
Held_For_I{P, duration, Sample) (Sample(n)) =
Held_For_S(P, duration, Sample)(n)

Held_For_RELATIONSHIP4: THEDREM
t >= Sample(l) AND NOT t = Sample(Left_Sample(Sample, t)) IMPLIES
Held_For_I(P, duration, Sample) (pre(t)) =
Held_For_I(P, duration, Sample)(t)

Held_For_RELATIONSHIP7: THEOREM
t > Sample(0) AND NOT t = Sample(Left_Sample(Sample, t)) IMPLIES
Held_For_I(P, duration, Sample) (pre(t)) =
Held_For_I(P, duration, Sample)(t)

Held_For_I_PROPERTY1: THEQOREM
FORALL (t: tick | Sample(n) <= t AND t < Sample(n + 1)):
Held_For_I(P, duration, Sample)(t) =
Held_For_I(P, duration, Sample) (Sample(n})

ceiling delta_t: LEMMA
FORALL (t: time): ceiling(t / delta_t) * delta_t >= t

ceiling tick: LEMMA
FORALL (tk: tick):
FORALL (t: time): tk < ceiling(t / delta_t) * delta_t IMPLIES tk <=t

TICK_BETWEEN_SAMPLE: LEMMA
FORALL (t: tick): EXISTS (n: nat): Sample(n) <= t AND t < Sample(n + 1)

EXISTS_SAMPLE_BETWEEN_TIME: LEMMA
FORALL (t: time):
EXISTS (n: nat): Sample(n) < t AND Sample(n + 1) >= t OR Sample(0) = t

Held_For_S_VERIFY_FTR1: THEOREM

Tmax /= Tmin AND
(Tmax <= (delta_L + delta_R) / 2 OR
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((delta_L + delta_R) / 2 < Tmax AND
Tmax <= (delta_L + delta_R) AND
Tmin >= (4 - delta_L) / (Kmin(d) + 1) AND
(Kmin{d) + 2) * Tmax <= d + delta_R))
IMPLIES
(FORALL (Sample: SampleTick_Type, t: tick):
(Held_For_P(P, d + delta_R) (t) IMPLIES
Held_For_S(P, d - delta_L, Sample)(Left_Sample(Sample, t))))

Held_For_S_VERIFY_FTR2: THEOREM
FORALL (Sample: SampleTick_Type, n: nat):
(NOT Held_For_P(Pf, d - delta_L)(Sample(n)) IMPLIES
NOT Held_For_S(Pf, d - delta_L, Sample)(n))

Held_For_S_VERIFY_FTR3: THEOREM
Held_For_S(P, duration, Sample){(n) AND P(Sample(n + 1)) IMPLIES
Held_For_S(P, duration, Sample)(n + 1)

Held_For_S_VERIFY_PTR2: THEOREM
FORALL (Sample: SampleTick_Type, n: nat,
t: tick | t >= Sample(n) AND t <= Sample(n + 1)):
Held_For_S(Pf, duration, Sample)(n) AND NOT Pf(t) IMPLIES
NOT Held_For_S(Pf, duration, Sample)(m + 1)

Held_For_S_VERIFY_PTR3: THEOREM
FORALL (Sample: SampleTick_Type):
NOT Pf(t) IMPLIES
NOT Held_For_S(Pf, d, Sample)(Left_Sample(Sample, t) + 1)

Held_For_S_VERIFY_PTR4: THEOREM
FORALL (Sample: SampleTick_Type):
t >= Sample(0) IMPLIES Sample(Left_Sample(Sample, t) + 1) <= t + Tmax

Held_For_I_VERIFY_FTR1: THEOREM
Tmax /= Tmin AND
(Tmax <= (delta_L + delta_R) / 2 OR
((delta_L + delta_R) / 2 < Tmax AND
Tmax <= (delta_L + delta_R) AND
Tmin >= (d - delta_L) / (Kmin{(d) + 1) AND
(Kmin(d) + 2) * Tmax <= d + delta_R))
IMPLIES
(FORALL (Sample: SampleTick_Type, t: tick):
(Held_For_P(P, d + delta_R) (t) IMPLIES
(FORALL (t1: tick
| t1 >= Sample(Left_Sample(Sample, t)) AND
t1 < Sample(Left_Sample(Sample, t) + 1)):
Held _For_I(P, d - delta_L, Sample) (t1))))

Held_For_I_VERIFY_FTR2: THEOREM
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FORALL (Sample: SampleTick_Type, n: nat):
(NOT Held _For_P(Pf, d - delta_L)(Sample(n)) IMPLIES
(FORALL (t: tick | t >= Sample(n) AND t < Sample(n + 1)):
NOT Held_For_I(Pf, d - delta_L, Sample)(t)))

Held_For_I_VERIFY_FTR3: THEOREM
Held_For_I(P, d - delta_L, Sample) (Sample(n)) AND P(Sample(n + 1))
IMPLIES
(FORALL (t: tick | t >= Sample(n + 1) AND t < Sample(n + 2)):
Held_For_I(P, d - delta_L, Sample)(t))

Held_For_I_VERIFY_FTR4: THEOREM
Tmax /= Tmin AND Feasible_PerfectClock(d) IMPLIES
(FORALL (Sample: SampleTick_Type, t: tick):
(Held_For_P(P, d + delta_R) (t) IMPLIES
(FORALL (t1: tick
| t1 >= Sample(Left_Sample(Sample, t)) AND
tl < Sample(Left_Sample(Sample, t) + 1)):
Held_For_I(P, d - delta_L, Sample)(t1))))

Held_For_I_VERIFY_TRO: THEOREM
Tmax /= Tmin AND Feasible_PerfectClock(d) IMPLIES
(FORALL (Sample: SampleTick_Type, t: tick):

(EXISTS (x: time | x >= d - delta_L AND x <= d + delta_R):
Held_For_I(Pf, d - delta_L, Sample)(t) = Held For_P(Pf, x)(t))

OR

(NOT P£(t) AND
Pf (Sample(Left_Sample(Sample, t))) AND
Sample (Left_Sample(Sample, t)) >= t - Tmax))

END Held_For
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Appendix G

TimerGeneral Theory

This appendix contains the PVS input files for TimerGeneral theory of Sec-
tion 5.5. The complete PVS dump files are available from the attached CD.

TimerGeneral [ (IMPORTING Time) K: non_initial_ time, TL,
TR: {t: time | t < K},
delta_t: {tk: non_initial_time | tk < K - TL AND tk < TR + TL},
delta_L, delta_R: time]: THEORY
BEGIN
IMPORTING Held_For[K, TL, TR, delta_t, delta_L, delta_R]
P: VAR Condition_Type
t, PreviousTimerValue: VAR tick
Sample: VAR SampleTick_Type
timeout: VAR Duratiomn
TimeOut: VAR non_initial_time
CurrentP, PreviousP: VAR bool
ne, n0, n: VAR nat
step: VAR tick
TimerUpdate(CurrentP, PreviousP, TimeOut, PreviousTimerValue, step): tick =
TABLE
h+ + ++
| [ PreviousTimerValue < TimeQut| PreviousTimerValue >= TimeOut]|

+ ———t+
PreviousTimerValue + step | PreviousTimerValue I

9
h
| CurrentP AND PreviousP
9
%
| NOT (CurrentP AND PreviousP)
’ —
ENDTABLE

+ — 4+ — +

0 I o I

Timer_S(P, Sample, TimeOut)(ne): RECURSIVE tick =
TABLE
4 ++

| ne = 0 | TimerUpdate(P(Sample(ne)), FALSE, TimeOut, 0, 0) I
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3
+

% +

| ne > 0 | TimerUpdate(P(Sample(ne)), P(Sample(ne - 1)), TimeOut,
Timer_S(P, Sample, TimeQOut)(ne - 1),
Sample(ne) - Sample(ne - 1)) ||

b * ++

ENDTABLE

MEASURE ne

Timer_I(P, Sample, TimeOut)(t): tick =
Timer_S(P, Sample, TimeQut)(Left_Sample(Sample, t))

Timer_S_PROPERTY1: LEMMA
NOT P(Sample(n)) IMPLIES Timer_S(P, Sample, TimeOut){(m) = O

Timer_RELATIONSHIP1: THEQOREM
Timer_S(P, Sample, TimeQOut)(n)} = Timer_I(P, Sample, TimeOut) (Sample(n))

Timer_ RELATIONSHIP4: THEOREM
t >= Sample(1) AND t = Sample(Left_Sample(Sample, t)) IMPLIES
Timer_I(P, Sample, TimeOut) (Sample(Left_Sample(Sample, t) - 1)) =
Timer_I(P, Sample, TimeQut){pre(t))

Timer RELATIONSHIP2: THEDREM
t >= Sample(1) AND t = Sample(Left_Sample(Sample, t)) IMPLIES
Timer_S(P, Sample, TimeOut)(Left_Sample(Sample, t) - 1) =
Timer_I(P, Sample, TimeQOut)(pre(t))

Timer_ RELATIONSHIP2A: THEOREM
FORALL (t: tick | t >= Sample(1)):
t = Sample(Left_Sample(Sample, t)) IMPLIES
Timer_S(P, Sample, TimeOut)(Left_Sample(Sample, t) - 1) =
Timer_I(P, Sample, TimeQut) (pre(t))

Timer RELATIONSHIP2B: THEOREM
FORALL (t: tick):
NOT t = Sample(Left_Sample(Sample, t)) IMPLIES
Timer_S(P, Sample, TimeOut)(Left_Sample(Sample, t)) =
Timer_I(P, Sample, TimeQOut)(pre(t))

Timer_I_PROPERTY1: LEMMA
FORALL (t: tick | t > Sample(n) AND t < Sample(n + 1)):
Timer_I(P, Sample, TimeDut)(t) =
Timer_I(P, Sample, TimeOut)(Sample(n))

Timer_Lemma2: LEMMA
Timer_S(P, Sample, TimeCut)(ne) > 0 IMPLIES P(Sample(ne})

Timer lemma3: LEMMA Timer_ S(P, Sample, timeout)(ne) >= O
Timer_Lemma4: LEMMA
Timer_S(P, Sample, TimeOut)(ne) = 0 IMPLIES
Timer_S(P, Sample, TimeOut)({ne + n) <= Sample(ne + n) - Sample(ne)
Timer_Lemma6: LEMMA
Sample(n0 + n) - Sample(n0) > 0 IMPLIES
Timer_S(P, Sample, TimeOut){(n0 + n) >= Sample(n0 + n) - Sample(nO)
IMPLIES (FORALL (ne: nat | n0 <= ne AND ne <= n + n0): P(Sample(ne)))

Timer_Lemma7: LEMMA
Timer_S(P, Sample, TimeOut)(n) <= Sample(n) - Sample(0)

Timer_Lemma8: LEMMA
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FORALL (TimeQut: time | TimeOut > Tmax):
Timer_S(P, Sample, TimeOut)(n) > O IMPLIES
Timer_S(P, Sample, TimeQut)(n) >= Sample(n) - Sample(n - 1)

TimerGeneral_S1: THEOREM
FORALL (TimeQut: time | TimeOut > Tmax):
Held_For_S(P, TimeOut, Sample)(n) IMPLIES
Timer_S(P, Sample, TimeDut)(n) >= TimeOut

TimerGeneral_S11: THEOREM
FORALL (TimeQut: time | TimeQut > Tmax):
Held_For_S(P, TimeQut, Sample)(n) IMPLIES
Timer_S(P, Sample, TimeOut)(n) >= TimeOut

TimerGeneral_S2: THEOREM
FORALL (TimeOut: time | TimeQut > Tmax):
Timer_S(P, Sample, TimeOut){(n) >= TimeQut IMPLIES
Held For_S(P, TimeQut, Sample){(n)

TimerGeneral _SC: THEOREM
FORALL (TimeDut: time | TimeQut > Tmax):
Held_For_S(P, TimeQut, Sample)(n) IFF
Timer_S(P, Sample, TimeOut)(n) >= TimeCOut

TimerGeneral_S: THEOREM
Held_For_S(P, timeout - delta L, Sample)({(n) IFF
Timer_S(P, Sample, timeout - delta_L)(n) >= timeout - delta L

Timer_S_Eqv: THEOREM
Timer_S(P, Sample, timeout - delta_L)(n + 1) >= timeout - delta L IFF
(Timer_S(P, Sample, timeout - delta_L)(n) + Sample(n + 1) - Sample(n)
>= timeout - delta_L
AND P(Sample(n + 1)))

TimerGeneral _IC: THEOREM
FORALL (TimeQut: time | TimeOut > Tmax):
Held_For_I(P, TimeOut, Sample}(t) IFF
Timer_I(P, Sample, TimeQut)(t) >= TimeOut

TimerGeneral I: THEOREM
Held_For_I(P, timeout - delta_L, Sample)(t) IFF
Timer_I(P, Sample, timeout - delta_L)(t) >= timeout - delta L

Timer_S_Eqvl: THEOREM
FORALL (TimeQut: time | TimeOut > Tmax):
Timer_S(P, Sample, TimeQut)(n + 1) >= TimeOut IFF
(Timer_S(P, Sample, TimeOut)(n) + Sample(n + 1) - Sample(n) >=
TimeOut
AND P(Sample(n + 1)))

Timer_I_Eqv: THEOREM
FORALL (TimeOut: time | TimeOut > Tmax):
Timer_I(P, Sample, TimeOut)(Sample(n + 1)) >= TimeOut IFF
(Timer_I(P, Sample, TimeDut)(Sample(n)) + Sample(n + 1) - Sample(n)
>= TimeQut
AND P(Sample(n + 1)))
END TimerGeneral
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Appendix H

SensorLock Theory

This appendix contains the PVS input files for SensorLock theory of Sec-
tion 6.1. The complete PVS dump files are available from the attached CD.

SensorLock [(IMPORTING Time) K: non_initial_time, TL, TR: {t: time | t < K},
delta_t: {tk: non_initial_time | tk < K - TL AND tk < TR + TL},
delta_L, delta_R: time]: THEORY

BEGIN
IMPORTING TimerGeneral(K, TL, TR, delta_t, delta_L, delta_R]
t: VAR tick
ldelay, step: VAR Duration
sensor: VAR PRED[tick]
b: VAR FilteredTickPred
reset: VAR PRED[tick]
Sample: SampleTick_Type
ne, n0, n: VAR nat
delay: VAR Duration
SenLock_SRS(sensor, reset, ldelay) (t): RECURSIVE bool =
IF init(t) THEN TRUE
ELSE COND Held_For_I(sensor, ldelay - delta_L, Sample)(t) -> TRUE,
NOT Held_For_I(sensor, ldelay - delta_L, Sample)(t) AND
reset (t) AND sensor(t)
-> SenLock_SRS(sensor, reset, ldelay) (pre(t)),

NOT Held_For_I(sensor, ldelay - delta_L, Sample)(t) AND
reset(t) AND NOT sensor(t)
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-> FALSE, -
NOT Held_For_I(sensor, ldelay - delta_L, Sample)(t) AND
NOT reset(t)
-> SenLock_SRS(sensor, reset, ldelay) (pre(t))
ENDCOND
ENDIF
MEASURE rank(t)

SenLock_SRS_S(sensor, reset, ldelay)(n): RECURSIVE bool =
IF n = 0 THEN TRUE
ELSE COND Held_For_S(sensor, ldelay - delta_L, Sample)(n) -> TRUE,
NOT Held_For_S(sensor, ldelay - delta_L, Sample)(n) AND
reset(Sample(n)) AND sensor(Sample(n))
-> SenLock_SRS_S(sensor, reset, ldelay)(n - 1),
NOT Held_For_S(sensor, ldelay - delta_L, Sample)(n) AND
reset(Sample(n)) AND NOT sensor(Sample(n))
-> FALSE,
NOT Held_For_S(sensor, ldelay - delta_L, Sample)(n) AND
NOT reset(Sample(n))
-> SenLock_SRS_S(sensor, reset, ldelay)(n - 1)
ENDCOND
ENDIF
MEASURE n

SRS_PROPERTYO: LEMMA
NOT SenLock_SRS(sensor, reset, delay) (Sample(n)) IMPLIES
NOT Held_For_I(sensor, delay - delta_L, Sample) (Sample(n))

SRS_PROPERTY7: LEMMA
Held_For_I(sensor, delay - delta_L, Sample) (Sample(n)) IMPLIES
(FORALL (t: tick | t >= Sample(n) AND t < Sample(n + 1)):
SenLock_SRS(sensor, reset, delay)(Sample(n)) =
SenLock_SRS(sensor, reset, delay)(t))

SRS_PROPERTY2: LEMMA
NOT SenLock_SRS(sensor, reset, delay) (Sample(n)) AND
NOT Held_For_I(sensor, delay - delta_L, Sample)(Sample(n + 1))
IMPLIES NOT SenLock_SRS(sensor, reset, delay) (Sample(n + 1))

SRS_PROPERTY3: LEMMA

FilteredTickPred? (LAMBDA (t: tick): reset(t) AND NOT sensor(t)) AND
SenLock_SRS(sensor, reset, delay)(Sample(n)) AND

NOT Held_For_I(sensor, delay - delta_L, Sample) (Sample(n)) AND

NOT Held_For_I(sensor, delay - delta_L, Sample) (Sample(n + 1)) AND
(EXISTS (t: tick | Sample(n) < t AND t < Sample(n + 1)):
(reset (t) AND NOT sensor(t)))
IMPLIES NOT SenLock_SRS(sensor, reset, delay) (Sample(n + 1))

SRS_PROPERTY4: LEMMA
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FilteredTickPred? (LAMBDA (t: tick): reset(t) AND NOT sensor(t)) IMPLIES
SenLock_SRS(sensor, reset, delay)(Sample(0)) =
SenLock_SRS_S(sensor, reset, delay) (0)

SRS_PROPERTYS: LEMMA
NOT SenLock_SRS(sensor, reset, delay) (Sample(n)) AND
NOT Held_For_I(sensor, delay - delta_L, Sample) (Sample(n + 1))
IMPLIES NOT SenLock_SRS(sensor, reset, delay)(Sample(n + 1))

SRS_PROPERTY6: LEMMA
(FORALL (t: tick | t > Sample(n) AND t <= Sample(n + 1)):
NOT (reset(t) AND NOT sensor(t)))
AND NOT Held_For_I(sensor, delay - delta_L, Sample) (Sample(n + 1))
IMPLIES
SenLock_SRS(sensor, reset, delay)(Sample(n + 1)) =
SenLock_SRS(sensor, reset, delay) (Sample(n))

Lock_State: TYPE = {Good, Bad, Lock}

SDD_State: TYPE =
[# Elock: Lock_State, lLockDly: tick, PreviousInput: bool #]

sensor_now, reset_now: VAR bool

ElockUpdate(sensor_now: bool, reset_now: bool, S: SDD_State,
ldelay: non_initial_time, step: time):

Lock_State =
TABLE
Ym o e
INOT sensor_now AND Elock(S) = Lock AND reset_now |Good | |
fmm—mm e et =
INOT sensor_now AND Elock(S) = Lock AND NOT reset_now |Lockl| |
A S, N S et
INOT sensor_now AND NOT Elock(S) = Lock |Good] |
Ypmmm - - ———— e +————++
Isensor_now AND (NOT Elock(S) = Lock AND 1lLockDly(S) + step < ldelay) |Bad ||
= e -— e +————++
Isensor_now AND (Elock(8) = Lock OR 1lLockDly(S) + step >= ldelay) |Lock] |
Y e F————tt

ENDTABLE
S: VAR SDD_State

ELOCK (sensor: PRED[tick], reset: PRED[tick], ldelay: non_initial_time)
(t): RECURSIVE
SDD_State =
IF init(t)
THEN (# Elock := Lock, lLockDly := O, PreviousInput := sensor{0) #)
ELSE IF t = Sample(Left_Sample(Sample, t))
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THEN (# Elock

:= ElockUpdate(sensor(t),
reset(t),

ELOCK (sensor, reset, ldelay) (pre(t)),

ldelay,

t

Sample(Left_Sample(Sample, t) - 1)),

(ELOCK (sensor, reset, ldelay) (pre(t))),

1LockDly
:= TimerUpdate(sensor(t),
PreviousInput
ldelay,
1LockDly

(ELOCK (sensor, reset, ldelay) (pre(t))),

t

Sample(Left_Sample(Sample, t) - 1)),

ELSE (# Elock := Elock(ELOCK(sensor, reset, ldelay)(pre(t))),

:= 1LockDly(ELOCK(sensor, reset, ldelay) (pre(t))),

(sensor, reset, ldelay) (pre(t))) #)

PreviousInput := sensor(t) #)
1LockDly
PreviousInput
:= PreviousInput(ELOCK
ENDIF
ENDIF

MEASURE rank(t)

ELOCK_PROPERTY1: LEMMA

FORALL (t: tick | t > Sample(n) AND t < Sample(n

ldelay: non_initial_time):

ELOCK(sensor, reset, ldelay)(Sample(n)) =

ELOCK(sensor, reset, ldelay)(t)

ELOCK_PROPERTY2: LEMMA

FORALL (t: tick | t > Sample{(n) AND t < Sample(n

ldelay: non_initial_time):

PreviousInput (ELOCK (sensor, reset, ldelay) (t))

1LockDly_Timer: THEOREM
FORALL (ldelay: non_initial_time):

1LockD1ly (ELOCK (sensor, reset, ldelay)(t)) =

Timer_I(sensor, Sample, ldelay)(t)

SensorLock_Block_S2: THEOREM

FilteredTickPred?(LAMBDA (t: tick): reset(t) AND
SenLock_SRS_S(sensor, reset, delay)(n) =
SenLock_SRS(sensor, reset, delay)(Sample(n))
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SensorLock_Block_S6: THEQREM
SenLock_SRS_S(sensor, reset, delay)(n) =
Lock?(Elock (ELOCK (sensor, reset, delay - delta_L)(Sample(n))))

SensorLock_Block: THEOREM
FilteredTickPred?(LAMBDA (t: tick): reset(t) AND NOT sensor(t)) IMPLIES
SenLock_SRS(sensor, reset, delay)(Sample(n)) =
Lock?(Elock (ELOCK (sensor, reset, delay - delta_L)(Sample(n))))
END SensorLock
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Appendix I
DelayedTrip Theory

This appendix contains the PVS input files for DelayedTrip theory of Sec-
tion 6.2. The complete PVS dump files are available from the attached CD.

DelayedTrip[(IMPORTING Time) K: non_initial_time, TL,
TR: {t: time | t < X},
delta_t: {tk: non_initial_time | tk < K - TL AND tk < TR + TL},
delta_L1, delta_L2, delta_R1, delta_R2: time]: THEDRY
BEGIN
IMPORTING TimerGeneral[K, TL, TR, delta_t, delta_L1, delta_Ri]
IMPORTING FeasibilityResults[X, TL, TR, delta L2, delta_R2]
timed_real: TYPE = [time -> reall
Relay_State: TYPE = {OPEN, CLOSED}
SDD_State: TYPE =
[# Relay: Relay_State,
Timerl: tick,
Timer2: tick,
PreviousInputl: bool,
PreviousInput2: bool #]
n: VAR nat
t: VAR tick
timeoutl, timeout2: VAR non_initial_time
step: VAR time
P: VAR pred[tick]
Power, Pressure: timed_real
PT, DSP: posreal

CurrentP, previousi, previous2: VAR bool

previous: VAR time
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PP(t): bool = Power{(t) >= PT AND Pressure(t) >= DSP
Sample: SampleTick_Type

DelayedTrip_SRS(P: Condition_Type,
timeoutl: Duration[K, TL, TR, delta_Ll1, delta_R1],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2])
(t): RECURSIVE

bool =

IF init(t) THEN FALSE
ELSE TABLE

% —— - - B T ++

| Held_For_I(P, timeouti -~ delta_L1, Sample)(t) { TRUE I

Y - + ——t+

| Held_For_I(LAMBDA (t1: tick):

NOT Held For_I(P, timeoutl - delta_Ll, Sample)
(1),
timeout2 - delta_L2, Sample) (t) | FALSE |
% + ++
| NOT Held_For_I(P, timeoutl - delta_ L1, Sample){t) AND
(NOT Held_For _I(LAMBDA (t1: tick):
NOT Held_For_I
(P, timeoutl - delta_L1, Sample)(t1),
timeout2 - delta_L2, Sample)
(t)) | DelayedTrip_SRS(P, timeoutl, timeout2)(pre{t)) ||
-/. - + ++
ENDTABLE

ENDIF

MEASURE rank(t)

NOT_Held_For_I(P: Condition_Type, d: non_initial_time,
Sample: SampleTick_Type)
(t):
bool = NOT Held_For_I(P, d, Sample)(t)

DelayedTrip_SRS1(P: Condition_Type,
timeoutl: Duration[XK, TL, TR, delta_L1, delta_Ri1],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2])
(t): RECURSIVE

bool =

IF init(t) THEN FALSE

ELSE TABLE
% + +4
| Held_For_I(P, timeoutl - delta_L1, Sample) (t) | TRUE |
Y e e +4
| Held_For_I(NOT_Held For_I{(P, timeoutl - delta L1, Sample),

timeout2 - delta_L2, Sample)(t) | FALSE |

% + ++
| else | DelayedTrip_SRS1(P, timeoutl, timeout2)(pre(t)) ||
% + ++

ENDTABLE

ENDIF

MEASURE rank(t)

DelayedTrip_EQUAL: LEMMA
FORALL (timeoutl: Duration{K, TL, TR, delta_L1, delta_R1],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
DelayedTrip_SRS(P, timeoutl, timeout2)(t) =
DelayedTrip_SRS1(P, timeoutl, timeout2)(t)

S: VAR SDD_State
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RelayUpdate (timeout?, timeout2, CurrentP, S, step): Relay_State =

TABLE
h : + ++
| CurrentP&(Timer1(8)+step>=timeoutl) | OPEN |1
% + ++
| NOT(CurrentP&Timer1(S)+step>=timeout1)&Timer2(S)+step>=timeout2|CLOSED ||
fmm e e ———tem——m et
| NOT{(CurrentP&Timerl(S)+step>=timeoutl)&
NOT (Timer2(S)+step>=timeout2) |Relay(S) ||
% + ———tt
ENDTABLE

DelayedTrip_SDD(P, timeoutl, timeout2)(t): RECURSIVE SDD_State =
IF t = Sample(0)
THEN (# Relay := CLOSED,

Timerl := O,
Timer2 := 0,
PreviousInputl := P(Sample(0)),

PreviousInput2 := TRUE #)
ELSIF t = Sample(Left_Sample(Sample, t))
THEN (# Relay
:= RelayUpdate(timeoutl, timeout2, P(t),
DelayedTrip_SDD(P, timeoutl, timeout2)
(pre(t)),
t - Sample(Left_Sample(Sample, t) - 1)),

Timerl
:= TimerUpdate(P(t),
PreviousInputl(DelayedTrip_SDD
(P, timeoutl, timeout2)
(Sample
(Left_Sample(Sample, t)
),
timeoutl,
Timerl (DelayedTrip_SDD
(P, timeoutl, timeout2){pre(t))),
t - Sample(Left_Sample(Sample, t) - 1)),
Timer2
:= TimerUpdate(NOT (P(t)
&
Timeri

(DelayedTrip_SDD
(P, timeoutl, timeout2)
(Sample(Left_Sample(Sample, t) -~ 1)))
+
t
Sample(Left_Sample(Sample, t) - 1)
>=
timeouti),
PreviousInput2(DelayedTrip_SDD
(P, timeoutl, timeout2)
(Sample
(Left_Sample(Sample, t)

1)),
timeout2,
Timer2(DelayedTrip_SDD
(P, timeoutl, timeout2)(pre(t))),
t - Sample(Left_Sample(Sample, t) - 1)),
PreviousInputl := P(t),
PreviousInput2
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:= NOT (P(t) &
Timer1(DelayedTrip_SDD(P, timeoutl, timeout2)
(Sample
(Left_Sample(Sample, t)
1))
+t

- Sample(Left_Sample(Sample, t) - 1)
>= timeoutl) #)
ELSE (# Relay := Relay(DelayedTrip_SDD(P, timeoutl, timeout2)(pre(t))),

Timeri

:= Timer1(DelayedTrip_SDD{P, timeoutl, timeout2)(pre(t))),
Timer2

1= Timer2(DelayedTrip_SDD(P, timeoutl, timeout2)(pre(t))),
PreviousInputil

:= PreviousInputl(DelayedTrip_SDD(P, timeoutl, timeout2)

(pre(t))),

PreviousInput2

:= PreviousInput2(DelayedTrip_SDD(P, timeoutl, timeout2)
(pre(t))) #)
ENDIF
MEASURE rank(t)

SRS1_PROPERTY: LEMMA
FORALL (timeoutl: Duration[K, TL, TR, delta_Li, delta_R1],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
t > Sample(Q) AND NOT t = Sample(Left_Sample(Sample, t)) IMPLIES
DelayedTrip_SRS1(P, timeoutl, timeout2)(pre(t)) =
DelayedTrip_SRS1(P, timeoutl, timeout2) (t)

SRS1_PROPERTY1: LEMMA
FORALL (timeoutl: Duration[K, TL, TR, delta_L1, delta_R1],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
t > Sample(0) AND NOT t = Sample(Left_Sample(Sample, t)) IMPLIES
DelayedTrip_SRS1(P, timeoutl, timeout2) (pre(t)) =
DelayedTrip_SRS1(P, timeoutl, timeout2)(t)

SDD_PROPERTY1: LEMMA
FORALL (timeoutl, timeout2: non_initial_time):
P(Sample(n)) =
PreviousInputl(DelayedTrip_SDD(P, timeoutl, timeout2) (Sample(n)))

Timer2_PROPERTY1: LEMMA
t > Sample(0) AND t = Sample(Left_Sample(Sample, t)) IMPLIES
Timer2(DelayedTrip_SDD(P, timeoutl, timeout2)(pre(t))) =
Timer2(DelayedTrip_SDD(P, timeoutl, timeout2)
(Sample(Left_Sample(Sample, t) - 1)))

Timerl_Timer: LEMMA
FORALL (timeoutl, timeout2: non_initial_time):
Timer_I(P, Sample, timeoutl)(t) =
Timer1l(DelayedTrip_SDD(P, timeoutl, timeout2)(t))

SDD_PROPERTY2: LEMMA
FORALL (timeoutl: Duratiom[K, TL, TR, delta_Li, delta_R1il,
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
PreviousInput2(DelayedTrip_SDD(P,
timeoutl - delta_ L1,
timeout2 - delta_L2)
(Sample(n)))
= NOT_Held_For_I(P, timeoutl - delta_Ll1, Sample)(Sample(n))
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SDD_PROPERTY3: LEMMA
FORALL (timeoutl: Duration[K, TL, TR, delta_L1, delta_Ri],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
PreviousInput2(DelayedTrip_SDD(P,
timeoutl - delta_ L1,
timeout2 - delta_L2)
(Sample(n)))
= NOT_Held_For_I(P, timeoutl - delta_L1, Sample)(Sample(n))

Timer2_Timer: LEMMA
FORALL (timeoutl: Duration[K, TL, TR, delta_L1, delta_R1],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
Timer_ I(NOT_Held For_I(P, timeoutl - delta_L1, Sample), Sample,
timeout2 - delta_L2)
(t)

Timer2 (DelayedTrip_SDD(P, timeoutl - delta L1, timeout2 - delta_L2)
)

DelayedTrip_Blockl: THEOREM
FORALL (timeoutl: Duration[K, TL, TR, delta_L1, delta_Ri],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
DelayedTrip_SRS1(P, timeoutl, timeout2)(t) =
OPEN? (Relay(DelayedTrip_SDD(P, timeoutl - delta_L1,
timeout2 - delta_L2)
(t)))

DelayedTrip_Block_Tick: THEOREM
FORALL (timeoutl: Duration[K, TL, TR, delta_L1, delta_Ri],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
DelayedTrip_SRS(PP, timeoutl, timeout2)(t) =
OPEN? (Relay(DelayedTrip_SDD(PP, timeoutl - delta_L1,
timeout2 - delta_L2)
)

DelayedTrip_Block: THEDREM
FORALL (timeoutl: Duration[K, TL, TR, delta_L1, delta_Ri],
timeout2: Duration[K, TL, TR, delta_L2, delta_R2]):
DelayedTrip_SRS(PP, timeoutl, timeout2) (Sample(n)) =
OPEN? (Relay (DelayedTrip _SDD(PP, timeoutl - delta_ L1,
timeout2 - delta_L2)
(Sample(n))))
END DelayedTrip
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