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Abstract—The Internet of Things (IoT) and digital twins (DT)
are emerging technologies in the industry 4.0 landscape. Both
technologies offer the capabilities of collecting and analyzing
large quantities of data and utilizing this data for intelligent
decision-making. These technologies together form the Industrial
Internet of Digital Twins (IIoDT). Currently most works on
DTs in literature focus on a single level of the manufacturing
hierarchy without considering the interactions among levels. It is
important to understand how these different scales of DTs can
interact together in order to create a scalable system. The various
assets in a manufacturing environment exist in a hierarchy with
information flowing up from the lowest level to the highest.
Additionally, information flows from various levels to a central
database and data processing center. DTs connected in an IoT
network can provide various services for asset management in
manufacturing such as condition monitoring, health assessment,
simulation, forecasting, and visualization. It is important to
understand the various capabilities and interactions between
the various DTs. This work examined DTs at multiple levels
along the manufacturing hierarchy, what value they can provide,
examples in the literature of DTs at each level, and how they can
interact with other DTs along the hierarchy. This IIoDT system
can be used to analyze both vertically along the hierarchy and
horizontally across assets of the same level. This framework can
help bridge link the various levels of DTs that exist to better
integrate them in a manufacturing system.

Index Terms—asset management, digital twin, internet of
things, manufacturing

I. INTRODUCTION

Digital twins (DTs) are an important emerging technology
in the Industry 4.0 landscape. DTs are virtual representations
of physical objects, systems, and processes. They utilize
heterogeneous data streams to update one or more models
at a high frequency. DTs have been successfully leveraged
in other industries but manufacturing is thus far the most
popular field of research for their use. DTs have seen use in
applications such as condition monitoring, control, simulation,
visualization, and modeling in a manufacturing environment.
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The Internet of Things (IoT) and Industrial Internet of
Things (IIoT) are other important technologies. IIoT enables
the connection and collaboration of various devices and assets
in a manufacturing environment. Data collected via the sensors
in an IloT system enables and supports many useful services
such as condition monitoring, data analysis, and visualization.

These two technologies can be leveraged to enable better as-
set management in an industrial environment. Integrating DTs
into an IToT requires some consideration as to how DTs can be
constructed and organized within an IToT system. DTs can be
classified as unit level, system level, or system of system level
based on their structure [1]. This paper proposes a framework
for organizing DTs in an IIoT system to enable effective
communication and utilization of information. An effective
flow of information will enable robust asset management in
an industrial environment.

There are a few previous works which have investigated the
relationship between IoT and DTs and the possible advantages
as well as challenges. Souza et al. proposed a DT architecture
which was based on the IIoT [2]. Their model has three
main components: The physical twin, an IIoT gateway, and an
internal server which hosts the DT. Users within the workplace
such as technicians and engineers would have access to
this system, as well as users outside the workplace such as
management and other support roles. They demonstrated their
system using a didactic assembling plant DT. An important
consideration when designing a DT or IoT system is the
various standards that exist for IoT. In a paper by Jacoby et al.
[3], they examined various standards that could be applied to
both IoT and DT and the various advantages and disadvantages
of each. One important conclusion is that there are multiple
standards with overlap and there is a need for cooperation and
consolidation. Liu et al. [4] discussed a semantic model based
on ontology for modelling of a machine tool DT to address
the issue of multi-source heterogeneous data from sensors,
machines, and persons. Delfino et al. [S] described an overview
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of the DT architecture and how it relates to the IIoT.

Additionally, there has been some previous work which has
examined hierarchical modeling of DTs. In their framework
for hierarchical modeling of a mechanical product DT [6]
describes the process of developing a hierarchical structure
for a mechanical system. In their work, they use the case
study of a helicopter. They describe a hierarchical structure
of a mechanical product consisting of an assembly which has
various sub-assemblies and parts underneath that. Shangguan
et al. created a hierarchical model for DTs [7]. Their model
contained four layers: the Interface layer, the components
layer, the sub-system layer, and the scenarios layer. Each of
these layers contained several sub-components. They applied
their framework to an industrial robot in a case study. Jia
Et al. [8] presented their modeling method for a complex
multi-scale DT. They identified different contexts that DT
exists among each layer such as the shop floor, unit, and part.
They also identified four key characteristics in DTs: scalability,
interoperability, expandability, and fidelity.

This work intends to build upon previous works examining
hierarchical relationships of Dts and IoT. The proposed frame-
work is called the Industrial Internet of Digital Twins (IIoDT).
Implementing IIoDT can enable factory owners and operators
to obtain maximum value from the various assets along the
manufacturing hierarchy. It can enable the implementation
of the following: predictive and prognostic maintenance to
maximize equipment availability and reliability, simulation to
best plan and predict future outcomes and to optimize various
processes, and gathering and analyzing large data streams to
enable intelligent decision making in complex environments.

One existing issue in the literature and industry is that DTs
are often complex and costly to develop. For this reason it is
necessary to understand the capabilities of the various levels
of DTs. Before venturing to developing various DTs it is
important to understand what information and value is desired,
as well as what resources are available for development, and
what sort of DT is best suited for these criteria.

This work has identified and described five key asset layers
in an IIoDT system. Each asset DT has the opportunity to
provide unique value to the system as a whole. Each asset
layer’s interaction with other layers, potential DT services,
and existing examples in the literature have been examined.
In addition, this work presents a discussion on the various con-
sideration when designing and developing an IIoDT network.
Using this information and framework it it easier to develop
a plan for implementation of an IIoDT.

The remainder of this paper will be organized as follows:
Section II covers the five identified hierarchies in the IIoDT,
section III describes some other design considerations when
building an IIoDT system, finally the work is concluded in
section IV and future research directions are discussed.

II. DIGITAL TWINS AT DIFFERENT LEVELS IN THE
HIERARCHY

In an IIoT there will exist DTs at various levels of com-
plexity. These levels from the highest level to the lowest are

the following:

1) Factory

2) Manufacturing line

3) Machine

4) Sub-system

5) Component
They can be seen in the Figure 1 and are described in
the following subsections. Generally higher levels exist as a
collection of the level below them, however, it may be the
case that a DT contains DTs of objects or systems 2 levels
lower than it. For example, a factory DT consists of various
manufacturing line twins as well as various machines which
do not belong to a particular manufacturing line. The reverse
of this is not true however, it would never be the case that
a higher level DT be a component of a lower level DT, such
as a manufacturing line digital twin being a component of a
machine DT. Information cascades from the lowest levels of
the hierarchy up to the largest overall level of it. Information
from lower levels on the hierarchy can be used for decision
making in higher ones. The following subsections describe
each level in the hierarchy as well as a few examples of DTs
in the literature.

A. Component Digital Twin

The component level DT is for the critical components that
make up the various sub-systems. This includes components
such as motors, ball screws, and bearings. It would not include
things such as washers, bolts, covers, and panels as a DT of
these objects would provide little to no value. Sensors such
as accelerometers, thermometers, and dynamometers could be
utilized to take measurements of the various components and
perform various types of analysis such as machine learning,
and vibration analysis to make estimations on the condition of
the various components [9], [10]. This level would not have
any data storage or computational capabilities. Data collected
at this level would be stored and analyzed at higher levels.
Determining the condition of these parts can be useful in
determining a holistic view of the overall condition of the
system in which they are a part of.

Some forms of DT analysis that can be performed include
developing degradation models of the components using both
model-based and data-based predictions. DTs have been suc-
cessfully developed for various components including bearings
where they have been used for fault detection, crack identifi-
cation [11], and defect detection [12]. It has also been applied
to electric motors for the estimation of the remaining useful
life of a permanent magnet [13].

B. Sub-System Digital Twin

The sub-system level DT would include the main sub-
systems of the various manufacturing assets, in the case of
a machine tool this would include things such as the spindle,
the linear and rotary feed drives of each axis, and the tool
changer. It would draw upon both component-based condition
estimates as well as sub-system-level sensors to make an
overall estimation of the health of the sub-system [9]. Again,
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Fig. 1. Data streams in an IoT DT sub-system

this level would not have any data storage or computational
capabilities. Data collected at this level would be stored and
analyzed at higher levels. The health and condition of these
sub-systems can help form an overall estimate of the condition
of the machine of which they constitute.

Some DT-based analysis that could be performed at this
level include simulating the dynamics of a feed drive to
estimate levels of vibration and surface finish, this could then
be compared to accelerometer data and actual measured part
surface finish to determine modeling accuracy. DTs for sub-
systems are not as popular as the other levels of the hierarchy
but have been utilized for machine tool spindles in a few
instances. They have been used to model and estimate the
thermal characteristics of a spindle [14]. They have also been
used to monitor the performance of a spindle via measuring
and monitoring stiffness and vibration using both models and
experimental results [15].

C. Machine Digital Twin

The machine level will include large manufacturing ma-
chines such as robot arms, machine tools, conveyor belts, and
gantry cranes. This level would likely be equipped with some
computing and data storage capabilities. Underneath them
in the hierarchy would include both sub-systems as well as

component DTs. Data received from these DTs can help create
a holistic view of the health of the machine. This level of
DT would be connected to both the manufacturing line above
it and a centralized data warehouse / computing center. The
machine would be responsible for collecting and transmitting
data from its sub-systems and components.

DT-based analysis at this level may require integrating
the DTs lower on the hierarchy. Some examples of analysis
could be simulating the dynamics of the various sub-systems
working together to avoid collisions. It could also be used
to estimate power usage and torque requirements for various
movements. Various examples exist in the literature of apply-
ing DTs to manufacturing machines such as machine tools
and robot arms. Tong et al. [16] created a DT framework for
a machine tool for the purpose of data analysis, optimization
and decision making, and data visualization. They applied their
framework to a 5-axis machine tool and created a monitoring
interface dashboard, they were able to optimize their tool path
and improve surface finish. Armendia et al. [17] evaluated the
application of DTs to machine tools. They found that some
of the key purported advantages of applying digital twins
were the following: Increasing overall equipment efficiency,
validating simulated results with actual results using sensors,
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reducing tool cost with improved tool selection, reducing
scrap, and increasing uptime. Matulis et al. created a DT of
a robot arm. This robot arm was trained using reinforcement
learning in a virtual space to perform a task. This training was
then mapped to the physical counterpart [18].

D. Manufacturing Line Twin

The manufacturing line level would include all the man-
ufacturing assets that work together towards a certain goal.
In the case of a car transmission manufacturing plant, this
may include a line for manufacturing transmission cases,
one for manufacturing the gears, and one line for assembly.
Underneath this would be the various assets that are part of
the line. Generally, it would just be assets, as components or
sub-systems would not exist independently from their assets.

A common DT service that would be utilized at this level
would be simulating and estimating reliability and throughput.
Vachdlek et al. created a DT of an assembly line including
material flow, a mock-up of the production line, and the
interaction of the various manufacturing facilities. This DT
gave additional insight into the dynamics of the system [19].
Zheng et al. created a DT of a manufacturing line and
mapped real production data to it [20]. Their DT included real-
time connection and interaction between the model and real
production line. They utilized several different models such as
geometric model, physical model, and kinematic model. Data
was transmitted via OPCUA to map the models to the physical
system.

E. Factory Digital Twin

The Factory DT is the highest level of DT in the man-
ufacturing environment. Theoretically, an organization could
have higher levels such as a manufacturing group DT or
an enterprise-level DT but that is beyond the scope of this
work. The Factory DT consists of various manufacturing
lines and manufacturing asset DTs. The health, condition, and
performance of the factory level DT can be determined based
on the DTs below it.

Levels of performance and health at this level could be
measured by overall throughput, levels of inventory, and
average availability and utilization of its various assets and
production lines. Guo et al. created a flexible DT for factory
design. They applied their framework to a paper cup factory
[21]. Constructing a DT enabled the optimization of the
manufacturing process by discovering bottlenecks and other
design flaws. Park et all created and implemented a DT-
augmented micro smart factory [22]. Their system utilized
an IloT-based DT to collect data and monitor the system
which was used to track past data, monitor current conditions,
and support future decision making. They tested their system
on a micro factory which contained components such as a
material handling robot, 3D printers, an inspection station, and
a packing robot.

III. DESIGN CONSIDERATIONS AND VALUE OF SYSTEM

There are a few considerations that need to be made when
building an IIoDT. One of the primary considerations is the

[ T (R S :

L2

L3

Fig. 2. One possible network hierarchy for [IoDT

modularity and extend-ability of the system. The system must
be able to accommodate the addition and removal not of
just DTs but also the capabilities of DTs. To accommodate
this change an exponentially increasing level of computational
power, data storage, and data throughput will be necessary.
These IIoDT systems will generate a great deal of data which
needs to be properly handled [23].

It must be considered how the network nodes will be
organized and connected. There are several options of network
topology that exist and can be considered. Different topologies
may be preferable depending on the vertical and horizontal
scale of the systems. Star or tree topology may be useful
for the sub-system and machine level for communication
as the various sensors and sub-systems would only need to
communicate directly with the level above them [9]. For
the levels of machine to factory, it may be ideal to utilize
a tree, star, or hybrid of the two topologies to create a
hierarchical structure and interconnection to a central database.
This network topology can be seen in Figure 2, with dotted
lines representing the connection to a central database and the
arrows the connections between layers.

When beginning to develop an IIoDT a decision needs
to be made about the starting point of building the various
DTs along the hierarchy. There are a few questions that need
to be answered before proceeding. How much value will
building this DT provide? And what services can be utilized?
How difficult and how long will it take to develop this DT?
Is it better to build many DTs with limited capabilities or
fewer with greater capabilities? Answering these questions is
essential before beginning the process of developing an [IoDT
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network.

Information gathered from the IIoDT can be leveraged
for analysis in both horizontal and vertical directions of the
hierarchy. Vertical analysis would be the analysis from some
starting point and proceeding down the hierarchy. One example
of this might be examining the state of a manufacturing line.
You could get an estimate of the performance by examining the
assets below it which could in turn be evaluated by a sum of
their sub-systems and components. Horizontal analysis would
be analyzing the same components, sub-systems, machines etc
along different vertical streams in the hierarchy. One example
of this would be examining how one model or manufacturer
or motor used in spindles is performing in many different
machine tools. This information can be used to predict main-
tenance scheduling and inform future purchasing decisions.

IV. CONCLUSION

Existing literature on DTs in manufacturing often focuses
on creating a DT for a single level of the manufacturing
hierarchy. There exists successful examples in the literature
of implementing DTs at each of the five levels discussed in
this work. Additionally, given that DTs require a great deal
of resources it is often only possible to develop at a single
level at any given time. With this constraint on mulit-level
DT development it is important to develop a framework for a
modular framework to implement them in an IIoT system.

This work has presented a framework for implementing a
hierarchical IIoT for DTs. Considerations about the connection
between each level in the hierarchy, what sort of data will
be collected and analyzed at each level, and the complexity
of the analysis performed at each level are discussed. This
work can help to provide a reference framework for those
who wish to develop a hierarchical [ToDT, whether that would
be linking just two layers or the entire five layers that have
been discussed.

There did not seem to be any examples in the literature of
developing and connecting more than one DT in a hierarchical
structure that went beyond a framework or theoretical case
study. Work that would involve the development and linking
of multiple DTs such as a ball screw DT and feed drive DT,
or a machine tool DT with a manufacturing line DT could
be interesting and novel research. Additionally, future works
could expand on the topics explored in this paper and cover
more examples of DTs at each level of the hierarchy.

REFERENCES

[1] F. Tao, W. Liu, M. Zhang, T. Hu, Q. Qi, H. Zhang, F. Sui, T. Wang,
H. Xu, Z. Huang, X. Ma, L. Zhang, J. Cheng, N. Yao, W. Yi,
K. Zhu, X. Zhang, F. Meng, X. Jin, and Y. Luo, “Five-dimension
digital twin model and its ten applications,” Jisuanji Jicheng Zhizao
Xitong/Computer Integrated Manufacturing Systems, CIMS, vol. 25, pp.
1-18, Jan. 2019.

[2] V. Souza, R. Cruz, W. Silva, S. Lins, and V. Lucena, “A Digital Twin
Architecture Based on the Industrial Internet of Things Technologies,” in
2019 IEEE International Conference on Consumer Electronics (ICCE),
Jan. 2019, pp. 1-2.

[3] M. Jacoby and T. Usldnder, “Digital Twin and Internet of
Things—Current Standards Landscape,” Applied Sciences, vol. 10,
no. 18, p. 6519, Jan. 2020.

[4]

[5]

[6]

[7]

[8]

[9]

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

(23]

J. Liu, D. Yu, X. Bi, Y. Hu, H. Yu, and B. Li, “The Research
of Ontology-based Digital Twin Machine Tool Modeling,” in 2020
IEEE 6th International Conference on Computer and Communications
(ICCC), Dec. 2020, pp. 2130-2134.

L. R. Delfino, A. S. Garcia, and R. L. de Moura, “Industrial Internet
of Things: Digital Twins,” in 2019 SBMO/IEEE MTT-S International
Microwave and Optoelectronics Conference (IMOC), Nov. 2019, pp. 1-
3.

M. Zheng and L. Tian, “A Hierarchical Integrated Modeling Method
for the Digital Twin of Mechanical Products,” Machines, vol. 10, no. 1,
p- 2, Jan. 2022.

D. Shangguan, L. Chen, and J. Ding, “A Hierarchical Digital Twin Model
Framework for Dynamic Cyber-Physical System Design,” in Proceed-
ings of the 5th International Conference on Mechatronics and Robotics
Engineering, ser. ICMRE’19. New York, NY, USA: Association for
Computing Machinery, Feb. 2019, pp. 123-129.

W. Jia, W. Wang, and Z. Zhang, “From simple digital twin to complex
digital twin Part I: A novel modeling method for multi-scale and multi-
scenario digital twin,” Advanced Engineering Informatics, vol. 53, p.
101706, Aug. 2022.

B. Sicard, N. Alsadi, P. Spachos, Y. Ziada, and S. A. Gadsden,
“Predictive Maintenance and Condition Monitoring in Machine Tools:
An IoT Approach,” in 2022 IEEE International 10T, Electronics and
Mechatronics Conference (IEMTRONICS), Jun. 2022, pp. 1-9.

Q. Butler, Y. Ziada, D. Stephenson, and S. Andrew Gadsden, “Condition
Monitoring of Machine Tool Feed Drives: A Review,” Journal of
Manufacturing Science and Engineering, vol. 144, no. 100802, Jun.
2022.

F. Piltan and J.-M. Kim, “Bearing Anomaly Recognition Using an
Intelligent Digital Twin Integrated with Machine Learning,” Applied
Sciences, vol. 11, no. 10, p. 4602, Jan. 2021.

Y. Qin, X. Wu, and J. Luo, “Data-Model Combined Driven Digital
Twin of Life-Cycle Rolling Bearing,” IEEE Transactions on Industrial
Informatics, vol. 18, no. 3, pp. 1530-1540, Mar. 2022.

S. Venkatesan, K. Manickavasagam, N. Tengenkai, and N. Vijayalak-
shmi, “Health monitoring and prognosis of electric vehicle motor using
intelligent-digital twin,” IET Electric Power Applications, vol. 13, no. 9,
pp. 1328-1335, 2019.

J. Xiao and K. Fan, “Research on the digital twin for thermal charac-
teristics of motorized spindle,” The International Journal of Advanced
Manufacturing Technology, vol. 119, no. 7, pp. 5107-5118, Apr. 2022.
R. Xue, X. Zhou, Z. Huang, F. Zhang, F. Tao, and J. Wang, “Digital
twin-driven CNC spindle performance assessment,” The International
Journal of Advanced Manufacturing Technology, vol. 119, no. 3, pp.
1821-1833, Mar. 2022.

X. Tong, Q. Liu, S. Pi, and Y. Xiao, “Real-time machining data
application and service based on IMT digital twin,” Journal of Intelligent
Manufacturing, vol. 31, no. 5, pp. 1113-1132, Jun. 2020.

M. Armendia, F. Cugnon, L. Berglind, E. Ozturk, G. Gil, and J. Selmi,
“Evaluation of Machine Tool Digital Twin for machining operations
in industrial environment,” Procedia CIRP, vol. 82, pp. 231-236, Jan.
2019.

M. Matulis and C. Harvey, “A robot arm digital twin utilising rein-
forcement learning,” Computers & Graphics, vol. 95, pp. 106-114, Apr.
2021.

J. Vachdlek, L. Bartalsky, O. Rovny, D. SismiSovd, M. Morh4¢, and
M. Loksik, “The digital twin of an industrial production line within the
industry 4.0 concept,” in 2017 21st International Conference on Process
Control (PC), Jun. 2017, pp. 258-262.

Y. Zheng, S. Yang, and H. Cheng, “An application framework of digital
twin and its case study,” Journal of Ambient Intelligence and Humanized
Computing, vol. 10, no. 3, pp. 1141-1153, Mar. 2019.

J. Guo, N. Zhao, L. Sun, and S. Zhang, “Modular based flexible digital
twin for factory design,” Journal of Ambient Intelligence and Humanized
Computing, vol. 10, no. 3, pp. 1189-1200, Mar. 2019.

K. T. Park, Y. W. Nam, H. S. Lee, S. J. Im, S. D. Noh, J. Y. Son, and
H. Kim, “Design and implementation of a digital twin application for
a connected micro smart factory,” International Journal of Computer
Integrated Manufacturing, vol. 32, no. 6, pp. 596-614, Jun. 2019.

D. Mourtzis, E. Vlachou, and N. Milas, “Industrial Big Data as a Result
of IoT Adoption in Manufacturing,” Procedia CIRP, vol. 55, pp. 290—
295, Jan. 2016.

Authorized licensed use limited to: McMaster University. Downloaded on March 03,2025 at 20:50:23 UTC from IEEE Xplore. Restrictions apply.



