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5.1 Trace signal selection using circuit topology 

The first metric for aiding the selection of trace signals utilizes the information ob­

tained by analyzing the topology of a circuit. If a trace signal has large input and 

output logic cones (i.e., if the trace signal is driven by a large number of signals or if 

it drives a large number of other signals), it is obvious that the likelihood of restoring 

data for other signals through forward and backward operations on this signal will be 

higher. This is because when the circuit netlist is translated into a graph as described 

in Section 4.1, the number of parent and child nodes that can be reached from the 

trace signal is higher. As a result, by analyzing the topology of a circuit, one can 

select a set of trace signals that can help restore a significant amount of missing data 

for other signals. This observation is captured by the equations shown in Figure 5.1 

for calculating the restorability of all the nodes in a circuit when a particular signal 

is monitored by the DFD hardware. We define the forward restorability of a node to 

be the likelihood of restoring data of that node through forward propagation (Figure 

2.15(a)), while backward restorability represents the chance of restoring data of the 

node from backward justification (Figure 2.15(b)) or the combined operation (Figure 

2.15(c)). When a node can be fully restored through forward (backward) operations, 

the forward (backward) restorability will be 1. If data cannot be reconstructed, the 

restorability will then be 0. 

In Figure 5.1, the equations for calculating the forward restorability of the output, 

as well as the backward restorability of the inputs of a gate are shown. Although it 

is shown with an AND gate in the figure, it should be noted that the same set of 

equations are applied to all the gates in a design. The forward restorability of a gate 

is calculated by summing the forward restorability of its inputs, then dividing the 

sum by the number of inputs of the gate. This is because the more parent signals of 

a node are monitored, the higher chance the data for that node can be restored by 

the proposed state restoration algorithm through forward operations. On the other 

hand, the backward restorability of an input of a gate is calculated by first finding the 

maximum backward restorability from its children, since it can be restored through 

any one of its fan-out branches (as indicated in Figure 5.1 with the term max{B(z)} 
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AND Z 
a=B- F(z) = (F(a) + F(b)) /2 
b · ... , B(a) = (max{B(z)} + F(b)) /2 

Figure 5.1: Equations for restorability calculation using only topology 

in the equations). The result is then added with the forward restorability of other 

inputs of the gate. This is because it is sometimes insufficient to restore the input 

values from only the output values of a gate. However, if the values of the output 

and the other inputs are known, the chances of restoring values of the targeted input 

will be higher. The sum from the equation is then divided by the number of inputs 

of a gate to normalize the restorability to 1. 

After defining the equations that look at the topology of a circuit for calculating 

restorability of a node, Algorithm 5.1 can be used to show how these equations are 

applied to aid the selection of trace signals. The algorithm uses a breadth-first-search 

approach to calculate restorability values for all the nodes. The calculation starts by 

first computing the forward restorability of all the child nodes of the first node in 

the search list (line 8). It then works out the backward restorability of all the parent 

nodes of the same node (line 14). When sequential loops are found in a circuit, the 

algorithm will iterate the forward and backward calculations for the nodes in the 

loop. This is because the state restoration algorithm may be able to restore data for 

multiple clock cycles by iterating in the loop. 

Figure 5.2 can be used to explain the greedy nature of the algorithm when trying to 

select the first trace signal using Algorithm 5.1 for the circuit shown in Figure 4.l(a). 

In the figure, the F and B values represent the forward and backward restorability of 

each flip-flop respectively for three iterations. Note that for the sake of clarity, only 

the restorability values of the flip-flops are shown, but in fact, the restorability for 

the logic gates between flip-flops are also calculated. 

In Figure 5.2(a), the restorability values of all the signals in the circuit when FF E 

is selected as the trace signal using Algorithm 5.1 are shown. In the first iteration, 

all the F and B values of the signals are set to 0, except for FF E, for which the 
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Algorithm 5.1 Algorithm for identifying trace signals incrementally 

1: while cur _width < T B_width do 
2: while not all nodes in Circuit are calculated do 
3: search_list = Get chosen nodes 
4: Set initial values for chosen nodes 
5: while searchJist is not empty do 
6: cur _node = first node in search_list 
7: for (each child_node of cur _node) do 
8: CalculateForward( child_node) 
9: if (new_value - old_value ;::: Threshold) then 

10: Put child_node at end of searchJist 
11: end if 
12: end for 
13: for (each parenLnode of cur _node) do 
14: CalculateBackward(parenLnode) 
15: if (new_value - old_value ;::: Threshold) then 
16: Put parenLnode at end of search_list 
17: end if 
18: end for 
19: end while 
20: Sum the restorability of all nodes in the circuit 
21: end while 
22: Select the node with highest restorability 
23: cur _width++ 
24: end while 
25: return signaLselectionJist 
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values are set to 1 since it is traced. In the second iteration, the backward restorability 

values of F FC and FF B are calculated to be 0.5 according to the backward equation 

in Figure 5.1. It should be noted that although the forward restorability values of 

F FC and FF B should be 0 according to the forward equation, the values will be 

updated to be 0.5 at the end of the iteration. This is to reflect that no matter if data 

is restored through forward or backward operation, the restored data can still be used 

for state restoration in the next iteration. The updated values will then be used in 

the third iteration of Algorithm 5.1 for further calculation. 

It can be seen in Figure 5.2 that as the algorithm iterates further to propagate 

the metric, the restorability value of each node either stays the same or it gradually 

increases (it never decreases). As a result, a user-defined parameter Threshold is 

provided to control the amount of metric propagation among circuit nodes, and to 

limit computation time for the trace signal selection algorithm (lines 9 and 15). This 

threshold is used to check the newly computed values against the ones from the 

previous iteration. It is obvious that the lower the threshold, the more effort the 

algorithm will spend on calculating the restorability of each signal in the circuit. 

After the restorability of all nodes are calculated and the Threshold parameter 

is satisfied, the calculated values are summed together to give the restorability of 

the circuit given that a certain FF was selected as the trace signal (line 20). To 

decide which node to select as the trace signal, the algorithm will calculate the circuit 

restorability for when each node is selected, it will then choose the node that produces 

the highest circuit restorability as the trace signal (line 22). To select the targeted 

number of trace signals, Algorithm 5.1 incrementally calculates circuit restorability 

to select one signal at a time in a greedy manner. Using the circuit in Figure 4.1 (a) 

as an example when choosing two signals, and assuming signal FF Eis chosen in this 

iteration, Algorithm 5.2 will then select the second trace signal by trying to select 

signals in this sequence: FF E & FF A, FF E & FF B, ... , until all other signals are 

selected together with FF E as trace signals. It will then choose the signal pair that 

will produce the highest restorability values across the circuit as trace signals. This 

gradual approach for trace signals selection follows the same philosophy on how new 

states are chosen to be probed during microprocessor debug, when signals are also 
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Circuit restorability 
FFA FFB FFC after three iteration if 

.---:F=-[=o-, o=-,-=o-=. 5::-:-] ---. •-=F"'""[o=-,-=o-=. 5=-, ..,,.o-=. 7=51,...., r-=F ..,...,[0-, -0 .-=5-, o=-. 7=5=-] -. 1 FFE is traced 
B [O, 0, 0.5] B [O, 0.5, 0.75] B [O, 0.5, 0.75] = (0.5+0.5) 

FFD FFE +(0.75+0.75) 
F [O, 0, 0.5] F [1, 1, 1] +(O. 75+0. 75) 
B [O, 0, 0.5] B [1, 1, 1] +(0.5+0.5) 

+(1+1) 
=7 

(a) Circuit restorability when FFE is selected 

(b) Circuit restorability when F FC is selected 

Figure 5.2: Restorability calculation for three iterations using the topology metric 

selected incrementally to determine what additional data can be gathered from the 

microprocessor. 

Although Algorithm 5.1 can identify the trace signals that would give high restora­

tion ratio by propagating the restorability metric over and over with each incremen­

tal signal selection, this could lead to prohibitively high computation time for large 

circuits. Thus, we introduce Algorithm 5.2, which greedily selects trace signals by 

estimating how much data from other signals can be restored when each signal is 

chosen as a trace signal. 

To estimate how much data can be restored when a signal is traced, Algorithm 5.2 

first sets the restorability value of the selected signal to 1 (line 3). It then employs 

a breath-first-search approach to propagate the restorability value using the equa­

tions in Figure 5.1 to its child nodes and parent nodes through forward propagation 
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Algorithm 5.2 Algorithm for selecting trace signals using coverage estimation 

1: while not all signals in Circuit are evaluated do 
2: search_list = one of the non-evaluated signal 
3: Set initial values for chosen signal 
4: while search_list is not empty do 
5: cur _node = first node in search_list 
6: for (each child_node of cur _node) do 
7: if (number of parent nodes with non-zero restorability values has increased 

since the last visit) then 
8: CalculateForward( child_node) 
9: Put child_node at end of search_list 

10: end if 
11: end for 
12: for (each parenLnode of cur _node) do 
13: if (number of child nodes with non-zero restorability values has increased 

since the last visit) then 
14: CalculateBackward(parenLnode) 
15: Put parenLnode at end of search_list 
16: end if 
17: end for 
18: end while 
19: Record restorability values of all nodes in the circuit for current signal selection 
20: end while 
21: cur _high_value = 0.9 
22: while (cur _width < TB _width) do 
23: chosen_signal = FindMaxCover( cur _high_value) 
24: if (chosen_signal ==NULL) then 
25: cur _high_value =cur _high_value - 0.1 
26: else 
27: Put chosen_signal in signal_selection_list 
28: cur _width++ 
29: end if 
30: end while 
31: return signal_selection_list 
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(line 8) and backward justification (line 14) respectively in the same way as Algo­

rithm 5.1 propagates the restorability metric among circuit nodes for calculating the 

restorability values of the circuit when selecting the first signal. However, instead of 

using a custom parameter, another mean is provided to control the amount of metric 

propagation among circuit nodes to limit computation time. Whenever a node is 

being visited, the algorithm will only proceed to update the restorability value of the 

current node through forward propagation when the number of parent nodes that 

have non-zero restorability values has been increased since the last time the current 

node has been visited (line 7). Likewise, the restorability values of its child nodes will 

be checked to determine if backward justification will be performed (line 13). These 

checks ensure that a node will only be revisited if the changes of the restorability 

value come from a different circuit path when compared to its previous visit. 

Algorithm 5.2 selects trace signals based on how many other signals will likely be 

covered after state restoration. Using the restorability values in Figure 5.2(b) as an 

example, when selecting F FC as the trace signal, FF D will also be covered since 

data for FF D can be fully reconstructed during state restoration as indicated with 

a restorability value of 1 in FF D. As a result, although both F FC and FF D will 

likely help reconstruct data for other signals if any of them is selected as a trace 

signal, the two signals together will not help reconstruct more data if they are both 

selected as trace signals for the circuit shown in Figure 4.1 (a). This is why Algorithm 

5.2 analyzes how many signals will be covered at line 23 and will greedily select trace 

signals so that the maximum amount of signals can be covered in order to achieve 

high restoration ratio. 

It should be noted that it is not necessary for the restorability value of a signal 

to be 1 before it can be classified as covered. For example, FF D is the only signal 

that will achieve a restorability value of 1 when F FC is selected as the trace signal 

as shown in Figure 5.2(b). In this case, Algorithm 5.2 will gradually decrease the 

requirement by lowering the targeted restorability value used for classifying signal 

coverage when no signal can be found to cover additional signals (25). 
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This technique on selecting trace signals based on signal coverage in Algorithm 5.2 

differs from the incremental trace signal selection technique by re-calculating restora­

bility values of the circuit with each additional signal selection in Algorithm 5.1. As 

will be shown by the experimental results, although the signal selection method in Al­

gorithm 5.1 may be able to select trace signals that yield higher restoration ratio, the 

computation time for calculating restorability values repeatedly for each incremental 

signal selection can become prohibitively high with large circuits. On the other hand, 

by selecting trace signals that give high coverage for restoring data in other signals 

without re-evaluating the restorability values of the circuit, a good restoration ra­

tio can still be achieved, while the computation time for Algorithm 5.2 falls into an 

acceptable range. 

5. 2 Trace signal selection using topology and logic 

gate behavior 

To further refine the equations for calculating the restorability of a node, the logic 

behavior of each gate can be taken into consideration. The new metric that considers 

both the topology and the logic behavior of a gate is given in Figure 5.3. In the 

new equations, the restorability is further divided into FO and Fl, which represent 

the likelihood of restoring a logic 0 and 1 respectively on the output of a gate using 

forward operations. Likewise, BO and Bl depict the chance of restoring a logic 0 

and 1 respectively on the input of a gate using backward operations. Note that the 

equations for the AND gate, the OR gate and the XOR gate are different as shown 

in Figure 5.3 due to their different logic behaviors. For the AND gate, when any of 

the inputs is logic 0, the output can be concluded as logic 0, whereas to restore a 

logic 1 on the output through forward operations, both inputs have to be logic 1. 

On the other hand, an input of an AND gate can be justified as logic 1 whenever 
/ 

the output is also logic 1. In order to evaluate the input of an AND gate to logic 0, 

the output of the gate has to be logic 0, and other inputs have to be logic 1. The 

equations for other primitive gates are derived using similar reasoning. It should be 
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FO(z) 

Fl(z) 

BO( a) 

Bl(a) 

FO(z) 

a~ Fl(z) OR Z 
b . BO(a) 

Bl(a) 

FO(z) 

a~ Fl(z) 
b -t-0 z 

· BO( a) 

Bl( a) 
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max{FO(a), FO(b)} 

(Fl(a) + Fl(b))/2 

(max{BO(z)} + Fl(b))/2 

max{Bl(z)} 

(FO(a) + FO(b))/2 

max{Fl(a), Fl(b)} 

max{BO(z)} 

(max{Bl(z)} + FO(b))/2 

(FO(a) + FO(b)) + (Fl(a) + Fl(b)) 
4 

(FO(a) + Fl(b)) + (Fl(a) + FO(b)) 
4 

(max{BO(z)} + FO(b)) + (max{Bl(z)} + Fl(b)) 
4 

(max{BO(z)} + Fl(b)) + (max{Bl(z)} + FO(b)) 
4 

Figure 5.3: Equations for restorability calculation using topology + logic 

noted that although both Algorithms 5.1 and 5.2 can be used to select trace signals 

with both of the proposed metrics, the CPU runtime increases when choosing signals 

using the second metric. This is due to the fact that the restorability equations are 

more complex for each node, due to the increased accuracy of the metric. 

Figure 5.4 shows the restorability values calculated using the equations from Fig­

ure 5.3 for all the FFs in the circuit from Figure 4.l(a) for three iterations. It can be 

seen from Figures 5.2 and 5.4 that F FC should be chosen as the trace signal, since in 

both cases it covers more signals with higher restorability values in the circuit. Note 

the differences between restorability values in other signals in Figures 5.2 and 5.4 

when using the two proposed metrics for signal selection. This is due to the further 

refinement in the equations that consider topology and logic behavior of the circuit 

for restorability calculation. When working with large circuits, this refinement can 

help better evaluate the signal coverage when choosing the trace signals. 
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FFA FFB FFC 
FO [O, 0, 0.5) FO [O, 0.5, 0. 75) FO [O, 0.5, 0.75] Circuit restorability after 
F1 [O, 0, 0.5) F1 [O, 0.5, 0. 75] F1 (0, 0.5, 0.75] three iterations if FFE is 
BO (0, 0, 0.5] BO (0, 0.5, 0.75] BO [O, 0.5, 0.75] traced 
B1 [O, 0, 0.5] B1 [O, 0.5, 0.75) B1 [O, 0.5, 0.7~ = (0.5+0.5+0.5+0,5) 

FFD FFE +(0.75+0.75+0.75+0.75) 
FO [O, 0, 0.5) FO [1, 1, 1] +(0.75+0.75+0.75+0.75) 
F1 [O, 0, 0.5) F1 (1, 1, 1] +(0.5+0.5+0.5+0.5) 
BO (0, 0, 0.5) BO (1, 1, 1] +(1+1+1+1) 
B1 (0, 0, 0.5] B1[1,1,1] =14 

(a) Circuit restorability when FF E is selected 

(b) Circuit restorability when F FC is selected 

Figure 5.4: Restorability calculation for three iterations using the topology + logic 
metric 

One may argue that the proposed restorability equations that consider both topol­

ogy and behavior of logic gates (shown in Figure 5.3) resemble the SCOAP control­

lability/ observability concept that guides the ATPG process for manufacturing test 

[35]. There is, however, a fundamental difference between the proposed restorability 

metrics and the SCOAP metrics. SCOAP captures the controllability/ observability 

of the internal circuit nodes by measuring how the assignments on neighboring signals 

will affect the targeted signal. Thus, the controllability/observability of a node does 

not give any information on how the specific value obtained for the targeted node 

can help restore data for other circuit nodes. For instance, for the circuit in Figure 

4.l(a), the SCOAP measure will identify FF E as a hard to control signal due to the 
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presence of the X 0 R gate. However, tracing only FF E will not be able to restore 

data for any other signals in the circuit. Unlike SCOAP, the proposed restorability 

metrics capture how the data acquired on a node during a debug session will give 

more information about the internal state of the circuit. 

5.3 Experimental results 

Based on the same reasonings on the expected logic block size for the experimental 

setup discussed in Section 4.3, the experiments for evaluating the trace signal selec­

tion algorithms are also performed on the three largest ISCAS89 benchmark circuits 

[18] (i.e. s38584, s38417 and s35932). For these experiments, the state restoration 

algorithm detailed in the previous chapter is used to obtain the restoration ratios 

for evaluating the two trace signal selection algorithms. These algorithms are imple­

mented using ANSI C and executed on a PC with dual-Xeon processors at 2.4 GHz 

with 1 GB of RAM. Also, in our experiments, all the high fan-in gates are decomposed 

into two-input logic gates when translating the ISCAS circuits into circuit graphs for 

both the state restoration algorithm, and the trace signal selection algorithm. 

There are two sets of experimental results discussed in this chapter of the thesis. 

The first set of results shown in SubSection 5.3.1 is based on randomly generated 

stimuli on all primary inputs of the circuits using the experimental flow shown in 

Figure 4.3. While the second set of results discussed in SubSection 5.3.2 is based on 

randomly generated stimuli on the data inputs, and the values on the control inputs 

are constrained as explained in the experimental flow given in Figure 4.5. 

5.3.1 Experiments with randomly generated stimuli on all 

inputs 

Tables 5.1, 5.2 and 5.3 give the state restoration ratio and the restoration time for 

s38584, s38417 and s35932 respectively for comparing different signal selection meth­

ods using the topology only metric. Similarly, Tables 5.4, 5.5 and 5.6 give the same 

type of results for s38584, s38417 and s35932 respectively for comparing the signal 
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Table 5.1: State restoration results for s38584 when all primary inputs are driven 
randomly and trace signal are selected using the topology-only metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 221 3.51 0.00 11 83.48 9.00 
16 425 2.26 0.00 11 43.17 9.00 
32 828 1.82 0.00 11 21.89 9.00 

4096 8 221 3.52 0.00 11 82.38 52.00 
16 425 2.26 0.00 11 43.72 52.40 
32 828 1.82 0.00 11 22.16 52.00 

8192 8 221 3.52 0.00 11 84.79 134.30 
16 425 2.26 0.00 11 44.05 134.40 
32 828 1.82 0.00 11 22.33 133.20 

Table 5.2: State restoration results for s38417 when all primary inputs are driven 
randomly and trace signal are selected using the topology-only metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 294 16.75 0.00 10 16.34 0.00 
16 604 8.48 0.00 10 8.17 0.00 
32 1227 6.73 0.00 10 4.10 0.00 

4096 8 294 16.75 0.00 10 16.33 0.00 
16 604 8.54 3.20 10 8.17 0.00 
32 1227 6.72 7.40 10 4.09 0.00 

8192 8 294 16.75 0.00 10 16.33 0.00 
16 604 8.59 8.80 10 8.17 0.00 
32 1227 6.81 4.20 10 4.08 0.00 
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Table 5.3: State restoration results for s35932 when all primary inputs are driven 
randomly and trace signal are selected using the topology-only metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 266 29.31 0.00 29 216.41 0.00 
16 598 86.58 0.80 29 108.29 0.00 
32 1255 44.05 0.00 29 54.23 0.00 

4096 8 266 31.87 2.00 29 215.86 1.00 
16 598 89.06 2.00 29 108.01 1.00 
32 1255 44.98 1.40 29 54.09 1.00 

8192 8 266 32.31 4.00 29 216.19 2.00 
16 598 90.82 4.60 29 108.17 2.00 
32 1255 45.79 3.60 29 54.17 2.00 

Table 5.4: State restoration results for s38584 when all primary inputs are driven 
randomly and trace signal are selected using the topology+logic metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 574 124.34 18.00 60 85.43 6.60 
16 1225 64.08 21.00 60 42.95 6.60 
32 2493 36.59 28.80 60 23.57 7.40 

4096 8 574 126.92 125.80 60 86.52 39.20 
16 1225 65.43 164.60 60 43.50 39.20 
32 2493 37.27 255.20 60 23.90 43.80 

8192 8 574 127.20 345.80 60 87.18 101.20 
16 1225 65.57 470.00 60 43.83 101.20 
32 2493 37.36 834.40 60 24.08 114.80 
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Table 5.5: State restoration results for s38417 when all primary inputs are driven 
randomly and trace signal are selected using the topology+logic metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 470 19.67 0.00 19 17.15 0.00 
16 1151 12.16 0.80 19 9.01 0.00 
32 2499 7.00 0.80 19 6.60 0.00 

4096 8 470 19.62 1.00 19 17.15 0.00 
16 1151 11.22 10.60 19 9.01 0.00 
32 2499 6.73 10.60 19 6.61 0.00 

8192 8 470 19.64 2.00 19 17.14 0.20 
16 1151 10.01 2.00 19 9.01 0.20 
32 2499 6.40 2.00 19 6.59 1.00 

( 

Table 5.6: State restoration results for s35932 when all primary inputs are driven 
randomly and trace signal are selected using the topology+logic metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 524 255.11 9.00 53 255.13 6.80 
16 1145 127.89 8.60 53 127.56 7.00 
32 2380 64.64 8.60 53 63.77 7.00 

4096 8 524 254.90 52.80 53 254.91 45.60 
16 1145 127.80 52.40 53 127.45 46.40 
32 2380 64.59 50.80 53 63.72 46.00 

8192 8 524 254.85 132.20 53 254.85 115.60 
16 1145 127.77 130.40 53 127.43 116.40 
32 2380 64.58 126.40 53 63.71 116.80 
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selection methods using the topology+logic metric. For the results generated using 

Algorithm 5.1, a threshold parameter of 0.1 is used. In these tables, the restoration 

ratios are obtained by comparing the total number of restored values versus the num­

ber of trace signals allowed on-chip. It is obvious that with lower number of trace 

signals, more data will need to be restored. The experiments are carried out for trace 

buffer depths of lk, 4k and 8k, and trace buffer widths of 8, 16 and 32. 

The reported results in Tables 5.1, 5.2, 5.3, 5.4, 5.5 and 5.6 stand for five different 

sets of debug data obtained by simulating the randomly generated data on all primary 

inputs. Although using random data on the primary inputs for obtaining the debug 

data on the trace signals in the experiments is sufficient for evaluating the proposed 

metrics and algorithms for trace signal selection, one might argue that during an 

actual debug experiment, the global control signals of a circuit will not be driven 

randomly. For example, a global reset signal that is active low should be driven by 

a zero for a few clock cycles for bringing the CUD into a known state. After that, 

a constant 1 should be asserted to the reset signal for the remaining part of the 

debug experiment. This is why in the next subsection, the experimental results with 

constrained values on the control inputs will be discussed. 

There are several important points to be noted. First, using any of the proposed 

metrics for trace signal selection gives higher restoration ratios when compared with 

the results based on random signal selection. Secondly, using the metric that considers 

both circuit topology and logic behavior (Figure 5.3) helps Algorithms 5.1 and 5.2 

to select trace signals that give higher restoration ratio when compared with the 

less sophisticated metric that considers only circuit topology (Figure 5.1), except 

when selecting 16 trace signals for s38584 using Algorithm 5.2. This is because when 

selecting 16 signals for s38584 using either of the proposed metrics, the differences 

in signal coverage between each candidate signals are very small. In this case, the 

algorithm may conclude that the coverage from each candidate signal is virtually the 

same, and thus, the greedy nature of the algorithm will not help select the proper 

trace signals. On the other hand, when the topology and logic behavior-based metric 

yields higher variation for the calculated restorability values (as in the case of s35932), 

Algorithm 5.2 will be able to identify the high coverage signals, and thus select a set 
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of trace signals that will yield high restoration ratios. Another interesting point that 

should be noted is that with s38584, even though when restoration ratios are lower, 

which indicate less data to be restored, the restoration times are actually longer. 

This is due to the same reason discussed above on the variations in restoration time 

in Table 4.4 from the previous chapter of the thesis that if the chosen trace signals 

reside in sequential loop, it may require data to be reconstructed one step at a time. 

It is also interesting to note that increasing the trace buffer depth for s35932 does 

not help improve the restoration ratios due to the low sequential depth of the circuit. 

This is unlike s38584 where the sequential depth is larger and it is visible from the 

results that as the trace buffer depth increases, better ratios are achieved for the 

same trace buffer widths. This obviously comes at the expense of higher restoration 

time which is still within an acceptable range of a few minutes. Another factor that 

significantly contributes to high restoration ratio is the presence of large fan-ins, as 

in the case of s35932. When using the metric that only considers the topology of 

a circuit for signal selection, one can already improve the restoration ratios when 

compared to the random signal selection. Another interesting point is that when the 

trace buffer width is increased, more data will be restored. However, at a lower rate 

than the increase in the number of trace signals. One notable exception is s35932 

when increasing the number of trace signals from 8 to 16 and driving the global 

control inputs deterministically. 

When comparing the restoration ratios between the trace signal selection algo­

rithms, it can be seen that the results from Algorithm 5.1 are better when the metric 

that considers both the circuit topology and logic behavior is used. This is because 

when setting the threshold parameter to 0.1, Algorithm 5.1 spends more effort on re­

calculating the restorability values whenever a new trace signal is selected. This gives 

a more accurate evaluation on how much data may be restored with the chosen trace 

signals. However, this increased accuracy comes with two limitations. Firstly, when 

the less accurate metric that considers only the circuit topology is used for signal 

selection, Algorithm 5.1 does not perform well against Algorithm 5.2 for s38584 and 

s35932. This is because when combining the monotonically increasing nature of the 
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metric and the high computation effort, Algorithm 5.1 may over-evaluate the restora­

bility values for the signals placed in sequential loops. On the other hand, Algorithm 

5.2 only calculates the restorability values once; thus it is not prone to inflating the 

restorability values in sequential loops. The second limitation of Algorithm 5.1 is the 

prohibitively high computation time, which is in the range of tens of hours for s35932 

when selecting 32 trace signals. This is significantly larger than Algorithm 5.2 that 

only calculates restorability values once, and then selects trace signals by evaluating 

how many signals will be covered during state restoration. When Algorithm 5.2 is 

used to select 32 trace signals, the runtime is reduced to within one hour. Another 

interesting note when comparing runtime for the two trace signal selection algorithms 

is that the runtime scales proportionally with the number of trace signals when using 

Algorithm 5.1, while the runtime stays the same for Algorithm 5.2. This is because 

Algorithm 5.1 selects signals incrementally by re-evaluating the restorability metrics 

during each selection, while Algorithm 5.2 only calculates the restorability values once 

no matter how many trace signals are being selected. 

One last important point to discuss is the runtime for the state restoration al­

gorithm. Unlike the trace signal selection algorithm, which is run only once during 

implementation, the state restoration algorithm is run repeatedly after each debug 

session, as illustrated in Figure 2.6. Thus, it is important for the state restoration 

algorithm to be compute-efficient. As shown in Tables 5.1, 5.2, 5.3, 5.4, 5.5 and 5.6, 

the runtime for this algorithm is in the range of a few seconds to minutes. These 

results have been obtained using the bitwise parallelism exploited by the technique 

from Section 4.2. Note, the state restoration runtimes are greater than the ones ob­

served for the same trace buffer capacity in Tables 4.3, 4.4 and 4.5. However, this 

increase in runtime is due to larger restoration ratios caused by the improved choice 

of trace signals, where the random trace signals selection has been replaced by the 

deterministic Algorithms 5.1 and 5.2. Having more useful debug data extracted from 

the circuit obviously causes the state restoration algorithm to process more circuit 

nodes over the same number of clock cycles. Nonetheless, despite this increase, the 

runtime is practical and the state restoration algorithm fits seamlessly between the 

data acquisition step and the data analysis step. 
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Table 5. 7: State restoration results for s38584 when the control inputs are driven 
deterministically and trace signal are selected using the topology-only metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 221 2.98 0.00 11 19.00 0.00 
16 425 1.87 0.00 11 10.57 0.00 
32 828 1.32 0.00 11 6.29 0.00 

4096 8 221 2.99 0.00 11 19.00 0.00 
16 425 1.87 0.00 11 10.57 0.00 
32 828 1.32 0.00 11 6.29 0.00 

8192 8 221 2.98 0.00 11 19.00 0.00 
16 425 1.87 0.00 11 10.57 0.00 
32 828 1.32 0.00 11 6.29 0.00 

5.3.2 Experiments with constrained generated stimuli for con­

trol inputs 

Tables 5.7, 5.8, 5.9 and 5.10 compare the results that were generated using Algorithms 

5.1 and 5.2 for s38584 and s35932 with the experimental flow described in Figure 

4.5. Note that no results for s38417 have been reported because as mentioned in 

SubSection 4.3.2, there are no signals need to be constrained in this circuit. While 

Tables 5.7 and 5.8 show the results when trace signal selection is performed using the 

metric that concerns only about circuit topology, Tables 5.9 and 5.10 give the results 

for when the metric that considers both circuit topology and logic behaviors of logic 

gates is used. In these tables, the results obtained using Algorithm 5.1 are performed 

with a threshold parameter of 0.1. The results on trace signal selection time in these 

experiments are the same as the ones shown in the previous experiments. This is 

because no changes have been made to the trace signal selection algorithm with these 

new experiments. 

The restoration ratios obtained using the new experimental flow are lower than 

what was provided in SubSection 5.3.1. This is due to the same reasons discussed in 
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Table 5.8: State restoration results for s35932 when the control inputs are driven 
deterministically and trace signal are selected using the topology-only metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 266 6.68 0.00 29 2.08 0.00 
16 598 8.39 0.00 29 2.05 0.00 
32 1255 9.24 0.00 29 3.15 0.00 

4096 8 266 6.76 0.00 29 2.08 0.00 
16 598 8.48 0.25 29 2.05 0.00 
32 1255 9.35 0.50 29 3.17 0.00 

8192 8 266 6.77 0.25 29 2.08 0.00 
16 598 8.50 0.50 29 2.05 0.00 
32 1255 9.37 1.00 29 3.17 0.25 

Table 5.9: State restoration results for s38584 when the control inputs are driven 
deterministically and trace signal are selected using the topology+logic metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 574 10.13 0.00 60 3.13 0.00 
16 1225 5.75 0.00 60 2.06 0.00 
32 2493 6.32 0.00 60 1.53 0.00 

4096 8 574 10.13 0.00 60 3.13 0.00 
16 1225 5.75 0.00 60 2.06 0.00 
32 2493 6.32 0.00 60 1.53 0.00 

8192 8 574 10.13 0.00 60 3.13 0.00 
16 1225 5.75 0.00 60 2.06 0.00 
32 2493 6.32 0.00 60 1.53 0.00 
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Table 5.10: State restoration results for s35932 when the control inputs are driven 
deterministically and trace signal are selected using the topology+logic metric 

Buffer Algorithm 5.1 Algorithm 5.2 
depth width Select Ratio Restore Select Ratio Restore 

time time time time 
(min) (sec) (min) (sec) 

1024 8 524 41.66 0.25 53 40.39 0.25 
16 1145 39.48 0.25 53 36.69 0.50 
32 2380 24.79 0.25 53 18.35 0.50 

4096 8 524 41.45 0.25 53 40.38 0.25 
16 1145 39.31 0.75 53 36.69 0.50 
32 2380 24.76 1.00 53 18.34 0.50 

8192 8 524 41.41 0.75 53 40.38 0.70 
16 1145 39.28 1.50 53 36.69 1.00 
32 2380 24.75 2.00 53 18.34 1.00 

SubSection 4.3.2 that when the experiments are run using randomly generated stimuli 

for all primary inputs, no constraints have been provided on the reset signals for both 

s38584 and s35932. Thus, the state restoration algorithm will be able to reconstruct 

the values of all the circuits' nodes easily every time the circuits are reset. 

It is also noted that the restoration ratios for both circuits is lower when Algo­

rithm 5.2 is used with deterministically driven control inputs. This is because when 

compared with Algorithm 5.1, which selects trace signals by propagating the metrics 

thorough the logic gates, Algorithm 5.2 only chooses trace signals based on signal 

coverage. As a result, it is more likely for Algorithm 5.2 to select control signals as 

the trace signals since they usually drive more signals in a circuit. Since some of 

these control signals are now driven deterministically to their non-controlling values, 

the sampled data will not help reconstruct data for other signals. However, when 

the trace signals are selected using the topology-only metric for s38584 as shown in 

Table 5. 7, Algorithm 5.2 gives better restoration ratios than Algorithm 5.1. This is 

because when the less accurate metric is used, Algorithm 5.1 tends to over-evaluate 

the restorability values when sequential loops are presented in s38584. 
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Another observation on the results from the new experimental flow is that the 

results state restoration time are very small when compared to that in the results 

from the previous experimental flow. This is due to the lower amount of data that 

can be restored when the control inputs are constrained. 

We do recognize that there is no practical value of this new experimental flow 

when debugging circuits on an application board. However, we want to emphasize 

that during the design phase, it is essential to decide which signals are to be traced 

during post-silicon validation. Therefore, in addition to aiding researchers with bench­

marking their algorithms under practical conditions, setting up an experimental flow 

can also better assist the decision-making process on which trace signals should be 

hardwired to the trace buffers. As a result, the flow is designed in such way that 

it relies on third party tools and simple algorithms with small runtime; thus fitting 

seamlessly in the current implementation flows for digital integrated circuits. 

5.4 Summary 

Chip designers traditionally rely primarily on design knowledge and intuition to de­

cide which signals to probe and how many state elements to observe. Because the de­

sign complexity will continue to increase, structured debug methods with automated 

support will become crucial for decreasing the length of the debug cycle during post­

silicon validation. In this chapter of the thesis, we have presented two new metrics 

and two algorithms for automatically selecting the trace signals. These algorithms 

show how by consciously choosing only a small number of signals to be probed in 

real-time, the observability of the CUD can be improved through the algorithmic 

solutions on state restoration presented in the previous chapter of the thesis. 
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Chapter 6 

Distributed embedded logic 

analysis 

So far we have presented techniques that can be used to improve post-silicon validation 

for a single block (or logic core) in a complex design. In multi-core designs, distributed 

ELAs with multiple trigger units and trace buffers can be placed on-chip. This brings 

the new challenge on how to connect the various units together in such way that 

the limited storage space in the trace buffers can be used efficiently. Although there 

are existing techniques that detail how the trace buffers are connected for various 

industrial designs (as discussed in SubSection 2.3.5), they are mainly ad-hoc and use 

static connections to the trace buffers. As a result, when the number of available 

trace buffers is smaller than the number of simultaneous sample requests coming 

from different trigger units, information from some of the data sources will have to be 

dropped. This results in loss of debug information and hence reduced observability. 

In this chapter of the thesis, we explore the consequences of two assumptions that 

we anticipate will become common in future complex SOCs. These assumptions are 

summarized in Section 6.1. Motivated by this, we propose a new methodology based 

on distributed ELAs in Section 6.2. The accompanying hardware is detailed in Section 

6.3. Experimental results given in Section 6.4 shows that real-time observability can 

be improved using only small amounts of logic hardware while avoiding excessive 

storage on-chip. Finally, Section 6.5 summarizes the contributions from this chapter. 
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6.1 Motivation 

Our work is motivated by the following two assumptions that we anticipate will 

become common in future SOCs. 

Assumption 6.1: Growing number of cores in future SOCs 

Recent research has shown that the number of cores in a design will continue 

to increase while incorporating even more distributed embedded memories, whose 

integration costs are decreasing [11, 116]. Thus, finding a way to automatically control 

the acquisition of bursts of high-bandwidth debug data on-chip in a user-defined and 

prioritized manner will be key to improving the real-time observability during post­

silicon validation. This motivates us to investigate a scalable DFD architecture that 

better utilizes the available on-chip storage by automatically allocating the trace 

buffers to handle concurrent sample requests. 

Assumption 6.2: Adoption of high-speed trace ports 

It has been reported that high-speed trace ports are used for streaming data 

to external memories during software debug [10, 32, 71, 77, 80]. We expect this 

technology to gain a wider adoption with the proliferation of high-speed I/Os in future 

SOCs. As we will show later, the ability to offload debug data while maintaining the 

real-time execution can further enhance real-time observability. 

Based on these two assumptions, we explore how a new debug methodology can 

be developed. This methodology should improve real-time observability during post­

silicon validation for multi-core SOCs that utilize distributed ELAs. Also, the amount 

of accompanying hardware for the architecture in this methodology should be small. 

6.2 Proposed design-for-debug methodology 

Unlike pre-silicon verification, where any number of data sources in a design can be 

sampled at the same time in the test bench, the number of available trace buffers limits 

how many data sources can be captured simultaneously during post-silicon validation. 

120 



Ph.D. Thesis - Ho Fai Ko McMaster University - Electrical & Computer Engineering 

To exploit the technology trends captured in the assumptions stated in the previous 

section, in this section we discuss the challenges and proposed debug architecture that 

can help bridge the gap between pre-silicon verification and post-silicon validation. 

6.2.1 Challenges 

As described in Assumption 6.1, designs with an increasing number of cores are 

expected to come in the foreseeable future. For example, [116] demonstrated a mi­

croprocessor with 80 cores and is capable of achieving a peak performance of over 

one terafiop at an operating frequency of 4GHz. Meanwhile, [11] introduces the idea 

of manycore designs, which can contain in excess of 1000 heterogeneous cores in a 

design. To debug these complex designs, we expect that the role of distributed em­

bedded logic analysis will be of increasing importance. By placing standalone trigger 

units in various parts of the design, concurrent executions in the cores can be mon­

itored. Moreover, as data sources can be scattered in various locations, debugging 

such a design also requires a way to acquire a large amount of debug data from these 

data sources at any given time. To sustain this high bandwidth requirement, the 

trace buffers should be distributed across different corners of the design. 

As stated in Assumption 6.2, the use of trace ports for streaming data off the chip 

has been explored for debugging microprocessors-based systems [10, 32, 71, 80]. As 

the adoption of high-speed I/ Os gains wider acceptance, we investigate the use of these 

high-speed I/Os as trace ports to stream data off the chip during debug. Although 

it has been mentioned in [10] that the bandwidth of one such trace port can go up to 

10 Gbit/s, this is still a fraction of the rate at which data is acquired (e.g., 128-bit 

samples@ 1.6 GHz [93]). However, it should be noted that with the advancement in 

the design of trigger units, debug engineers will be able to better control what data 

to acquire on-chip. Unless one would require data from all the data sources in every 

clock cycle, trace buffers will only be used for data acquisition in a fraction of the 

debug time. Thus, its content can be offloaded through the available trace ports, such 

that storage space can be reclaimed for future data acquisition. 
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Under the expectation of having a growing number of cores to be monitored and 

the ability to stream debug data off-chip using high-speed trace ports, we argue that 

the tasks of allocating the available trace buffers for data sampling from different 

data sources, as well as assigning trace ports to idle trace buffers, should be done 

automatically by intelligent control on-chip. The controller should be built in such a 

way that the following scenarios are considered. 

Scenario 6.1: When there are multiple trigger events occurring simultaneously, 

how to choose trace buffers to sample data from different data sources? 

Scenario 6.2: When some of the trace buffers are already occupied, is it 

necessary to re-allocate the trace buffers when a new trigger event from a 

different data source occurs? 

Scenario 6.3: How to allocate trace buffers when the number of sample requests 

is more than the number of available trace buffers? 

Scenario 6.4: How to allocate trace buffers for data sampling before knowing 

when trigger events from multiple data sources will happen? 

Scenario 6.5: How to decide which trace buffers to offload first when multiple 

trace buffers are idle? 

Scenario 6.6: How to balance the sampled data among trace buffers such that 

more trace buffers will have available space for fulfilling upcoming data 

acquisition requests? 

Scenario 6. 7: In the case when debug experiments are repeatable, can the 

controller be re-programmed to acquire different sets of debug data during 

each re-run of the experiment? 
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Figure 6.1: The proposed design-for-debug architecture based on distributed embedded logic analysis 
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6.2.2 Architecture 

To address the various scenarios presented in the previous subsection, Figure 6.1 

illustrates the proposed debug architecture with seven new features, discussed next. 

It is important to emphasize that these features are not meant to be seen as the only 

solutions for addressing the mentioned scenarios. Rather, they are given as examples 

on how the proposed architecture provides a hardware framework for tackling the 

previously discussed scenarios when employing distributed embedded logic analysis 

and high-speed trace ports in an SOC during post-silicon validation. Thus, it is up 

to the designers to further improve the hardware of each feature for their problems 

at hand. 

Feature A: Handling simultaneous trigger requests 

Feature B: Handling overlapping trigger requests 

Feature C: Deciding which sample requests to be ignored when there are not 

enough idle trace buffers 

Feature D: Sample before triggering for multiple trace buffers connected to 

multiple data sources 

In this architecture, trigger units, which can be programmable trigger engines [3] 

or hardware assertions [17], are distributed within each core, while cross-trigger units 

can be setup among cores to monitor multiple trigger events across the design at 

the same time. To address Scenarios 6.1-6.4, we introduce Features A - D in the 

Allocation unit (new hardware circuits needed to make this Allocation unit efficient 

are given in the following subsection). When one or more specified trigger events 

occur, the allocation unit will be notified and will automatically decide where the 

debug data should be stored among the available trace buffers. Also, the decisions 

should be made according to a user-defined priority scheme that needs to reflect the 

importance of the debug data from various data sources. 

Because the on-chip area used for debug is dominated by trace buffers, as will be 

discussed in the experimental results, it is essential to leverage their capacity across 

124 



Ph.D. Thesis - Ho Fai Ko McMaster University - Electrical & Computer Engineering 

Trace buffer 1 Time 1 Trace buffer 2 
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Figure 6.2: Sampled data organization in trace buffers using multiple segments 

multiple data sources and reconfigure their usage on-the-fly based on the bandwidth 

requirements in different areas of the chip. Figure 6.2 shows how the data can be 

organized in the trace buffers. It should be noted that different amounts of debug 

data may be generated from different data sources each time they are triggered. To 

deal with this problem, one can insert control information such as Source ID and 

Timestamp for every data sample that is acquired. This is obviously inefficient , as it 

requires a huge amount of storage. Thus, we introduce the use of a Control data field 

that will be appended at the end of a sampling cycle such that the debug dat a can 

be grouped together into segments in the trace buffers. As the communication fabric 

can connect any data sources to the available trace buffers, data acquired from the 

same source at different times can be stored in separate trace buffers. This allows the 

allocation unit to better utilize the trace buffers, as discussed next. 

Figure 6.2 uses two segments of data from Source 1 (Data segment 1-1 triggered 

at Time 1, and Data segment 1-2 triggered at Time 4). In this example, when the 

request for capturing Data segment 1-2 comes at Time 4, Trace buffer 1 is already 

occupied by Source 2. In this case, the Allocation unit can allocate Trace buffer 2 to 
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capture Data segment 1-2, while Trace buffer 1 can be used to store Data segment 

3-2 starting at Time 5. As a result, using the same amount of storage space, the 

proposed architecture will be able to acquire more debug data since no data will need 

to be dropped and the load on multiple trace buffers is balanced. 

Feature E: Handling for out-of-order offloading of data samples 

When high speed trace ports are available, the allocation unit can utilize any idle 

trace ports to offload the sampled data from the trace buffers for off-chip analysis. 

As data is being offloaded, spaces in the trace buffers can be reused. To deal with 

Scenario 6.5, the same priority scheme defined in the Allocation unit can be used 

when allocating trace ports for data offload. Hence, Feature E is included in the 

proposed DFD architecture. 

Feature F: Transfer data between buffers 

The proposed DFD architecture also includes the hardware for supporting Feature F 

in Figure 6.1 in order to address Scenario 6.6. By allowing data to be transfered be­

tween idle trace buffers, the available storage space can be better balanced among 

trace buffers. This helps maintain the high bandwidth requirement when multiple 

data acquisition requests arise during post-silicon validation. 

Feature G: Programmable priority 

To deal with Scenario 6.7, the user should be able to modify the priority scheme 

for each debug experiment. This is because the priority scheme directly affects how 

the Allocation unit arranges the trace buffers when sample requests arise and data 

is offloaded through the trace ports. Thus, changing the way different data sources 

are prioritized enables the allocation unit to acquire distinct sets of data when the 

experiment is repeated. As a result, we incorporate Feature Gin the Allocation unit. 

The Allocation unit also provides the appropriate control signals to the Commu­

nication fabric that carries the data transport between data sources, trace buffers 

and trace ports. In our current implementation, the communication fabric uses a 
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pipelined multiplexer network. It should be noted however that the functionality of 

the communication fabric can also be provided by other means, such as a data bus, or 

a network-on-chip. Although this would incur more complex control from the alloca­

tion unit when configuring the communication fabric, the hardware for deciding how 

trace buffers are allocated for data acquisition in real-time would still be the same. 

As the number of data sources and available trace buffers increases, one may argue 

that providing a communication fabric (i.e., a pipelined multiplexer) that can allow 

any data sources from the different cores to be connected to any trace buffer can 

potentially lead to large area. As it will be shown in our experimental results, when 

compared with the area of the distributed trace buffers, the communication fabric 

only contributes to a small portion of the total area for the proposed architecture. 

It is obvious that the implementation of the allocation unit closely impacts how the 

trace buffers would be selected to acquire data from multiple cores, while at the same 

time utilizing the available trace ports to stream debug data off the chip in an auto­

mated manner. As a result, in the following section, we detail new hardware circuits 

that should be incorporated into the Allocation unit for supporting Features A-G. 

6.3 New on-chip hardware circuitry for enabling 

the proposed methodology 

The Allocation unit presented in the proposed architecture in Figure 6.1 is the key to 

efficiently utilize the available trace buffers and trace ports for acquiring debug data 

in real-time during post-silicon validation for future core-based designs. In Figure 

6.3, the implementation of the allocation unit is shown. It contains an Allocation 

FSM that gathers information from all the trace buffers and trace ports. Using 

this information, it makes real-time decisions on where debug data should be stored 

whenever sample requests come from the trigger units, as well as how the trace ports 

should be used to offload the captured debug data. After a decision has been made, it 

updates the status registers that control the read/write operations of the trace buffers, 

as well as providing the appropriate controls to the Communication fabric to facilitate 

127 



Ph.D. Thesis - Ho Fai Ko McMaster University - Electrical & Computer Engineering 

From 
trigger 
units 

For Trace buffer m 

For Trace buffer 2 

To 
trace 

1-+-+---i• buffers 

To 
1------------------- communication 

From/to To communication 
trace ports fabric in the Offload unit 
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data acquisition and offloading. In addition to the allocation FSM, extra hardware is 

introduced in the allocation unit to support the features that are discussed. 

6.3.1 Handling of simultaneous, overlapping, and overflow · 

sample requests (Features A-C) 

In pre-silicon verification, any number of data sources can be monitored and displayed 

simultaneously during simulation. However, during post-silicon validation, when the 

number of sample requests exceeds the number of available trace buffers, it is im­

perative that some of these requests will have to be ignored and debug data will be 

lost. In this case, the designer will have to provide priority information for the data 

sources to the Allocation FSM so that only sample requests from low priority data 

sources should be ignored. 
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Figure 6.4: Example of overwriting low priority data during overflowing of trigger 
events 

The limited storage spaces provided by the trace buffers also constrains debug 

data to be dropped when sample requests come after the trace buffers have been 

filled. However, instead of dropping all the sample requests when the buffers are full, 

it may be desirable to accept data from high priority data sources by overwriting low 

priority data in the trace buffers. To keep track of where the different segments of 

prioritized debug data are stored in the trace buffers, a queue, which is maintained 

by a Queue FSM, is introduced for each trace buffer in the allocation unit. 

Figure 6.4 shows how the information from the queue can help the allocation unit 

decide how data should be overwritten in the trace buffers. It may seem that having 

a separate queue for each trace buffer requires significant area investment. However, 
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one should note that the length of the queues is small since only one entry will be 

created for each segment of data in the trace buffer. Also, for each entry in the queue, 

only simple information such as priority and the starting address of a data segment 

is stored. Thus, the queue can either be embedded in its corresponding trace buffers, 

or a dedicated embedded memory can be used to store the information for all the 

queues in the design. 

It should be noted that in order to provide real-time observability during post­

silicon validation, the allocation unit has to reach its decision on trace buffer assign­

ment in the same clock cycle as the arrival of any sample requests. By using these 

queue FSMs to organize prioritized data in the trace buffers, the complexity of the 

allocation FSM can also be reduced since the queue FSMs can operate in the back­

ground to prepare all the necessary information (e.g., amount of available space in 

trace buffers, distribution of prioritized data among buffers) for the allocation unit. 

6.3.2 Data sampling before trigger (Feature D) 

Another powerful feature that will aid identifying root-cause of a bug is to acquire 

data that precedes the triggering of specific events. Although this capability to sample 

data before trigger events occur has been explored, this ability is only implemented for 

designs with only one trace buffer [6, 122]. When multiple data sources are connected 

with distributed trace buffers, it is not obvious how one should allocate the available 

trace buffers to allow a continuous sampling of data before the trigger event arrives. 

To efficiently utilize the limited storage in the trace buffers, while supporting 

data sampling before trigger, two status registers called Window size and Window 

position are introduced in the allocation unit in Figure 6.3. In this case, continuous 

data sampling is only allowed within the allocated window in a trace buffer as shown 

in Figure 6.5(a). When the trigger event occurs, these sampled data are marked 

by appending a control data at the end of the segment, and the Window position 

register will be updated such that a different part of the buffer will be used (Figure 

6.5(b)). This ability to reposition the sampling window among trace buffers provides 

further flexibility to the allocation unit to free up trace buffers from continuous data 
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Figure 6.5: Example of using windows to support sampling before trigger 

sampling and assign them to service upcoming data acquisition requests. It is obvious 

that the amount of sample-before-trigger data that can be acquired is limited by the 

size of the window. However, this can be changed during post-silicon validation by 

programming at runtime the Window size register. 

6.3.3 Out-of-order data offloading (Feature E) 

As previously mentioned, when high-speed trace ports are available, debug data can 

be offloaded from the trace buffers to regain valuable storage space for any upcoming 

sample requests. Figure 6.6 can be used to show how the information from the queue 

can be used to decide which segment of data should be offloaded. When data segments 

with different priorities are stored in the trace buffer, the queue FSM uses the priority 

information in the queue to inform the trace ports to offload all the high priority data 

segments before servicing the data segments with lower priorities. In the example 
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Figure 6.6: Out-of-order offloading 

shown in Figure 6.6, Data segment 1-2 is offloaded before Data segment 2-1, even 

though Data segment 2-1 is acquired into the trace buffer before Data segment 1-2. 

This ensures that high priority data will be offloaded before being overwritten, and 

guarantees high observability to the data sources that are of significant importance. 

6.3.4 Data transfers between buffers (Feature F) 

In the case when the trace buffers have more than one access port, one can chain 

the trace buffers together such that while one port is used to acquire debug data, 

the other port can be used to transfer the sampled data between trace buffers. This 

feature of being able to transfer data between trace buffers provides three benefits. 

Firstly, by balancing the amount of stored data among trace buffers, empty spaces 

can be fairly distributed among trace buffers. This allows the allocation unit to allo­

cate these partially empty trace buffers to service more simultaneous sample requests. 

This is shown in Figure 6. 7. If the empty space is only concentrated in Trace buffer 

2, when new sample requests from Data source 2 and Data source 3 come simulta­

neously, due to the low priority of Data source 3, its request will be dropped and 

only data from Data source 2 will be stored as shown in Figure 6.7(a). However, if 

the empty space is fairly distributed among the buffers, as in Figure 6. 7(b), the two 
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sample requests can be satisfied. Secondly, if the amount of debug data that will be 

generated from a data source is known, the allocation unit can move data between 

trace buffers so that sufficient space can be reserved for this data source in order to 

reduce data segmentation. 

Moreover, when data can be offloaded in an out-of-order fashion using Feature E, 

transferring data between trace buffers helps de-fragment the empty space within each 

trace buffer. This can be shown using the example in Figure 6.8. When Data segment 

3 arrives, fragmented empty spaces among the trace buffers will force the new data 

to be segmented with their corresponding control data (Data segment 3-1 and Data 

segment 3-2 in Figure 6.8(a)). If the data is re-organized using this feature, the new 

data can be stored in just one data segment (Data segment 3-1 in Figure 6.8(b)). 

Recall that control data will have to be appended to each segment of debug data, 

thus, de-fragmenting empty space can help reduce data segmentation, which in turns 

decreases the amount of control information being stored in the trace buffers. 

To support this feature, the trace buffers can be daisy-chained together using the 

Communication fabric in the Offioad unit in Figure 6.1. Moreover, additional control 

such as the preparation of read/write addresses and write enables to the appropriate 

trace buffers must be included in the trace buffer control unit as shown in Figure 6.3. 

6.3.5 Programmable priority (Feature G) 

In the case when the debug experiment is deterministic (i.e., the debug experiment 

can be regenerated with the same set of input stimuli), it may be beneficial to gather 

different sets of debug data each time the experiment is run. Thus, we introduce 

a programmable register for each data source and additional control logic in the 

allocation unit such that the user can re-arrange the priority scheme. When the new 

priority information is uploaded to the priority registers, the decision made by the 

allocation unit for Features A - E will be changed, resulting in a different set of 

debug data to be captured into the trace buffers. 

Figure 6.9 shows how different priority settings will affect data acquisition. In 

Figure 6.9(a), Data source 1 has the highest priority. When a new sample request from 
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that data source arrives, the queue FSM will notify the allocation unit to overwrite 

part of the low priority Data segment 3-1 with the new Data segment 1-2. On the 

other hand, when Data source 3 is given the highest priority in Figure 6.9(b), part of 

Data segment 1-1 will be overwritten instead. 

One may argue that by only changing the priority setting, the amount of distinct 

debug data that will be gathered between different experiments may be very small. 

For example, when comparing the amount of distinct debug data obtained in Figure 

6.9 between the two priority settings, only the small amount of Data segment 3-1 that 

was overwritten with the first priority setting is recovered from the second run of the 

debug experiment. However, one should note that without programmable priority, it 
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will be impossible to retrieve this small set of Data segment 3-1, and thus, may lose 

valuable debug information during post-silicon validation. 

6.4 Experimental results 

Three types of experiments are covered in this section. First we present two case 

studies on a digital video decoder (shown in Figure 6.10) implemented at McMas­

ter University, which illustrates how the discussed features were used in a practical 

environment in SubSection 6.4.1. Then, we investigate how different configurations 

of the proposed DFD architecture tradeoff between area investment and debug data 

acquisition in SubSections 6.4.2 and 6.4.3 respectively. 

6.4.1 Case studies 

Figure 6.10 shows the organization of the MPEG-2 audio/video decoder used in the 

case studies presented below. 

Case Study 1: During digital video decoding, starvation of the audio or video 

decoder may occur during extended idle periods which are interrupted by bursts of 

activity across the 3 interacting clock domains of 25 MHz, 54 MHz and 27 MHz. 

While concurrent monitors in pre-silicon verification (for instance on the Bitstream 

Parser, Video Shift Controller and Audio Shift Controller from Figure 6.10) can in­

deed identify these corner cases, it can take extensive time for them to arise. Using 

the proposed architecture, we are first capable (by cross triggering) to identify which 

domain starves and with how much time before the next data would have arrived. 

Out-of-order offloading (Feature E) lets the user balance offload bandwidth against 

acquisition bandwidth (video will produce more samples than audio) and transfer­

ring data between trace buffers (Feature F) gives more capacity for capturing video 

samples, thus improving the real-time observability of the debug experiment. Finally, 

sample before trigger (Feature D) allows us to identify the sequence of events that 

lead up to the starvation, by which we can assess buffering requirements. 
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Case Study 2: This case study deals with the difficulty of synchronizing the out­

put audio and video streams (as shown to the right of Figure 6.10). Having distributed 

embedded logic analyzers with cross triggering helps us zoom in on regions of interest, 

such as transitions from one batch of output samples to another (audio/video frame 

crossings), as these transitions provide points of reference for synchronization. Giv­

ing highest priority to temporally proximal transitions among the streams (Features 

A-C and G) allows us to sample continuously without fear of exhausting the trace 

buffers before reaching a more informative scenario (such as when transitions on both 

streams occur close to one another). This gives a better picture of the synchronization 

status of the audio and video streams. As before, sampling before trigger also enables 

obtaining synchronization status information both before and after transition points. 

In both case studies, the concurrency and high data acquisition bandwidth inherent 

to pre-silicon verification are made possible during post-silicon validation due to the 

proposed DFD features. 

6.4.2 Analyzing area investment of the proposed architecture 

In this subsection, the experimental results on area investment for the DFD hardware 

required to support all the features discussed in Section 6.2.2 under different architec­

tural setups are shown. These area results are obtained using a 90nm standard cell 

library and a third party synthesis tool [108]. Figures 6.11, 6.13 and 6.15 show how 

the proposed architecture scales in terms of area when the number of cores, trace 

buffers, and trace ports change respectively. For the bar charts shown in Figures 

6.12, 6.14 and 6.16, the columns are broken down into various sections. This helps 

better understand how much each part of the inserted DFD hardware contributes 

to the overall area. The Top control unit oversees the entire architecture and com­

municates with the JTAG port for controlling the DFD hardware during post-silicon 

validation. The Communication fabric for sampling connects the data sources to the 

trace buffers as shown in Figure 6.1. The Data source select unit provide control to 

the communication fabric for connecting the data sources to trace buffers. The FSM 

for real-time decisions determines how the trace buffers and trace ports are utilized. 
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Figure 6.11: Area investment analysis when varying the number of cores 

It also communicates with the top control unit. The Queue control unit controls the 

queue, whose area estimation is not included in the results since the queue can be 

embedded into the trace buffers. The Trace buff er control unit provides the write 

address and activates the write enable for individual trace buffer during data acqui­

sition, and supplies the read address during data offload. The Offioad management 

unit provides control to the communication fabric to connect the trace buffers to 

the trace ports, as well as activating the trace ports when needed. These units just 

mentioned reside in the Allocation unit shown in Figure 6.3. Finally, the Communi­

cation fabric for offioading connects the trace buffers to the trace ports. Note that in 

our implementation, the communication fabrics are implemented using multiplexer 

networks. 

Figures 6.11 and 6.12 show the area investment for the DFD hardware required to 

support all the features discussed in Section 6.2.2 when varying the number of cores 

in an SOC. The DFD hardware for these experiments contains one 16 KB trace buffer 

and one trace port. It can be seen from Figure 6.11 that when the number of cores in 
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an SOC increases, the area of the DFD hardware scales accordingly. The reason for 

this can be found in Figure 6.12. When the number of cores increases, the size of the 

communication fabric between data sources and the single trace buffer, and the data 

source select unit, also grow in order to provide the proper connections and control 

between the data sources and the trace buffer. When the number of cores rises, the 

FSM for making real-time decision on trace buffer allocation becomes more complex, 

and thus, enlarging the FSM for real-time decisions. 

Figure 6.13 analyzes the area investment in the DFD architecture when the size, as 

well as the number of on-chip trace buffers varies. In this figure, all features discussed 

in Section 6.2.2 are supported for an SOC with 32 data sources and one trace port. 

As shown in Figures 6.1 and 6.3, a major part of added hardware comes with the 

Allocation unit and Communication fa bric for controlling and transporting debug 

data among trace buffers and trace ports. As a result, the communication fabric will 

have to be expanded and the control logic in the allocation unit will be modified to 

incorporate the added flexibility to manage sampling and offloading of debug data 
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when more trace buffers are available. However the depth of the trace buffers does 

not have a visible impact on logic area because it is only the bitwidth of address 

registers that scales logarithmically with the trace buffer depth. It is important to 

note that even with 16 trace buffers and all the features considered, the logic area of 

the proposed DFD architecture it is still below 303 of the total area of the on-chip 

debug resources (i.e., the embedded memories dominate the total area). It will be 

shown in the later discussion on experimental results for data acquisition how this 

303 area from the control logic enables acquisition of more useful data over the case 

where it is used simply for more storage capacity. 

In order to show how the area investment scales when the number of trace buffers 

increases, while the size of the trace buffers in terms of storage capacity remains the 

same in Figure 6.14, the experiment was conducted with 32 data sources connected to 

five different arrangements of trace buffers: 1x16K B, 2 x 8K B, 4 x 4K B, 8 x 2K Band 

16 x lK B using one trace port. It can be seen that with the same storage capacity, 

the additional area required varies with the arrangement of trace buffers. This is 
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Figure 6.14: Area investment analysis when varying the organization of trace buffers 

because as the number of trace buffers increases, the two communication fabrics have 

to be extended to provide the necessary connections between the data sources, trace 

buffers and the trace ports. Also, extra hardware will be required for the added 

complexity in the FSM for making real-time decisions, as well as in the control units 

(i.e. , Data source select unit, Trace buffer control unit and Offload management unit) 

for providing control to the trace buffers and the expanded communication fabrics . 

When the number of trace ports increases, the area investment scales up linearly 

as shown in Figure 6.15. In this figure , as well as in Figure 6.16, which gives the 

distribution of additional hardware among different components, there are 32 data 

sources and 16 lKB trace buffers. As can be seen in Figure 6.16, the increase in area 

when the number of trace ports rise is contributed from the larger communication 

fabric between the trace buffers and the trace ports, as well as from the offload 

management unit for providing controls to the fabric. 
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Figure 6.17: Impact of various features on acquisition of debug data 

6.4.3 Analyzing data acquisition of the proposed architec­

ture 

Figure 6.17 shows data captured for an experiment consisting of the MPEG hardware 

discussed earlier, with 5 data sources (cores), three 16-bit trace buffers of depths lK, 

2K and 4K, and a trace port with bandwidth 1 Mb/s and 5 Mb/s. The first two 

columns show debug data obtained with static connections between the data sources 

and trace buffers. The next two columns show the improvement obtained by adding 

the communication fabric, and the last two columns show the benefit of having pro­

grammable priority. It can be seen that when programmable priority is supported, 

the proposed DFD architecture can gather the most amount of debug data. The 

improvement is not as significant when the bandwidth of the trace port is 5 Mb/s 

because the ratio between offload bandwidth and acquisition bandwidth is close to 1. 

However, when the acquisition bandwidth surpasses the offload bandwidth (as in the 

case when a trace port with only 1 Mb/sis available), a significant amount of previ­

ously lost data can be recovered by adjusting the priority settings during the debug 
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experiments. Although there is a noticeable initial area investment when supporting 

the programmable priority feature, if this area is used merely for deeper buffers, data 

loss can still occur. In this way, a high ratio between offload and acquisition band­

width justifies the need for programmable priority. Despite the availability of higher 

bandwidth trace ports [10], off-chip bandwidth can never keep pace with on-chip sig­

nal density, especially when acquiring signals for use in software debug. Thus there 

will always be need for selective acquisition via programmable priority. 

Finally, Figure 6.18 further illustrates how programmable priority functions when 

data acquisition rate exceeds offload bandwidth under the same architectural setup 

used for the experiment shown in Figure 6.17. Based on a rotating priority scheme, 

a data source will always acquire the most data when having the highest priority. 

Beyond highest priority, the amount of data captured is heavily dependent on the 

sampling behavior of other sources with higher priority, and when the offload band­

width is much less than the acquisition rate, the amount of captured data can fall 

steeply when the data source is not at the top of the priority list. 
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6.5 Summary 

In this chapter of the thesis, we have introduced a new design-for-debug architecture 

for distributed embedded logic analysis that enables real-time observability. Using two 

case studies on a digital video decoder we have presented its advantages in improving 

real-time observability of the design. This helps bridge the gap between pre-silicon 

verification and post-silicon validation. We have also analyzed the costs of managing 

on-chip distributed trace buffers. Because the area for on-chip real-time debug is 

dominated by embedded memories, we have learned that the area investment for the 

proposed architectural features and intelligent control is below 103 of the total area 

required for debug. 
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Chapter 7 

Conclusion and future work 

As the complexity of integrated digital circuits and systems continues to grow, it is 

increasingly difficult to guarantee error-free first silicon. In order to shorten time-to­

market and avoid escalating fabrication costs due to design re-spins, DFD techniques 

have been experiencing a growing acceptance for reducing the burden of post-silicon 

validation. 

Among the numerous DFD techniques that have been proposed in recent years, 

embedded logic analysis has received increased attention due to its ability to acquire 

debug data in real-time in-system. However, the amount of data one can acquire is 

limited by the capacity of the on-chip trace buffers in the ELAs. In this dissertation, 

we have proposed novel architectures and algorithmic solutions to address the chal­

lenges on various parts of the ELA, as well as when multiple ELAs are employed for 

utilizing the limited storage space more efficiently. 

The rest of this chapter is organized as follows. Section 7.1 summarizes the con­

tributions in this thesis. Section 7.2 discusses the direction for possible future work. 

7 .1 Summary of dissertation contributions 

The decisions on when to acquire debug data during post-silicon validation are deter­

mined by trigger events that are programmed into on-chip trigger units. In Chapter 3 

of this thesis, we investigate how to design trigger units that are both resource-efficient 
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and runtime programmable. To achieve these two goals, we introduce new architec­

tural features, as well as an algorithm for automatically mapping trigger events onto 

trigger units. In this new architecture, we allow the user to program trigger condi­

tions onto a lower number of comparators than the number of prime implicants in 

the condition function. We then perform real-time false trigger analysis to conclude 

if the event that triggers data acquisition is valid. Also, to maintain the efficiency 

of the false trigger analysis, an algorithm is introduced to map the trigger events 

onto trigger units with only a small number of false events. Together, the proposed 

architecture and algorithm improve controllability of the CUD by allowing more com­

plex trigger events to be programmed onto an existing trigger unit, while preserving 

precious storage space through false trigger analysis during post-silicon validation. 

Despite the recent advancement in the design of ELAs, the reluctance to invest 

additional area for large trace buffers only for the purpose of post-silicon valida­

tion limits the amount of available data that can be acquired on-chip. This indirectly 

translates into a more time-consuming process for identifying the design errors. Thus, 

it is desirable to find a way to better utilize the acquired data on the trace signals, 

such that as much missing data (for other internal signals) as possible can be recon­

structed. This goal is achieved in Chapter 4 by introducing automated solutions for 

state restoration in the CUD. Using the proposed algorithm, data in state elements 

across multiple time frames can be restored using debug data from the trace signals. 

Also, in order for the state restoration algorithm to be applicable to large designs and 

data to be restored over thousands of clock cycles, a compute-efficient version of the 

same algorithm that exploits bitwise parallelism is introduced. 

The decisions on which signals should be hardwired to the trace buffers of the ELA 

are made during the design cycle early in the design flow. However, it is not known 

a-priori what types of bugs should be expected, and thus, it is impossible to predict 

which signals will provide more information during post-silicon validation. In Chapter 

5, two metrics are introduced for analyzing the topology as well as the logic behaviors 

of circuit nodes in a design. The result of the analysis is then used by the proposed 

algorithms for selecting the trace signals automatically. One of the two proposed 

algorithms provides a more detailed analysis during signal selection, while the other 
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algorithm performs a good estimate on which signals should be traced with reasonable 

runtime. vVhen performing state restoration on the debug data acquired from the 

suggested trace signals, a significant amount of data can be reconstructed, and thus, 

effectively improving the observability of the CUD during post-silicon validation. 

To deal with concurrent activity in multi-core SOCs, the idea of distributed trig­

gering is introduced. However, this brings in new challenges on how to effectively 

utilize the limited storage space among all the trace buffers when multiple data 

sources are presented. Motivated by the assumptions that the number of cores in 

future SOCs will continue to increase, and high-speed trace ports will gain a wider 

adoption with the proliferation of high-speed I/Os, Chapter 6 introduces a new DFD 

architecture for core-based SOCs. In this resource-efficient and scalable architecture, 

intelligent control is placed on-chip to automatically allocate distributed trace buffers 

to handle debug data acquisition from multiple data sources located in different cores 

in real-time. At the same time, any idle high-speed trace ports will be allocated to 

stream the sampled data off-chip to reclaim the valuable storage space in the on-chip 

trace buffers. The proposed architecture also complements existing system-level de­

bug techniques as it provides a means to transport debug data in an efficient manner, 

without concerning whether the debug data has been pre-processed using techniques 

such as trace filtering and trace compression. 

7 .2 Possible future research directions 

A few possible future research directions have been identified and they are outlined 

in this subsection. 

The proposed triggering methodology (architecture and algorithm) from Chapter 

3 could be extended to allow trigger events based on different groups of signals, 

which may or may not be connected directly to the trigger unit, to be programmed 

at runtime. For example, due to space limitations only 32 signals can be connected 

to the trigger unit. However, these signals are logically related (in both space and 

time) to a larger pool of signals from the design. It would be useful to facilitate the 

description of logic conditions for triggering on the signals that are related, but not 
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necessarily connected directly, to the trigger unit. In this case, the proposed trigger 

event mapping algorithm will have to be modified accordingly. 

The continuous improvement on the design of ELAs together with the use of the 

proposed state restoration algorithms discussed in Chapter 4 will enlarge the amount 

of available debug data during post-silicon validation. Although having more data 

helps provide more information to understand the errors, analyzing and isolating only 

the useful data is very time consuming and in the current state-of-the-art it is done 

using manual techniques. As a result, it will be beneficial to introduce algorithmic 

solutions to analyze and identify these useful data so that they can be presented to 

the debug engineer in a more meaningful way. This can help speed up the debug 

process and thus, reduce the overall time spent on post-silicon validation. 

The metrics proposed in Chapter 5 for trace signal selection only provide a rough 

estimate on the restorability of each signal by analyzing the structure of a design. 

When more information such as the expected behavior of the design is available, 

these metrics can be refined and thus help produce more accurate measure on the 

influence of tracing each signal. Another interesting research direction is on mixing 

complementary debug techniques to gain the benefits of both worlds. If the trace 

buffer-based technique is combined with scan chain-based technique (for example a 

scan dump is done at the end of a debug session when the trace buffer is filled), new 

metrics and algorithms for selecting the trace signals will need to be investigated. 

The future generation of SOCs is likely to have more cores that operates at differ­

ent frequencies and have more complex interactions among them. Moreover, depend­

ing on the functionalities of these cores, they may be grouped together into smaller 

clusters to resemble a hierarchical structure in order to reduce the complexity of the 

communication channels on the chip. In this case, instead of utilizing one unit to allo­

cate trace buffers in the proposed architecture in Chapter 6, it may be worth studying 

the advantages and disadvantages on employing a hierarchical allocation unit. This 

is done by using multiple simpler allocation units for each cluster of cores. These 

simpler allocation units will then be monitored by a global controller for transporting 

data between clusters to balance the acquisition bandwidth available from the trace 

buffers in each cluster. 
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In summary, post-silicon validation is a key step in the implementation flow of 

integrated circuits and systems. Although many ad-hoc techniques exist in practice, 

the escalating complexity of the state-of-the-art designs, combined with the emerging 

business models in the semiconductor industry based on core providers and system 

integrators, motivate the need for structured and algorithmic solutions in the future. 

This thesis has investigated several key research problems for the design of the de­

bug infrastructure for post-silicon validation. New algorithmic solutions have been 

proposed and analyzed. Although not a single solution in the field of post-silicon 

validation is one-fit-all, the work from this thesis is an important step toward the 

adoption of more structured and algorithmic methods in the field. 
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